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1 Reason for Change

a)
Justification: 

According to the decisions in the Washington meeting the access rules are described in the Shared Policy XDMS.  After this decision some PoC specific access rules were agreed in the meeting and they were moved in a temporary appendix (Appendix H) and an editor's note was added, that this content will later be moved to Shared Policy XDMS. 

This version of the Appendix H is ready to be sent to PAG to check, if they want to include something or everything to their specifications.

PoC WG asks PAG to report, when/if PAG has included the content of Appendix H to the Shared Policy XDMS and when the updated specification is available.  

PoC WG takes care of the all CONR comments against Appendix H.  
b)
Clauses affected:

Sub clause Appendix H.
c)
Summary of change:

Some editor's notes and PoC specific descriptions are removed, because they were moved to the body part of the spec (subclause 5.2) by the CR OMA-POC-POCv2-2007-0398-CR_PoC_XDMS_my_comments_in_appendix_H.  The corresponding comments are left open, because they should be covered in the subclause 5.2.  
The Appendix H from the agreed contribution 398R01 was used as a baseline.

d)
Consequence if not approved:

Unsolved CONR comments.
e)
Reason for revision:
R01:  The Appendix H from the agreed 398R01 is used as a baseline.
R02:  further off-line comments incorporated.
R03:  Added a request for PAG to report about their decision.  The comment table removed, because it was information to PoC WG and maybe confusing for PAG.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review by PoC WG, agree to the changes and incorporate in the next release of PoC XDMS.
6 Detailed Change Proposal
Appendix H: PoC User Access Policy
(Informative)

This is a temporary appendix and the content shall be later moved to the Shared Access Policy document and some quidelines should be left in the PoC XDMS.

Editor's Note:  This content should be moved to Shared Access Policy document and some quidelines should be generated to poc XDMS by separate CRs.
2.1 Normative References

	[XSD-2_POCRULES]
	"PoC – PoC Rules", Version 2.0, Open Mobile Alliance(, OMA-SUP-XSD_poc_poc2_0Rules-V2_0, URL: http://www.openmobilealliance.org/

	[XSD_XDM2_Media_Ext]
	"XDM Media Extensions to Common Policy", Draft Version 2.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_mediaExtensions-V2_0, URL: http://www.openmobilealliance.org/


3.2 Definitions

	NW PoC Box
	It is a PoC functional entity in the PoC Network where PoC Session Data and PoC Session Control Data can be stored.

	PoC Session Control Data
	Information about PoC Session Data e.g. time and date, PoC Session initiator.

	PoC Session Data
	Media Bursts and Media Burst Control information exchanged during a PoC Session e.g. Video frames, an image or Talk Burst.

	User Equipment
	A hardware device that supports a PoC Client e.g., a wireless phone.

	UE PoC Box
	It is a function co-located with the PoC Client in the User Equipment where PoC Session Data and PoC Session Control Data can be stored.


5.2 PoC User Access Policy

5.2.1 Structure

The PoC User Access Policy document SHALL conform to the structure of the "ruleset" document described in [COMMONPOL] and extended in sub-clause 5.2.3 "XML schema", with the extensions and constraints given in this sub‑clause.

The PoC User Access Policy document makes use of the following two elements defined for the <rules> element in [COMMONPOL]: 

· <conditions>

· <actions>

NOTE 1: This specification does not define any value for the <transformations> element defined as a child of the <rules> element in [COMMONPOL]. This means that, if present, the PoC Server ignores this element.

The <conditions> element supports the following elements:

a) the <identity> element, as defined in [COMMONPOL], except the sub-elements that are prohibited in [XDMSPEC];

b) the <external-list> element, as defined in [XDMSPEC],  "Common Extensions";

c) the <other-identity> element, as defined in [XDMSPEC],   "Common Extensions";

NOTE 2: This specification does not define any value for those elements defined as a part of the <conditions> element in [COMMONPOL] (e.g., <sphere>, <validity>), but which are not explicitly identified in the list above. This means that, if present, the PoC Server ignores such elements.
d) the <anonymous-request> element, as defined in [XDMSPEC], "Common Extensions".
e) the <media> element, as defined in [XDMSPEC] “Common Extensions”.
The <actions> element supports the following elements:
a) the <allow-invite> element, as defined in sub-clauses 5.2.3 "XML schema" and 5.2.7 "Data semantics";

b) the <allow-invited-id-autoanswer> element, as defined in sub-clauses 5.2.3 "XML schema" and 5.2.7 "Data semantics";

c) the <allow-unconditional-nwpocbox-routing> element, as defined in sub-clauses 5.2.3 "XML schema" and 5.2.7 "Data semantics";

d) The <pocbox-type> element, as defined in sub-clauses 5.2.3 "XML schema" and 5.2.7 "Data semantics".
5.2.2 Application Unique ID

The AUID SHALL be "org.openmobilealliance.poc-rules".

5.2.3 XML schema

The PoC User Access Policy document SHALL conform to the XML schema described in [COMMONPOL] and extended in [XDMSPEC] "Subscribing to changes in the XML documents", with the extensions described in [XSD-1_POCRULES], [XSD-2_POCRULES] and [XSD_XDM2_Media_Ext].

5.2.4 Default namespace

The default namespace used in expanding URIs SHALL be "urn:ietf:params:xml:ns:common-policy" defined in [COMMONPOL].

5.2.5 MIME type

The MIME type for PoC User Access Policy documents SHALL be "application/auth-policy+xml" defined in [COMMONPOL].

5.2.6 Validation constraints

The PoC User Access Policy document SHALL conform to the XML schema described in [COMMONPOL] and extended in subclause 5.2.3 "XML schema", with the additional validation constraints described in this sub-clause.

The "id" attribute of the <one> child element of <identity>, if present, SHALL contain a SIP URI, or a TEL URI. 

For a given <ruleset>, the same value of an <one> element SHALL NOT occur in two "rules" which have different values for <allow-invite>. If this constraint is violated, the PoC XDMS SHALL return an HTTP "409 Conflict" including the XCAP error element <constraint-failure>. If included, the "phrase" attribute SHOULD be set to "Same user in contradictory rules".

For a given <ruleset>, the same value of an <external-list> element SHALL NOT occur in two "rules" which have different values for <allow-invite>. If this constraint is violated, the PoC XDMS SHALL return an HTTP "409 Conflict" including the XCAP error element <constraint-failure>. If included, the "phrase" attribute SHOULD be set to "Same users in contradictory rules".

NOTE: These validation constraints ensure that the User is alerted of a contradictory choice, and also ensures that the PoC Server has an unambiguous way of evaluating the rules.

Any AUID value other than "resource-lists" in the Document URI contained in an <external-list> element SHALL be a validation error. If so, the <external-list> insertion SHALL fail with an HTTP "409 Conflict" response which includes the XCAP error element <constraint-failure>. If included, the "phrase" attribute SHOULD be set to "Wrong type of shared list".

If the XUI value of the Document URI proposed in an <external-list> element does not match the XUI of the PoC User Access Policy Document URI, this SHALL be a validation error. If so, the <external-list> element insertion SHALL fail with an HTTP "409 Conflict" response, which includes the XCAP error element <constraint-failure>. If included, the "phrase" attribute SHOULD be set to "Access denied to shared list".

5.2.7 Data semantics

The PoC User Access Policy document SHALL conform to the semantics for the "conditions" and "actions" described in [COMMONPOL] and extended in [XDMSPEC] "Subscribings to changes in the XML documents", together with the clarifications required for the PoC service, as given in this subclause.

When evaluating a "rule" against an identity, the value of the "entity" attribute of the <one> element, if present, is compared against that identity to see if the "rule" is applicable. 
When evaluating a “rule” against the offered media, the subelements of the <media> element are compared against the incoming request to see if the “rule” is applicable.  The duplex specific subelement of the <audio> and <video> elements MAY be used for further defining the corresponding medium using <half-duplex> and <full-duplex> subelements.  The duplex specific subelement of the <message> element MAY be used.  The duplex specific subelement <half-duplex> indicates Discrete Media transfer with Media Burst Control and the subelement <full-duplex> indicates the Discrete Media transfer without Media Burst Control.  If duplex specific subelement is not included, it means that the access rule is applicable in both cases (i.e. half-duplex and full-duplex). 




The <allow-invite> element defines the action the PoC Server is to take when processing a PoC Session invitation for a particular PoC User. This element has one of the following three values, whose use is described in [OMA-PoC-CP] "PoC Session invitation request". The value is of an enumerated integer type:

 "pass"
instructing the PoC Server to process the PoC Session invitation using Manual Answer Mode procedure (i.e. leave it for PoC User to decide the acceptance). This is the lowest value for this action, and also the value used when no match happens, according to [COMMONPOL]. This value is assigned the numeric value of 0.

"reject"
instructing the PoC Server to reject the invitation. This value is assigned the numeric value of 1.

"accept"
instructing the PoC Server to accept the invitation according to the PoC User's Answer Mode setting. This value is assigned the numeric value of 2. 

The < allow-invited-id-autoanswer> element defines the action the PoC Server is to take when the PoC Session invitation contains invited party identities information for a particular user. The PoC Server operation according to the access rule is described in [OMA-PoC-CP] "PoC Session request". The value is a Boolean type:

"true"
instructing the PoC Server to accept the invitation according to the User's Answer Mode setting to process the PoC Session invitation. 
"false"
instructing the PoC Server to process the PoC Session invitation using manual answer procedure (i.e. leave it for PoC User to decide the acceptance). This is the default value for this action when no match happens.

NOTE: After access rule checking for auto answer permission, the delivery of the invited party identity information is handled according to the invited party identity information service setting.
The <allow-unconditional-nwpocbox-routing> element defines the action the PoC Server is to take when processing a PoC Session invitation for a particular PoC User who is not registered. The semantics of the <allow-unconditional-nwpocbox-routing > is described in [OMA-POC-CP]. The value is of a Boolean type:

"false"
instructs the PoC Server not to route the incoming PoC Session invitation to the NW PoC Box when the PoC Client is not registered. This is the default value taken in the absence of the element.

"true"
instructs the PoC Server to route the incoming PoC Session invitation to the NW PoC Box when the PoC Client is not registered. 
The <pocbox-type> element indicates which type of PoC Box will be connected when the incoming PoC Session invitation is routed to a PoC Box. This element has one of the following two values, whose use is described in [OMA-PoC-CP]. The value is of an enumerated integer type:

"nwpocbox"  instructs the NW PoC Box to be connected. This is the lowest value for this action, and also the value used when no match happens, according to [COMMONPOL]. This value is assigned the numeric value of 0.

"uepocbox"  instructs the UE PoC Box to be connected. This value is assigned the numeric value of 1.

5.2.8 Naming conventions

The name of the PoC User Access Policy document SHALL be "pocrules".

5.2.9 Global Documents

This application usage defines no Global Documents.

5.2.10 Resource interdependencies

This application usage defines no additional resource interdependencies.

5.2.11 Authorization policies

The authorization policies SHALL be defined according to [XDMSPEC].

B.2 Manipulating PoC User Access Policy

B.2.1 Obtaining PoC User Access Policy rules

Figure B.1 describes how XDM Client obtains PoC User Access Policy rules.
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Figure B.1- XDM Client obtains PoC User Access Policy rules

The details of the flows are as follows:

1) The user "sip:ronald.underwood@example.com" wants to obtain the document describing his PoC User Access Policy rules. For this purpose the XDMC sends an HTTP GET request to the Aggregation Proxy.

GET http://xcap.example.com/org.openmobilealliance.poc-rules/users/sip:ronald.underwood@example.com/pocrules HTTP/1.1

...

Content-Length: 0

where the filename "pocrules" is a standardized naming convention (see section 5.2.8).

2) Based on the AUID the Aggregation Proxy forwards the request to PoC XDMS.

3) After the PoC XDMS has performed the necessary authorisation checks on the request originator, the PoC XDMS sends an HTTP "200 OK" response including the requested document in the body.

HTTP/1.1 200 OK

Etag: "etu15"

...

Content-Type: application/auth-policy+xml

<?xml version="1.0" encoding="UTF-8"?>

<ruleset xmlns="urn:ietf:params:xml:ns:common-policy"
xmlns:poc="urn:oma:xml:poc:poc-rules"
     

xmlns:cop2="urn:oma:xml:poc:poc2.0-rules"




xmlns:ocp2="urn:oma:xml:xdm:commonpol-media-ext"
 xmlns:ocp="urn:oma:xml:xdm:common-policy"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <rule id="f3g44r1">

    <conditions>

      <identity>

        <one id="tel:5678;phone-context=+43012349999"/>

        <one id="sip:percy.underwood@example.com"/>

      </identity>

  
  <ocp2:media>




<ocp2:audio/>



 <ocp2:video/>

         <ocp2:message-session>


  
             <ocp2:half-duplex/>
         </ocp2:message-session>


  </ocp2:media>

    </conditions>

    <actions>

      <poc:allow-invite>accept</poc:allow-invite>

    </actions>

  </rule>


<rule id="ythk764">

    <conditions>

      <ocp:anonymous-request/>

    </conditions>

    <actions>




<poc:allow-invite>reject</poc:allow-invite>

    </actions>

</rule>

  <rule id="j5h36li">

    <conditions>

      <identity/>

    </conditions>

    <actions>

      <cop2:allow-unconditional-nwpocbox-routing>true</cop2:allow-unconditional-nwpocbox-routing>
      <cop2:pocbox-type>nwpocbox</cop2:pocbox-type>
    </actions>

  </rule>

</ruleset>

4) The Aggregation Proxy routes the response to the XDM Client.
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