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1 Reason for Contribution

External Entity is a PoC 2.1 feature, and this contribution makes proposals for the realization of that feature. 
2 Summary of Contribution

The contribution outlines an architecture and general scenarios for the support of External Entity. Solutions for the following three capabilities are explored:

· Discrete data
· Streaming media and control

· Network camera control

3 Detailed Proposal

1. Goals  

The External Entity feature is about PoC Session participants accessing content from servers that do not contain or support native PoC Clients.  The External Entity feature provides PoC Session participants the ability to request and receive media content from external content servers.  The direction of media content flow is purely towards PoC Session participants.  External Entities are assumed to be content servers that contain content of interest to PoC Session participants.  An External Entity could be a streaming media server, an ordinary web server, etc.  

Three kinds of media are considered: 

· Discrete Media: A PoC Session participant wishes content stored on an external web server to be sent via PoC Session based MSRP to the participants.  The content identified is simply sent to the participants and there is no consideration that users can pause the data, replay, etc.   

· Streaming Media: A PoC Session participant wishes to control (play, rewind, pause, etc) streaming media from an external streaming server to participants. 

· Network Camera Control: PoC Session participants are able to control network cameras. 

As stated above, end users do not send media content to the server or to other participants in the context of this feature.   Therefore, from a media point of view, PoC Clients never request the floor for purposes of sending media to the External Entity, although PoC Session participants may send control to the external servers over an associated floor of the PoC Session.  

Note while it appears this feature involves interworking of non PoC systems with PoC, this feature is not related to OMA-TS-PoC_Interworking_Service-V2_0-20071002-C.  Specifically, External Entities are not remote PoC Clients nor legacy P2T endpoints.  Similarly, the interworking functional entities of the Interworking Service specification are not involved in the External Entity feature. 

Associated goals are: 

· To make use of native PoC entities and existing PoC2.0 network interfaces to standardized systems outside of PoC, such as IMS and AAA/Charging; 

· To minimize the impact on PoC 2.0,and standards work outside of OMA;

· To provide informative, annex level examples of interfaces to External Entities.  

2. Architecture 
2.1 External Entity Reference Point
From an architectural point of view, this contribution proposes a new reference point between the CF PoC Server and the External Entity.  This status of this reference point, that is, informative or normative, is an open question.    If normative, then it should be based on open standards and support multiple protocols if needed.  The main question is the degree to which OMA PoC wishes to work on IOP for this reference point.  The main question is the degree to which OMA PoC wishes to work on IOP for this reference point. 
. 

The following is a proposed reference model for the External Entity feature.    Note that the External Entity can be within or outside the Network of the CF PoC Server. 
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Figure 1: External Entity Reference Point
2.2 Adding An External Entity to a PoC Session
The goal of the External Entity feature is to control such entities, and generally speaking, play media residing on non PoC External Entities, both via PoC Session communications.  The references (URI/URL) to such media are not PoC Addresses.  Two approaches are used herein to add the media of some External Entity to a PoC Session:

· Content Indirection and Content Disposition header
· SIP REFER request
As defined in the IETF, the Content Indirection header is expected to be used on an end-to-end basis to convey a URI/URL target users can use to retrieve media and a Content Disposition header indicates how the end device should render the content to the user.  However, in this contribution, the Content Disposition header is used to indicate that indicate the CF PoC Server of the PoC Session should render the content onto the associated PoC Session.  This is a new value for the Content Disposition header.   

For discrete data, these headers are proposed to be included into an MBCP SEND request (see Section 3.2).   For continuous media, such as from streaming servers or network cameras, these are proposed to be used in a SIP INVITE.  In the latter case the PoC Server should acquire a session with a correct entity associated with the URI.  The INVITE can also contain necessary SDP to add PoC media for the streaming presentation or network camera. 

The other approach is to use a REFER to "add" the external entity based presentation to the PoC Session.   The PoC Session needs to have the media for the streaming presentation or network camera established. 
If RTSP is used on the reference point between the PoC Client and the PoC Server, it is necessary to have TCP based connections for RTSP control between the CF PoC Server and the PoC Client.  The scenarios below accommodate this. 
The Content Indirection and Content Disposition headers can appear in the INVITE that establishes the PoC Session, even though examples below show users already on a PoC Session adding the External Entity.

Furthermore, a PoC Server can make use of policy to add an External Entity to a PoC Session even if there is no Content Indirection and Content Disposition headers.  For example, this may make sense for chat rooms where users of some interest consent to Mobile Advertising in exchange for a lower chat room charging rate.
3. Discrete Data
3.1 Standards Background
Assume PoC Session participants have an MSRP based floor.  We propose a PoC Client send a Content Indirection header in an MSRP SEND request to the PoC Session URI.  The Content Indirection header has a URL identifying some web content.  In addition, the MSRP SEND request contains a Content Disposition header that has a special value indicating the CF PoC Server should access the web content (via http) and then render the associated media onto the PoC Session.  We assume the MSRP session is compatible with the media of the URL.
This solution has a minimal impact on the PoC User plane.  It requires an interpretation that a Content Disposition header with the special value is a request for the CF PoC Server to access and send the data over the PoC Session (see Section 2.2).  

There are additional details about so called IETF consent, that is, policies, etc., to ensure other PoC participants are OK with having the data sent to them.  These are straightforward in PoC, but omitted herein to constrain contribution length.    
3.2 Scenario
The following figure summarizes the operation in which Bob and Alice have an MSRP session, and then Bob sends an MSRP SEND request with the Content Indirection and Content Disposition headers in an MSRP request, as explained in Section 2.2. The CF PoC Server sends the SEND request to Alice, retrieves the content, and sends the content over the MSRP session to both participants. Although we may want to add a new feature tag or devise policies to permit this, there is no real PoC Control Plane work involved. 
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Figure 2: Discrete Data over PoC Session
4. Streaming Media
In this section we present two solutions for streaming media sessions within a PoC Session:
· Third Party Floor Control Solution:  Define a new "third party" floor control message in the PoC User plane that asks an External Entity associated with a PoC Session to play media associated with the floor. The third party floor control has parameters such as to pause, play, etc.   The media has been associated with the floor via a Content Indirection header.  There is no RTSP involved in this solution, although the External Entity could be RTSP based. 
· RTSP based solution:  Use of RTSP to control the External Entity.  This approach requires the PoC Session participants have an additional bidirectional TCP-based connection over which to send RSTP commands to the PoC Server.  While the External Entity could be an RTSP Server, there is no requirement it is. Therefore, the PoC Server could use an entirely unrelated streaming control protocol, or a streaming server could be embedded into the PoC Server proper.      
As mentioned above, the direction of media is purely from the server to the PoC User, although control is obviously from the PoC User to the server.  

Before proceeding with scenarios, we review RTSP and SIP protocol status in the IETF. 
4.1 Standards Background
RTSP is an open protocol whose function is to provide an "IP based remote control" for streaming media .  RTSP has had wide spread deployment, is found on wireless devices, and is more widely deployed than SIP. Because of the success of RTSP, it only makes sense to review the IETF status of SIP and RTSP interaction to understand how RTSP might be utilized in PoC Sessions to provide streaming media control.  One important technical fact to keep in mind is that while RTSP servers use SDP parameters, they but do not support SDP negotiation, unlike SIP, which does.
The most recent RTSP revision is draft-ietf-mmusic-rfc2326bis-15.txt,  RTSP 2.0.  This draft provides a use case for the sending of streaming media over a SIP based conference.  However, no supporting specification is provided in RTSP 2.0 for this purpose.    
The following is a non exhaustive list of recent RTSP/SIP interaction drafts: 
· draft-whitehead-mmusic-sip-for-streaming-media-02.txt presents streaming media solutions in the context of SIP or IMS networks based on (a) SIP/RTSP interaction, (b) SIP-only, and SIP/MRCP.  All require SIP extensions, but possibly the latter two require more significant extensions.  This draft is on hold until RTSP 2.0 is published. 

· draft-marjou-mmusic-sdp-rtsp-00.txt specifies an interaction of SIP and RTSP, at the same time obviating the need for RTSP SETUP, DESCRIBE requests.  This solution uses SIP to initialize the RTSP state machine of an RTSP streaming media presentation to the RTSP "READY" state, at which time RTSP requests may be natively issued to an RTSP server.   The draft is on hold until RTSP 2.0 is published.    

SIP and RTSP interaction and convergence work at the IETF level may be viewed as in a state of hibernation.  Because work on these has been deferred until the publication of RTSP 2.0, SIP-RTSP interaction work in the IETF has no schedule, and therefore, cannot be timed with any PoC release.  Note that these drafts are not working group level.
From the point of view of the solution above labelled "RTSP Based Solution", to make any progress whatsoever, PoC would have to define an SDP type of "RTSP/TCP" or "RTSP/TSL".  This is not a very big leap since eventually IETF will have to do this. 
As an aside, it is interesting to note that in RTSP 2.0, the RECORD method exists but is undocumented.  In RFC2326 it existed.  Given it is not supported in RTSP 2.0, the decision of this contribution to only focus upon media play back for streaming media seems reasonable and correct.     

4.2 Scenarios

Two different approaches are outlines.  The authors seek feedback from the PoC WG. 
4.2.1 Third Party Floor Control via MBCP
This approach specifies a new MBCP command that allows PoC Session participants to control streaming media.  The participants do not request the floor to send data.  Therefore they can never receive a grant for the floor nor can they have such a floor revoked from their control.  Because the external server is not a PoC Client, it does not send nor receive PoC Control or User Plane signaling. The PoC media of the floor that transports the streaming media needs to be compatible with the media of the presentation.  
This approach uses Content Indirection and Content Disposition headers in a SIP request to bind a streaming media presentation to a PoC Session floor.  These headers do not cause the media to be streamed, instead the control is via the new third party floor control request.   
Basically, the PoC Server uses the third party floor control messages to generate requests to the streaming server.   It could be that the PoC Server determines the external server must cease to send media for some reason without any request from a PoC Session participant.   For example if the external server is RTSP based, the PoC Server could send an RTSP Pause.   
There could be media burst schemes or queuing that define which participants can control the server and for how long.  
In the figure below, Bob and Alice have a PoC Session that is currently not related to the streaming media.  Bob sends a reINVITE to add media; this is accomplished with a SIP INVITE request to the PoC Session URI with content indirection and disposition headers. The indirection header points to the streaming presentation content desired.    Once the session is established, Bob or Alice can send Third Party MBCP to the PoC Session to cause the streaming server to play, etc. 
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Figure 3: PoC Session and RTSP Presentation Establishment 
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Figure 4: Playing Media and Disconnecting 
4.2.2 Native RTSP Control
Another approach is for an end user device to directly send RTSP requests over a PoC Session floor to the PoC Server, which then interacts with the streaming server.  This would permit reuse of the RTSP protocol between the PoC Client and the (CF) PoC Server. 
One technical issue not present in the previous case of an MBCP "third party floor control" request is that the RTSP protocol needs a TCP connection for transport purposes.  However, there is no apparent entity to which to setup such TCP connections in a PoC Server per se. For this reason, this contribution proposes that the PoC Server establish such connections. 
Note that this media (a="RTSP/TCP")  is a discrete data floor that does not have any floor control.  This means that the PoC Server and PoC Client can send RTSP commands and responses at will.  At a minimum we need a bidirectional path because client requests requires server responses, and so floor volleys would be necessary to for server responses, which would be tedious overhead.  If this does not seem workable, then PoC Session participants could request their RTSP connection (floor) to the PoC Server; if the PoC Server is busy with an RTSP request from another participant, the floor could be simply be refused.  As mentioned above, these are independent floors, so that the RTSP command from Bob does not go to Alice or vice verse.  Also, the PoC Server needs to be able to send an RTSP response without a participant having to relinquish the floor, so that floor is still bidirectional.  In this sense, floor control is used for arbitration.     
Note that "a=RTSP/TCP" is one IANA consideration of draft-marjou-mmusic-sdp-rtsp-00.txt, which is in IETF hibernation.  To pursue the RTSP based approach of this section, we have to standardize this SDP attribute in OMNA.  The authors think the risk of doing this is basically zero because the attribute "RTSP/TCP" (or "RTSP/TLS") is obviously correct.   No other aspects of the marjou draft are required in this section (or contribution).    
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Figure 5: RTSP Presentation Added to PoC Session
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Figure 6: Adding RTSP Control Channels
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Figure 7: Playing RTSP Presentation
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Figure 8: Releasing RTSP Presentation and RTSP Control Channels
5. Network Camera Control
The main capability focused upon herein is network camera control, but this capability can be embedded as part of an overall surveillance service for users in a more general OMA context. 
The External Entity is either a network camera or a system that controls network cameras.  As in the previous cases, the interface to the External Entity is outside the scope of PoC.  A PoC Client controls network cameras via commands sent over a floor to the PoC Server.  The PoC Server interworks requests into actual camera requests to a External Entity.

In some ways, from a very high level, network camera control has many similarities with streaming media control.  It is possible to send these commands as PoC Third Party Floor Control requests or as a requests over a bidirectional TCP based floor.  
5.1 Standards Background
While there are countless network cameras in the marketplace, network camera control protocols are not published let alone standardized, except perhaps indirectly by hackers in places like LINUX "Zoneminder" (http://www.zoneminder.com) control scripts.  This is not say that there are not papers in journals introducing ideas or summarizing products for network camera control, such as in home networks; there are such papers.  Rather, none of the authors are aware of formal standards for the control of network cameras. 
While network camera protocols have not been standardized, a general standardization at a modelling level of surveillance has been on going in standards.  In particular, there is an standards group called the Security Industry Association (SIA), part of ANSII, that focuses on security topics, including surveillance via network cameras.  Their home page is http://www.siaonline.org/index.cfm.  A relevant SIA subgroup the SIA Digital Video Standards Subcommittee, whose portal page is http://www.siaonline.org/standards/sc_dv.cfm.   SIA has modelled surveillance at a frame work level (http://www.siaonline.org/standards/pan/OSIPS_01_200x_20070813_doc.zip), which includes security of all kinds, and at a more specialized level that includes the control of network cameras (http://www.siaonline.org/standards/dv/20061218_DVIDM.pdf).   These are not camera protocol control protocols, but could be used to model network camera control protocol.  

Therefore, SIA has a standardization effort that PoC may be able to utilize.  The document under discussion, as mentioned above, is http://www.siaonline.org/standards/dv/20061218_DVIDM.pdf.  The following partial list of interface primitives is summarized from Table 4 of 20061218_DVIDM:  

	dviCMGetLiveView
	This message directs the dviComponent to provide a video stream to the consumer of a specified size, frame rate, bit rate, and CODEC from the cameraport and preset that is specified in the message.  




	dviCMCancelLiveView
	This message directs the dviComponent to cancel (stop) live video stream from specified camera port.




	dviCMSaveImage
	Extract an image snapshot from given date and time and save it to specified location.  The dviComponent will extract a single image from its video storage files associated with given camera port and store it at given location in format specified by this message.




	dviCMSaveAVImage
	Extract an annotated video image snapshot from given event ID and save it to specified location.  The dviComponent will extract a single annotated video image from its video storage files associated with given camera port and store it at given location in format specified by this message.




	dviCMSaveClip
	Extracts and constructs a video clip from dviComponent's managed video storage.  This message requests a video clip of specified date-time range, from a specified camera port, at specified resolution, utilizing specified codec, and stores that clip under a specified name at a specified location.




	dviCMSaveAVClip
	Extracts and constructs an annotated video clip from dviComponent's managed video storage.  This message requests an annotated video clip associated with given event ID, from a specified camera port, at specified resolution, utilizing specified codec, and stores that clip under a specified name at a specified location.




	dviCMShowClip
	Display and playback content of a specified video clip, at specified resolution, and frame rate.  Uses dviShowClipControlCommand for playback control of this video clip.




	dviCMShowClipControlCommand
	 Control playback of a specified video clip.




	dviCMStartVA
	Start Video Analytics functionality on given camera port.




	dviCMStopVA
	Stop Video Analytics functionality on given camera port.




	dviCMMoveCamera
	Moves camera according to the values of the parameters in the message content.  The response of the dviComponent will be to perform the function and reply to the consumer about the success or failure of the operation. 




	dviCMPositionCameraToPreset
	Positions camera at given camera port to specified preset.




	dviCMPositionCameraToCoordinates
	Positions camera to specified coordinates.




	dviCMSavePositionAsPreset
	Saves current camera position as specified preset.




	dviCMCameraAutoPan
	Starts an auto panning movement of camera for given camera port.




	dviCMVideoTour
	Starts a pre-defined tour of video views.




	dviDRGetCameraPosition
	This operates on dviCameraPortConfiguration.

See osipsDDDeleteData message in the OSIPS Framework for details on the DeleteData operation.




Table 1: SIA Network Camera Primitives
The SIA document models the arguments of these interfaces along with responses.  In this contribution we propose that PoC define a set of commands that control network cameras based upon SIA requirements.  
Two potential approaches to model the network camera control are, one, as an extension into MBCP (third party control) or, two, as an extension to RTSP via new parameters to existing RTSP methods, which does not require an RFC.  Of course another way to extend RTSP is via a new method, which requires an RFC. In addition, it is also possible to pursue an XML mark up to support camera positioning and focusing.  A discussion is provided in Section 5.2.2.  Note that there is no SDP type for RTSP over TCP, so to pursue any RTSP solution, one must assume the SDP type RTSP/TCP in the interim while RTSP2 completes in the IETF, and the authors believe this would be a reasonable step for OMA to take, if PoC were to choose an RTSP based direction. 
A key question that needs to be addressed is whether control channel arbitration is required to make network camera control function.  
5.2 Network Camera Control Scenario
The scenarios are similar to the previous case of streaming media.  Two security guards control network cameras and the other guards associated are able to view the same streaming presentation from the camera. The External Entity itself is the camera or is a system that controls cameras.  One participant adds media for the network camera to an existing PoC Session.  Guard 1 then uses a SIP reINVITE request to add media for the network camera; the reINVITE has a Content Indirection header.  The PoC Server adds a TCP connection to the PoC Server; this will support requests to the PoC Server for network camera control. 
Guard #1 causes the network camera to stream video to the PoC Session, and then positions the camera a number of times.  To accomplish the camera positioning, Guard #1 issues several camera positioning requests after obtaining the floor used for this purpose.  Throughout the positioning, the camera sends video to the guards. 

5.2.1 PoC Third Party Control for Network Cameras
PoC Clients control network cameras via PoC Third Party Control commands to the PoC Server over a floor associated with the PoC Media that transports the live streaming media from the network camera.  As assumption is that either guard can control the camera.  As drawn either guard can send control to the PoC Server; however, there may need to be an arbitration of the control of the camera, so that two people do not attempt to position the camera to different places.  

[image: image9.emf]ACK

Network 

Camera

PF/CF Guard 1

PF

reINVITE

200OK

ACK

Established PoC Session

Guard 2

INVITE

200OK

ACK

Guard 1 adds PoC Media, and includes a reference in 

a Content Indirection header to a network camera

reINVITE

Establish

Association

Establishment

Response

“

PoC

”

3P 

GetLiveView

GetLiveView

Response

MBCP

ACK

MBCP Taken

MBCP 

Taken

MBCP

Taken

RTP

RTP

RTP

Guard 1 gets a live view from the network camera


Figure 9:  Adding a Network Camera and Live Video Streaming
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Figure 10: Positioning a Camera and Release
The above approach assumes the External Entity itself can resolve camera control movement conflicts from PoC Users. If this is an unacceptable assumption, then it's possible to embed the PoC Third party control into a general purpose floor so that a given user must request permission to control the network camera, as follows.  Other aspects are the same.  
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Figure 11: Using a Control Channel to Control Camera
5.2.2 Standardized Network Camera Control  
A more generic approach than MBCP could be to extend RTSP itself, so that RTSP is used to position network cameras.  One approach could be to view the position and optical attributes of a network camera as merely parameters associated with the stream and to thus manipulate them with the RTSP SET method.  The parameters could be derived from SIA modelling specifications.  If acceptable, it should also be acceptable to include the parameters in an RTSP SETUP request to allow someone to set the initial position or focus of the camera.  Similarly, a network camera could be queried for parameters like position using an RTSP GET method.  Section 1.6 of RTSP 2 draft discusses extending RTSP.  A key aspect seems to be whether the endpoint can ignore parameters.  If not, a tag and a Require header can be used.  A more robust approach would be to create an entire new RTSP method for positioning, focussing, and performing other tracking functions associated with cameras or perhaps even groups of cooperating cameras. 
Another approach would be to define a specific mark-up, perhaps derived from SIA specifications, and simply embed that in http.  

5.2.3 Other OMA Related to Network Camera Support
Outside the scope of PoC, but entirely related to providing surveillance features via OMA networks, it is possible for a Presence Network Agent (PNA) entity to receive triggers from an External Entity and generate presence notifications to the PoC Users, in particular the PoC Users that control network cameras.  These PoC Users would formally be termed "watchers" from a presence service point of view.  The PNA is an entity defined in the PAG Presence 2.0 release that performs presence status collection from non SIP/SIMPLE entities on behalf of a standardized presence server.  SIA standards can provide guidance as to how this can be modelled into OMA specifications.  This use does not require enhancements to the PNA. The presence aspect of alarms in the context of External Entity for network cameras is presented in a companion contribution. 
Also, some of the SIA primitives of Table 1 allow for predetermined camera pans of a given area. It could be possible to store camera motion directives for the pans in some XDMS within the PoC network.  There may as well be other network camera data that could kept in some XDMS, as well.  
6. Conclusion

This contribution provides External Entity discrete data, streaming data control, and network camera control for PoC Session participants.  By posturing these applications within the PoC 2.0 frame work, the PoC Control Plane, PoC User Plane, XDMS, and subtending IMS capabilities including media authorization, charging, and QoS, can all be bought to bear to provide useful capabilities for PoC Users.  
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and provide feedback for a revision of this contribution or an AD level contribution. 
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