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1 Reason for Change

a)
Justification: 
It shall be possible to update the MSKs during an RTP session or FLUTE channel to enhance the security. – Excerpt from 3GPP TS33.246 Security of Multimedia Broadcast/Multicast Service (MBMS)
Example of MSK update is required is the case that PoC Client is expelled or leaves the PoC Session. The expelled one shall not be able to eavesdropping the media data.
b)
Clauses affected: 4.53.2

c)
Summary of change: MSK update introduced.
d)
Consequence if not approved: MSK update is not supported in Multicast PoC.
e)
Reason for revision:
R01: Comments during Prague face-to-face meeting taken into account. Comments during the joint SEC-PoC meeting also taken into account.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review by PoC WG, agree to the changes and incorporate in the next release of PoC SD.
6 Detailed Change Proposal
4.53.2 Key management

The User Plane communication between the PoC Client and the PoC Server using a multicast/broadcast bearer SHALL be protected by mechanisms defined in [AD-BCAST].
A PoC Client supporting the Multicast PoC function SHALL retrieve a long term key using the security framework provided by the PoC Service Provider.

The PoC Client supporting Multicast PoC SHALL derive the MUK from the long term key as specified in [3GPP TS 33.246] and use it to derive the group key (MSK) when the parameters for the Multicast PoC Channel are negotiated with the PoC Server performing the Participating PoC Function.

The PoC Server performing the Participating PoC Function SHALL derive the long term key using the security framework defined in [3GPP TS 33.220] to generate MUK.

The PoC Server performing the Participating PoC Function SHALL generate a group key (MSK) encrypted by the MUK, and include the encrypted MSK in the set of parameters sent to the PoC Client when Media parameters for the Multicast PoC Channel are negotiated.
The PoC Server performing the Participating PoC Function:

· MAY update the MSK when a PoC Client leaves the PoC Session and SHALL renegotiate the updated MSK with the other participating PoC Clients if the MSK has been updated; and,
· SHALL update the MSK when a PoC Client is expelled from the PoC Session and SHALL renegotiate the updated MSK with the other participating PoC Clients if the MSK has been updated.
Editor’s Note: Any other cases than the above 2 key update is FFS.
The PoC Server performing the Participating PoC Function SHALL include the MSK in the set of multicast/broadcast parameters sent to the BCAST enabler when the Multicast PoC Channel is started.

Editor’s Note: It is FFS how the PF controlling the Multicast PoC channel knows when a PoC Client being served by another PF leaves or is expelled in order to update the MSK.
The PoC Client SHALL use the MSK to decrypt the traffic key (MTK) when receiving Media and Media Burst Control messages over the Multicast PoC Channel.
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