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1 Reason for Change

a)
Justification: 
It shall be possible to update the MSKs during an RTP session or FLUTE channel to enhance the security. – Excerpt from 3GPP TS33.246 Security of Multimedia Broadcast/Multicast Service (MBMS)
Example of MSK update is required is the case that PoC Client is expelled or leaves the PoC Session. The expelled one shall not be able to eavesdropping the media data.

The mechanism of how to update the MSK synchronously is introduced in order not to lose par of the media data.
b)
Clauses affected: New subclause 5.26.6 introduced.
c)
Summary of change: The mechanism of how to update the MSK synchronously is introduced.
d)
Consequence if not approved: MSK update is not supported and some security hole left.
e)
Reason for revision:
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review by PoC WG, agree to the changes and incorporate in the next release of PoC SD.
6 Detailed Change Proposal
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5.26.6. MSK update during a PoC Group Session

This subclause describes the high-level Control Plane procedures for how the PoC Server performing the Participating Function controlling the Multicast PoC Channel updates the MSK. 

NOTE: For simplicity reason, the flows between RAN, SGSN, GGSN, and BCAST (Service distribution/adaptation) are not shown.

Editor’s Note: It is FFS how to update the MSK for the PoC Clients being served by another PF that is not controlling the Multicast PoC Channel.

Editor’s Note: It is FFS whether INFO or another SIP method should be used instead of re-INVITE to deliver the updated MSK key.
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Figure 107: MSK update during a PoC Group Session.


The steps of the flow are as follows:


1.
The PoC Server A (participating) sends a re-INVITE message to the SIP/IP Core A.


The information elements contained in the re-INVITE message are:


a. PoC Session Identity;


b. PoC Client A1 address;


c. PoC Address of the PoC User A1 at the PoC Client A1;


d. PoC Server A (participating) selected  Media Parameters for Media to the PoC Server A;


e. Media-floor Control Entities for Media to the PoC Server;


f. Media-floor Control Entities for the Multicast PoC Channel;


g. Media parameters for the Multicast PoC Channel; and,


h. Multicast PoC Channel Identity; and,


i. Updated MBMS Session Key (MSK); and,

j. Geographical areas.

2. The PoC Server A (participating) sends a re-INVITE message to the SIP/IP Core A.


The information elements contained in the re-INVITE message are:


a. PoC Session Identity;


b. PoC Client A2 address;


c. PoC Address of the PoC User A1 at the PoC Client A2;


d. PoC Server A (participating) selected  Media Parameters for Media to the PoC Server A;


e. Media-floor Control Entities for Media to the PoC Server;


f. Media-floor Control Entities for the Multicast PoC Channel;


g. Media parameters for the Multicast PoC Channel; and,


h. Multicast PoC Channel Identity; and,


i. Updated MBMS Session Key (MSK); and,

j. Geographical areas.

3. PoC Server A (participating) sends a Session Update Request message to BCAST (Service distribution/adaptation).


Information elements contained in the Session Update Request message:


a. The access technology to be used (MBMS, DVB-H,…);


b. Multicast/broadcast with counting indication;


c. Updated MBMS Session Key (MKS);


d. Geographical areas where the Multicast PoC Channel applies; and,


e. QoE Profile for the PoC Group Session.


4.  BCAST (Service distribution/adaptation) sends the Session Update Response message to the PoC Server A (participating) as an acknowledgment that the new MSK is stored.


The information elements contained in the Session Update Response message are:


a. Media parameters necessary for the transfer of Media and Media Burst Control messages from the PoC Server A (participating) to the BCAST (Service distribution/adaptation).

5. The SIP/IP Core sends a re-INVITE message to the PoC Client A1.


The information elements contained in the re-INVITE message are the same as in step 2.


6. The SIP/IP Core sends a re-INVITE message to the PoC Client A2.


The information elements contained in the re-INVITE message are the same as in step 1.


7. 
The PoC Client A2 sends an OK message to the SIP/IP Core A.


The information elements contained in the OK message are:


a. The PoC Session Identity


b. PoC Client A address;


c. PoC Address of the PoC User A2 at the PoC Client A2;


d. PoC Client A selected  Media Parameters for Media to the PoC Server A;


e. Media-floor Control Entities for Media to the PoC Server;


f. Media-floor Control Entities for the Multicast PoC Channel; and,


g. Media parameters for the Multicast PoC Channel.


8. 
The SIP/IP Core A sends the OK message to the PoC Server A (participating).


The information elements contained in the OK message are the same as in step 7.


9. 
The PoC Client A1 sends an OK message to the SIP/IP Core A.


The information elements contained in the OK message are:


a. The PoC Session Identity


b. PoC Client A address;


c. PoC Address of the PoC User A1 at the PoC Client A1;


d. PoC Client A selected  Media Parameters for Media to the PoC Server A;


e. Media-floor Control Entities for Media to the PoC Server;


f. Media-floor Control Entities for the Multicast PoC Channel; and,


g. Media parameters for the Multicast PoC Channel.


10. 
The SIP/IP Core A sends the OK message to the PoC Server A (participating).


The information elements contained in the OK message are the same as in step 7.


11. The PoC Server A (participating) sends the MBCP MSK Update indication message to BCAST (Service distribution/adaptation). 

NOTE: Upon receiving this message, BCAST (Service distribution/adaptation) distributes the received MBCP MSK Update indication message to PoC Client A1 and PoC Client A2 using the old MSK as described in  5.26.4
“Multicast Media transmission in a PoC Group Session” and start using the stored updated MSK message to encrypt the MTK, which is then used to encrypt MBCP messages and Receiving Media Burst.

12. PoC Client A2 receives the MBCP MSK Update indication message.

NOTE: Upon receiving the MBCP MSK Update indication message, the PoC Client A2 uses the old MSK to decrypt the received MBCP MSK Update indication message and starts using the stored updated MSK to decrypt the incoming MBCP and Receiving Media Burst.

13. 
PoC Client A1 receives the MBCP MSK Update indication message.

NOTE: Upon receiving the MBCP MSK Update indication message, the PoC Client A1 uses the old MSK to decrypt the received MBCP MSK Update indication message and starts using the stored updated MSK to decrypt the incoming MBCP and Receiving Media Burst.

14. 
The PoC Server X (controlling) receives a Media from the Participant with the permission to send a Media Burst.


15. The PoC Server X (controlling) sends thea Media Burst to the PoC Server A (participating) using the PoC Session dedicated for PoC Media Traffic Optimisation.


Information elements contained in the Media Burst:


a. Media.


16. The PoC Server A (participating) sends the Media to BCAST (Service distribution/adaptation).


Information elements contained in the Media is the same as in the step 15.


17. Media and Media Burst Control messages are distributed within the PoC Group Session in the subclause 5.26x.4 ”Multicast Media transmission in a PoC Group Session” for Media and Media Burst Control messages from the PoC Server X (controlling) towards the PoC Client A1 and PoC Client A2. 
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