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1 Reason for Change

Justification
The subclause 5.1 PoC User Plane security need some text.
Summary of change

Some text added, some editor's notes added.
Scope of change

Subclause 5.1 is modified.
Consequence if not accepted
User Plane security will be missing text.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and include proposed changes in the next revision of the MC.
6 Detailed Change Proposal

Change 1:  (Adding references)
	[3GPP TS 33.220]
	3GPP TS 33.220 "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic bootstrapping architecture"

URL: http://www.3gpp.org/

	[3GPP TS 33.246]
	3GPP TS 33.246 "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)"


Change 2:  ()  
5. Common functions

This subclause describes functionality common to different access technologies.
5.2 PoC User plane security

PoC User Plane security provides confidentiality protection of individual Media Streams for PoC Session independent of access technology. The PoC Multicast protection is based on 3GPP MBMS security solution including GAA/GBA bootstrapping, data confidentiality and key distribution as defined in [3GPP TS 33.220] and [3GPP TS 33.246].
5.2.1 Providing a User Key

5.2.1.1 Procedures at the PoC Client
PoC Client supporting Multicast PoC SHALL invoke the GBA/GAA procedure as specified in [3GPP TS 33.220] to authenticate the PoC User and to retrieve PoC User individual user key to protect the session key when distributing the session key to PoC Clients participating in a PoC Session. 
As a successful result of the GBA/GAA procedure the client MAY initiate a PoC Session as defined in subclause 6.1.1 "General".
5.2.1.2 Procedures at the PoC Server performing the Participating PoC Function

Not applicable.
5.2.2 Distribution of the Session Key

5.2.2.1 Procedures at the PoC Client
At reception of a SIP 200 "OK" response to the SIP UPDATE request including a session key in SDP parameter the PoC Client:

1. SHALL, using the user key, extract from the " a=key-mgmt:mikey" attribute value the session key; and, 

2. SHALL cache the session key (any previous cached session key is overwritten).
5.2.2.2 Procedures at the PoC Server performing the Participating PoC Function

Editor's note: The procedure for generating the session key in the PoC Server is for further study.
5.2.3 Generating a Traffic Key

5.2.3.1 Procedures at the PoC Client
At reception of MIKEY as specified in [3GPP TS 33.246] the PoC Client SHALL decode the received traffic key with the stored session key.
5.2.3.2 Procedures at the PoC Server performing the Participating PoC Function

Editor's note: The procedure for generating the traffic key in the PoC Server is for further study.
5.3 End-to-end Media security

Editor's note: End-to-end Media security is dependent on the SEC WG and is FFS in this document.
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