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1 Reason for Change

Justification

Very confusing interaction with the User plane security and SIP part. Session key, traffic key and SIP UPDATE is mixed.
Media security is missing.

Subclause for sending SIP UPDATE when the session key is changed.

Reference to MIKEY RFC is missing.

Summary of change

Removed/moved around (duplicated) text in 5.1 
It is recommended to read the subclause 5.1 in "Final" mode instead of in "Final Showing Markup" mode.
Scope of Change

See chapter 6.
Consequence if not accepted

 Very confusing text.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No Impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss the content of this CR and agree to include it in the next version of MC.
6 Detailed Change Proposal

Change 1:  ()

	[RFC3830]
	IETF RFC 3830: "Multimedia Internet KEYing", August 2004

URL:http://www.ietf.org/rfc/rfc3830.txt


Change 2:  ()

5.1 PoC User plane security

PoC User Plane security provides confidentiality protection of individual Media Streams and TBCP/MBCP messages in PoC Sessions independent of access technology. The PoC Multicast protection is based on 3GPP MBMS security solution including GAA/GBA bootstrapping, data confidentiality and key distribution as defined in [3GPP TS 33.220] and [3GPP TS 33.246].

5.1.1 Providing a User Key

6.1.2.1 
The PoC Client supporting Multicast PoC SHALL invoke the GBA/GAA procedure as specified in [3GPP TS 33.220] to authenticate the PoC User and to retrieve the PoC User individual user key. 

As a successful result of the GBA/GAA procedure the client MAY initiate a PoC Session as defined in subclause 6.1.1 "General".

6.1.2.2 
The PoC Server supporting Multicast PoC SHALL authenticate the PoC User and retrieve PoC User individual user key to protect the session key when distributing the session key to PoC Clients participating in a PoC Session.

5.1.2 Generation and distribution of the session key
6.1.2.3 
5.1.3 The PoC Server performing the Participating PoC Function SHALL generate the session key.
5.1.4 In order to obtain the session key generated by the PoC Server the PoC Client:
1. SHALL include in the SIP UPDATE request an Authorization header containing the 'Digest username' with the value "(B-TID)" and 'realm' with the value in which the host name part value is "3GPP-bootstrapping" and the domain name part value is the domain name which the PoC Server belongs to, e.g., "poc-serverA.networkA.net".
At reception of a SIP UPDATE request the PoC Server performing the Participating PoC Function:

2. SHALL, using the B-TID received as the 'Digest username' and realm contained in the Authorization header, authenticate the PoC Client and extract the user key from the BSF as specified in [3GPP TS 33.220];

3. SHALL encrypt the generated session key with the user key; and,

4. SHALL include in the MIME SDP body of the SIP 200 "OK" response the session key protected with the user key as defined in [3GPP TS 33.246].

At reception of a SIP 200 "OK" response to the SIP UPDATE request including a session key in SDP parameter the PoC Client:

1. SHALL, using the user key, extract from the " a=key-mgmt:mikey" attribute value the session key as specified in [RFC4567]; and,

Editor's note: If a=key-mgmt:mikey is the attribute to use in PoC Multicast if FFS.

2. SHALL cache the session key (any previous cached session key is overwritten).
NOTE:
When a new session key replacing the old session key is obtained by all PoC Clients the PoC Server performing the Participating PoC Function removes the old session key from the MICKEY message. 
6.1.2.4 Generation and distribution of the traffic key
When a RTP Media Stream is sent over the Multicast PoC Channel and PoC Clients are connected to the Multicast PoC Channel  the Participating PoC Function on a regular base: 
1. SHALL generate a traffic key;

2. SHALL encrypt the traffic key with the session key; 
3. SHALL include the encrypted traffic key in a MICKEY message as specified in [RFC3830]; and,

4. SHALL send on regular bases the MICKEY message over the Multicast PoC Channel in the RTP Media Stream. 
NOTE 1:
When the session key is changed the PoC Server performing the Participating PoC Function encrypts the traffic key with the new session key and includes the encrypted traffic key in the MICKEY message. 


At reception of the MICKEY message over the RTP Media stream the PoC Client:

1. SHALL decrypt the traffic key contained in the MICKEY message using the stored session key;
2. SHALL cache the traffic key and if the decryption is successful, do not continue with the rest of the steps. Otherwise continue with the rest of the steps;
3. 
4. 
5. 
6. SHALL perform the actions in the subclause as described in 5.1.2 "Generation and distribution of the session key".
NOTE 2:
When a new session key replacing the old session key is obtained by all PoC Clients the PoC Server performing the Participating PoC Function starts encrypting Media using the traffic key encrypted by the new session key. 

1. 

2. 

1. 
2. 

1. 
2. 
3. 
4. 
Media encryption and decryption

The PoC Server performing the Participating 
· SHALL encrypt Continuous Media, TBCP message and MBCP messages sent over the Multicast PoC Channel using the traffic key generated and distributed as specified in subclause 5.1.3 "Generation and distribution of the traffic key";

· SHALL continue to encrypt Continuous Media, TBCP message and MBCP messages using an old traffic key encrypted with an old session key until all PoC Clients has obtained the new session key as specified in subclause 5.1.2 "Generation and distribution of the session key"; and,

· SHALL start to encrypt Continuous Media, TBCP message and MBCP message using the new traffic key encrypted by the new session key when all PoC Clients have obtained the new session key as 5.1.2 "Generation and distribution of the session key".

NOTE:
The PoC Server can decide, using a local policy, to switch to the new traffic key encrypted by the new session key before all PoC Clients have obtained the new session key e.g. based on time.
The PoC Client
· SHALL decrypt Media encrypt Continuous Media, TBCP message and MBCP messages sent over the Multicast PoC Channel using the traffic key obtained as specified in subclause 5.1.3 "Generation and distribution of the traffic key"; and,

· SHALL obtain a new session key as specified in subclause 5.1.3 "Generation and distribution of the traffic key" when decryption fails due to a changed session key.
5.1.5 
6.1.2.5 

6.1.2.6 

5.2 End-to-end Media security

This version of Multicast PoC does not include End-to-end Media security.
Change 3:  ()
6. Control plane signalling

6.1 Control Plane signalling in the PoC Client
6.1.1 General

PoC Client supporting Multicast PoC:

1. SHALL, when generating the initial SIP INVITE request as specified in [OMA PoC CP] "PoC Client initiates a Pre-established Session", include in the Contact header of the SIP INVITE request the feature tag '+g.poc.multicast';

2. SHALL, when generating the initial SIP INVITE request as specified in [OMA PoC CP] "PoC Client initiates an Ad-hoc PoC Group Session and 1-1 PoC Session", [OMA PoC CP] "PoC Client initiates a Pre-arranged PoC Group Session or joins a Chat PoC Group Session" and [OMA PoC CP] "PoC Client rejoining a PoC Session",  include in the Contact header of the SIP INVITE request the feature tag '+g.poc.multicast'; and,

3. SHALL, when generating the SIP 200 "OK" response to the SIP INVITE request as specified in [OMA PoC CP] "Auto-answer case" and [OMA PoC CP] "Manual-answer case", include in the Contact header of the SIP 200 "OK" response the feature tag '+g.poc.multicast'.
6.1.2 Multicast PoC Channel announcements

This subclause describes the procedures in the PoC Client for handling Multicast PoC Channel announcements.

The PoC Client can receive only one of the following Multicast PoC Channel announcements at a time in the SIP INFO request:

•The start of the Multicast PoC Channel; or, 

•The stop of the Multicast PoC Channel.

Modification of individual Media Parameters, e.g. codecs or Media formats, is described in the subclause 6.1.3.2 "Modifying Media Parameters".

6.1.2.7 Announcement of the start of a Multicast PoC Channel

Upon receipt of a SIP INFO request including a MIME SDP body with initial Multicast PoC Channel Media Parameters the PoC Client:

1. SHALL generate a SIP 200 "OK" response to the SIP INFO request according to rules and procedures of [RFC2976];

2. SHALL send the SIP 200 "OK" response according to rules and procedures of SIP/IP Core;

3. SHALL validate that the received SDP offer includes at least one Media Stream for which the Media Parameters and at least one codec or Media format is acceptable by the PoC Client and if not, the PoC Client SHALL not continue with the rest of the steps;

4. SHALL cache the Multicast PoC Channel Media Parameters;

NOTE 1:
If Media Parameters are changed before the PoC Client successfully completes the step above the new Media Parameters overwrites the existing Media Parameters as described in the subclause 6.1.3.2 "Modifying Media Parameters".

5. SHALL connect to the Multicast PoC Channel as described in subclause 7.1.3 "Connecting to a Multicast PoC Channel " if MBMS is used as the radio network access technology and available to the PoC Client. When the connection to the Multicast PoC Channel is successfully completed continue with the rest of the steps;

Editor’s Note: The process in BCMCS scenario is FFS.
6. SHALL generate a SIP UPDATE request according to rules and procedures of [RFC3311];

7. SHALL include a session key as specified in the subclause 5.1.2 "Generation and distribution of the session key";

8. SHALL include a MIME SDP body as an SDP offer as specified in subclause 6.1.5.1 "SDP offer generation for a Multicast PoC Channel "; and,

9. SHALL send the SIP UPDATE request to the PoC Server performing the Participating PoC Function according to rules and procedures of SIP/IP Core.

On receipt of the SIP 200 "OK" response to the SIP UPDATE request the PoC Client:

1. SHALL obtain the traffic key as specified in subclause 5.1.3 "Generating and distributing the traffic key";
2. SHALL interact with the User Plane as specified in [OMA-PoC-UP] "Media on and off hold" for those Media Streams that are received on the Multicast PoC Channel and now put on hold for unicast; and,

NOTE 2: 
The Media Streams for the unicast Media session, that are now received on the Multicast PoC Channel instead, is put on hold by the SIP “200” OK response to the SIP UPDATE request. 

3. SHALL start decrypting and rendering the Media Streams received over the Multicast PoC Channel using the traffic key as described in subclause 5.1.4 "Media encryption and decryption".

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.1.2.8 Announcement of the stop of a Multicast PoC Channel

Upon receipt of a SIP INFO request including MIME SDP body where all multicast Media Streams are rejected according to rules and procedures for [RFC3264] the PoC Client:

1. SHALL generate a SIP 200 "OK" response to the SIP INFO request according to rules and procedures of [RFC2976];

2. SHALL send the SIP 200 "OK" response according to rules and procedures of SIP/IP Core;

3. SHALL stop trying to connect to the Multicast PoC Channel  if the PoC Client has not yet connected to the Multicast PoC Channel;

4. if already decrypting and rendering the Media Stream being received over the Multicast PoC Channel:

a. SHALL generate a SIP UPDATE request according to rules and procedures of [RFC3311];

b. SHALL include a MIME SDP body as an SDP offer as specified in subclause 6.1.5.1 "SDP offer generation"; and,

c. SHALL send the SIP UPDATE request to the PoC Server performing the Participating PoC Function according to rules and procedures of SIP/IP Core.

On receipt of the SIP 200 "OK" response to the SIP UPDATE request the PoC Client:

1. SHALL stop decrypting and rendering the Media Stream being received over the Multicast PoC Channel if the PoC Client is decrypting and rendering the Media Stream over the Multicast PoC Channel; and,

2. SHALL interact with the User Plane as specified in [OMA-PoC-UP] "Media on and off hold" for those Media Streams that were previously received on the Multicast PoC Channel and now put off hold for unicast.
6.1.3 PoC Client PoC Session modification

6.1.2.9 Handoff

When the PoC Client detects that the PoC Client moves from Multicast service area to non Multicast service area or vice versa, the PoC Client:  

1. SHALL generate a SIP UPDATE request according to rules and procedures of [RFC3311] as specified in [OMA-PoC-CP] subclause 6.1.4.1 "General";
2. SHALL include in the SIP request a MIME SDP body as an SDP offer as specified in subclause 6.1.5.1 "SDP offer generation"; 
3. SHALL interact with the User Plane as specified [OMA-PoC-UP] "PoC Client procedures when disconnecting from a Media Type" if removing a Media-floor Control Entity or if changing the Media-floor Control Entity bindings or if disconnecting from an existing Media Type; and,
Editor’s Note: Exact details of the interaction with the user plane is FFS.

4. SHALL send the SIP request towards the PoC Server according to rules and procedures of the SIP/IP Core.

On receipt of the SIP 200 "OK" response, the PoC Client either in addition to procedures specified in [OMA-PoC-CP]: 
1. SHALL disconnect to the Multicast PoC Channel locally without any signalling to access network, and render Media data received over a unicast RTP Session if the PoC Client moves from Multicast service area to non Multicast service area; or,

2. SHALL render Media data received over the Multicast PoC Channel if the PoC Client moves from non Multicast service area to Multicast service area,
When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, the PoC Client SHALL use 3GPP/3GPP2 IMS session mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.1.2.10 Modifying Media Parameters

Upon receipt of a SIP INFO request including a MIME SDP body with changed Media Parameters compared to cached Multicast PoC Channel the PoC Client:

NOTE 1:
The PoC Server sends a SIP INFO request and a SIP UPDATE request to PoC Clients not yet listening to the Multicast PoC Channel. The procedure for the SIP UPDATE request is described in the [OMA-PoC-CP] the procedure for the SIP INFO request is described in this subclause.

1. SHALL validate that the received SDP offer includes at least one Media Stream for which the Media Parameters and at least one codec or Media format is acceptable by the PoC Client and if not, the PoC Client:
a. SHALL stop trying to connect to the Multicast PoC Channel if the PoC Client has not yet connected to the Multicast PoC Channel; and,

b. SHALL not continue with the rest of the steps;

2. SHALL overwrite the existing cached Media Parameters and continue trying to connect to the Multicast PoC Channel, if the PoC Client has not yet connected to the Multicast PoC Channel.

Upon receipt of an SIP-UPDATE request or a SIP re- INVITE request to add a new Media Stream to the existing PoC Session, to remove currently used Media Stream from the PoC Session, to change the Media-floor Control Entity binding of a used Media in the PoC Session or a combination of these the PoC Client SHALL perform the actions specified in [OMA-PoC-CP] "PoC Client receiving a request to add and disconnect Media Streams" with the clarifications below regarding the Multicast PoC specific Media Parameters, codecs and Media formats.

NOTE 2:
The PoC Server sends only the SIP UPDATE/re-INVITE request to PoC Clients already listening to the Multicast PoC Channel.

The PoC Client:

1. SHALL validate that the received SDP offer includes at least one Media Stream for the Multicast PoC Channel for which the Parameters and at least one codec or Media format is acceptable by the PoC Client and if not, the PoC Client: 
a. SHALL reject the Media Stream in the SDP offer according to rules and procedure of [RFC3264]; and,

b. SHALL not continue with the rest of the steps.

2. SHALL overwrite the existing cached Media Parameters;

3. SHALL connect to the Multicast PoC Channel as described in subclause 7.1.3 "Connecting to a Multicast PoC Channel" if MBMS is used as the radio network access technology and available to the PoC Client. When the connection to the Multicast PoC Channel is successfully completed continue with the rest of the steps;

Editor’s Note: The process in BCMCS scenario is FFS.
4. SHALL obtain the traffic key as specified in subclause 5.1.3 "Generating and distributing the traffic key;
5. SHALL stop decrypting and rendering the Media Stream being received over the Multicast PoC Channel using the old Media Parameters; and,
6. SHALL start decrypting and rendering the Media Stream being received over the Multicast PoC Channel with using the traffic key as described in subclause 5.1.4 "Media Encryption decryption".
6.1.4 Updating Multicast PoC Channel parameters

6.1.5 When the PoC Client needs to update Multicast PoC Channel parameters, e.g. retrieve a new session key, the PoC Client:

1. SHALL generate a SIP UPDATE request according to rules and procedures of [RFC3311];

2. SHALL include session key as specified in the subclause 5.1.2 "Generation and distribution of the session key";
3. SHALL include a MIME SDP body as an SDP offer as specified in subclause 6.1.5.1 "SDP offer generation for a Multicast PoC Channel "; and,

4. SHALL send the SIP UPDATE request to the PoC Server performing the Participating PoC Function according to rules and procedures of SIP/IP Core.

On receipt of the SIP 200 "OK" response to the SIP UPDATE request the PoC Client:

1. SHALL obtain the traffic key as specified in subclause 5.1.3 "Generating and distributing the traffic key"; 

2. SHALL interact with the User Plane as specified in [OMA-PoC-UP] "Media on and off hold" for those Media Streams that are received on the Multicast PoC Channel; and,

3. SHALL start decrypting and rendering the Media Streams received over the Multicast PoC Channel using the traffic key as described in subclause 5.1 "PoC User plane security".

6.1.6 When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.1.7 Leaving a Multicast PoC Channel

When the PoC Client participating in the PoC Session wants to leave the PoC Session that has been established using the Multicast PoC Channel as specified in subclause 6.1.2 "Reception of SIP INFO request", the PoC Client:

· 1. SHALL send a SIP BYE request as specified in [OMA-PoC-CP] "Leaving a PoC Session - On-demand Session".
· 7. SHALL disconnect from the Multicast PoC Channel within UE locally without signalling to access network.
NOTE: The SIP 200 OK response is handled as specified in [OMA-PoC-CP] "Leaving a PoC Session - On-demand Session".

When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, the PoC Client SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.1.8 Handling of SDP in the PoC Client

6.1.2.11 SDP offer generation for a Multicast PoC Channel

The SDP offer SHALL be composed according to rules and procedures of [RFC3264] and [RFC4566].

When composing an SDP offer the PoC Client:

1. SHALL include a MIME SDP body as an SDP offer for the unicast Media Streams and Media-Floor Control Entities as specified in [OMA-PoC-CP] 6.1.3.1a "SDP offer generation" with the clarification in the following steps:

2. SHALL include in the media-level section for each offered unicast Media-level description where the Media Stream is received over the Multicast PoC Channel and sent as unicast the "a=sendonly"; 

3. SHALL include in the media-level section for each offered multicast Media Stream:

a) the port number for the multicast Media Stream as received in the MIME SDP body of the SIP INFO request;

b) the codec(s) and Media Parameters as received in the MIME SDP body of the SIP INFO request;

NOTE 1:
The offer can only contain one codec or Media Format for each multicast Media Stream.

Editor's note: Discrete Media, using FLUTE, is for FFS.

c) the "a=label" attribute with a unique value as specified in [RFC4574];

d) the "a=recvonly" attribute; and,

e) if the MBMS multicast/broadcast access technology is used 

· i) the "a= mbms-mode" attribute as received in the MIME SDP body of the SIP INFO request.

NOTE 2:
Only the Media-level sections for Media Streams encrypted with a new session keys are included in the case the announcement in the SIP INFO request contained duplicated Media-level sections.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.1.2.12 SDP answer generation for a Multicast PoC Channel

Not applicable because it is always the PoC Client that offers the use of the Multicast PoC Channel.

6.1.2.13 PoC Client PoC Session modification

The PoC Client SHALL modify the PoC Session as specified in [OMA-PoC-CP] 6.1.4 "PoC Client PoC Session modification". The PoC Client SHALL NOT modify the media-level section for each multicast Media Stream received in the SIP INFO request for the Multicast PoC Channel announcements.

6.2 Control Plane signalling in the Participating PoC Function

6.2.1 Establishing a Multicast PoC Channel
Initially a Multicast PoC Channel is created by the PoC Server based on a local policy. The Multicast PoC Channel is announced as described in the subclause 6.2.1.1 "Multicast PoC Channel announcement".


6.1.2.14 Announcement of the start of a Multicast PoC Channel


When the PoC Server wants to initiate the use of a Multicast PoC Channel in an ongoing PoC Session the PoC Server:

1. SHALL start the Multicast PoC Channel as described in subclause 7.2.1 "Starting a Multicast PoC Channel";
2. SHALL generate a SIP INFO request according to rules and procedures of [RFC2976];

3. SHALL include in the SIP INFO request a MIME SDP body as described in subclause 6.2.4.1.2 "SDP for a permanent multicast Media Streams announcement"; and,

4. SHALL send the SIP INFO request according to rules and procedures of SIP/IP Core to all PoC Clients participating in the PoC Session that included a feature tag '+g.poc.multicast' in the Contact header headers of the initial SIP INVITE requests or in the SIP 200 "OK" response to a initial SIP INVITE requests.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.1.2.15 Receiving a SIP UPDATE request

Upon receipt of an SIP UPDATE request from a PoC Client, as the result of the procedure described in subclause 6.2.1.1 "Announcement of the start of a Multicast PoC Channel" the PoC Server:

1. SHALL validate that the received SDP offer includes at least one Media Stream for which the Media Parameters and at least one codec or Media format is acceptable by the PoC Server and if not reject the request with a SIP 488 "Not Acceptable Here" response generated as specified in the [OMA PoC CP] 7.3.1.1c "SDP answer generation". Otherwise, continue with the rest of the steps;

2. SHALL authenticate the user key as specified in the subclause 5.1.2 "Generation and distribution of the session key" and if the authentication is not successful the PoC Server SHALL return a SIP 403 "Forbidden" response. Otherwise, continue with the rest of the steps; 
3. SHALL generate a SIP 200 "OK" response to the SIP UPDATE request according to rules and procedures of [RFC3311];

4. SHALL include in the SIP 200 "OK" response a MIME SDP body as an SDP answer to the SDP offer in the incoming SIP UPDATE request as specified in the subclause 6.2.4.2 "SDP answer generation";

5. SHALL include the session key as specified in subclause 5.1.2 "Generation and distribution of the session key"; and,
6. SHALL send the SIP 200 "OK" response to the PoC Client according to rules and procedures of the SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.2.2 Announcement of the stop of a Multicast PoC Channel
This subclause describes how the PoC Server performing the Participating PoC Function announces the stop of a Multicast PoC Channel.

When the PoC Server does not want to use a Multicast PoC Channel in an ongoing PoC Session any longer the PoC Server:

1. SHALL generate a SIP INFO request according to rules and procedures of [RFC2976];

2. SHALL include in the SIP INFO request a MIME SDP as described in subclause 6.2.3.1.1 "SDP for stopping a Multicast PoC Channel"; and,

3. SHALL send the SIP INFO request to all PoC Clients that has indicated support for Multicast PoC according to rules and procedures of SIP/IP Core.

NOTE:
The support of Multicast PoC is indicated by the PoC Client by means of the feature tag '+g.poc.multicast' in the Contact headers of initial SIP INVITE requests or in the SIP 200 "OK" response to a initial SIP INVITE requests.

Upon receipt of an SIP UPDATE request from a PoC Client, as the result of a Multicast PoC Channel stop announcement including Multicast PoC Media Parameters the PoC Server:

1. SHALL validate that the received SDP offer includes at least one Media Stream for which the Media Parameters and at least one codec or Media format is acceptable by the PoC Server and if not reject the request with a SIP 488 "Not Acceptable Here" response generated as specified in the [OMA PoC CP] 7.3.1.6 "PoC Session Modifications". Otherwise, continue with the rest of the steps;
2. SHALL generate a SIP 200 "OK" response to the SIP UPDATE request according to rules and procedures of [RFC3311];

3. SHALL include in the SIP 200 "OK" response a MIME SDP body as an SDP answer to the SDP offer in the incoming SIP UPDATE request as specified in the subclause 6.2.3.1.1 "SDP for stopping a Multicast PoC Channel";

4. SHALL send the SIP 200 "OK" response to the PoC Client according to rules and procedures of the SIP/IP Core; and,

5. SHALL stop the Multicast PoC Channel when the PoC Server has received the SIP UPDATE request from all PoC Clients as described in subclause 7.2.4 "Stopping the Multicast PoC Channel" when the multicast/broadcast technology is MBMS. 

Editor’s Note: The process in BCMCS scenario is FFS.
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.2.3 PoC Server PoC Session modification

Editor's note: The procedure for announcement of Multicast PoC Channel end is FFS.

6.1.2.16 SDP in SIP INFO request

6.1.2.16.1 SDP for stopping a Multicast PoC Channel

This subclause describes the SDP that the PoC Server performing the Participating PoC Function uses when stopping an entire Multicast PoC Channel.

The SDP in the SIP INFO request SHALL be composed as an SDP answer according to rules and procedures of [RFC3264] and [RFC4566].

When composing the SDP announcement for stopping the Multicast PoC Channel PoC Server:

1. SHALL include a MIME SDP body for the unicast Media Parameters as specified in [OMA-PoC-CP] 7.3.1.1c "SDP answer generation" with the clarification in the following step;

2. SHALL include the "a=sendrecv" attribute for each unicast Media Stream that previously was set to "a=recvonly" due to the Multicast PoC Channel"; and,

3. SHALL mark each closed multicast Media Stream as rejected according to rules and procedures of [RFC3264].

6.1.2.16.2 SDP for removing multicast Media Streams

This subclause describes the SDP that the PoC Server performing the Participating PoC Function uses when closing an individual Media.
The SDP in the SIP INFO request SHALL be composed as an SDP answer according to rules and procedures of [RFC3264] and [RFC4566].

When composing the SDP announcement for closing individual multicast Media Streams the Multicast PoC Channel PoC Server:

1. SHALL include a MIME SDP body for the unicast Media Parameters as specified in [OMA-PoC-CP] 7.3.1.1c "SDP answer generation" with the clarification in the following step;

2. SHALL include the "a=sendrecv" attribute for each unicast Media Stream that previously was set to "a=recvonly" and now is closed"; 

3. SHALL mark each closed multicast Media Stream as rejected according to rules and procedures of [RFC3264]; and,

4. SHALL include in the media-level section for each offered unicast Media-level description where the Media Stream is sent over the Multicast PoC Channel and received as unicast the "a=recvonly"; 

5. SHALL include in the media-level section for each offered multicast Media Stream consisting of:

a) the port number for the multicast Media Stream selected as specified in [OMA-PoC-UP] "Port numbers";

b) the codec(s) and Media Parameters;

NOTE 1:
The announcement can only contain one codec or Media Format for each multicast Media Stream.

Editor's note: Discrete Media, using FLUTE, is for FFS.

c) the multicast address included in the Framed-Interface-Id AVP in case of IPv6 or the Framed-IP-Address AVP in case of IPv4 of the RAR message described in subclause "Starting a Multicast PoC Channel";

d) the "a=label" attribute with a unique value as specified in [RFC4574];

e) the "a=sendonly" attribute;

f) if the MBMS multicast/broadcast access technology is used:

i) the "a= mbms-mode" attribute set to "broadcast" as specified in [3gpp-sdp-rtsp] and [3GPP TS 24.346]; 

ii) include in the "a= mbms-mode" attribute the tmgi parameter as specified in [3GPP TS 24.346] set to the same value as in the TMGI AVP of the RAR message described in subclause "Starting a Multicast PoC Channel"; and, 

iii) include in the "a= mbms-mode" attribute the mbms-counting-information parameter as specified in [3GPP TS 24.346] to the same value as in the MBMS-Counting-Information AVP of the RAR message described in subclause "Starting a Multicast PoC Channel".
Editor’s Note: The process in BCMCS scenario is FFS.

6.2.4 Handling of SDP in the Participating PoC Function

6.1.2.17 SDP in SIP INFO request

The procedures in this subclause SHALL be used by the PoC Server when announcing the multicast Media Streams.

The multicast Media Streams are announced in the MIME SDP bodies of SIP INFO requests. 

Normal SIP procedure for negotiating Media Types and Media-floor Control Entities as specified in [OMA-PoC-CP] SHALL be used for negotiating used Media Types and Media-floor Control Entities.

The SDP in the SIP INFO request for initial or modifying announcements SHALL be composed as an SDP offer according to rules and procedures of [RFC3264] and [RFC4566].

For the unicast part of the SDP the PoC Server SHALL offer the Media Types and Media-floor Control Entities negotiated between the PoC Client and the PoC Server in the ongoing PoC Session, i.e. the SDP announcement SHALL NOT include any additional Media Types or additional Media-floor Control Entities that may be in use between the PoC Server and other PoC Clients. 

For the multicast part of the SDP the PoC Server SHALL only add those Media Types and Media-floor Control Entities corresponding to the unicast part of the SDP, i.e. the SDP announcement SHALL NOT include any additional Media Streams available over the Multicast PoC Channel to other PoC Clients in the PoC Session.

When composing the SDP announcement the PoC Server:

6. SHALL include a MIME SDP body as an SDP offer for the unicast Media Parameters as specified in [OMA-PoC-CP] 7.3.1.1a " SDP offer generation in case of On-demand session" with the clarification in the following steps:

7. SHALL include in the media-level section for each offered unicast Media-level description where the Media Stream is sent over the Multicast PoC Channel and received as unicast the "a=recvonly"; 

8. SHALL include in the media-level section for each offered multicast Media Stream consisting of:

a) the port number for the multicast Media Stream selected as specified in [OMA-PoC-UP] "Port numbers";

b) the codec(s) and Media Parameters;

NOTE 2:
The announcement can only contain one codec or Media Format for each multicast Media Stream.

Editor's note: Discrete Media, using FLUTE, is for FFS.

c) the multicast address included in the Framed-Interface-Id AVP in case of IPv6 or the Framed-IP-Address AVP in case of IPv4 of the RAR message described in subclause "Starting a Multicast PoC Channel";

d) the "a=label" attribute with a unique value as specified in [RFC4574];

e) the "a=sendonly" attribute;

f) if the MBMS multicast/broadcast access technology is used:

· i) the "a= mbms-mode" attribute set to "broadcast" as specified in [3gpp-sdp-rtsp] and [3GPP TS 
      24.346]; 

ii) include in the "a= mbms-mode" attribute the tmgi parameter as specified in [3GPP TS 24.346] set 
      to the same value as in the TMGI AVP of the RAR message described in subclause "Starting a Multicast 
      PoC Channel". 
 and,

iii) include in the "a= mbms-mode" attribute the mbms-counting-information 
     parameter as specified in [3GPP TS 24.346] set to the same value as in the MBMS-Counting-Information 
     AVP of the RAR message described in subclause "Starting a Multicast PoC Channel";
6.1.2.18 SDP answer generation

When composing an SDP answer according to rules and procedures of [RFC3264] and [RFC4566] the PoC Server:

1. SHALL include a MIME SDP body as an SDP answer for the unicast Media Parameters as specified in [OMA-PoC-CP] 7.3.1.1c "SDP answer generation" with the clarification in the following steps:

2. SHALL include in the media-level section for each accepted unicast Media-level description where the Media Stream is sent over the Multicast PoC Channel and received as unicast the "a=recvonly"; 

3. SHALL include in the media-level section for each accepted multicast Media Stream from the received SDP offer consisting of:

a) the port number for the multicast Media Stream selected as specified in [OMA-PoC-UP] "Port numbers";

b) the codec(s) and Media Parameters selected by the PoC Server from the received SDP offer;

NOTE:
The offer can only contain one codec or Media Format for each multicast Media Stream.

Editor's note: Discrete Media, using FLUTE, is for FFS.

c) the multicast address included in the Framed-Interface-Id AVP in case of IPv6 or the Framed-IP-Address AVP in case of IPv4 of the RAR message described in subclause "Starting a Multicast PoC Channel";

d) the "a=label" attribute with a unique value as specified in [RFC4574];

e) the "a=sendonly" attribute; and,

f) the "a=key-mgmt" attribute as described in the subclause 5.1 "User Plane security";

g) if the MBMS multicast/broadcast access technology is used:

i) the "a= mbms-mode" attribute set to "broadcast" as specified in [3gpp-sdp-rtsp] and [3GPP TS 
      24.346]; 

ii) include in the "a= mbms-mode" attribute the tmgi parameter as specified in [3GPP TS 24.346] set 
      to the same value as in the TMGI AVP of the RAR message described in subclause "Starting a Multicast 
      PoC Channel". 
 and,

iii) include in the "a= mbms-mode" attribute the mbms-counting-information 
      parameter as specified in [3GPP TS 24.346] set to the same value as in the MBMS-Counting-Information 
     AVP of the RAR message described in subclause 7.2.1 "Starting a Multicast PoC Channel";

Editor's note: The inclusion of b-tid (bootstrap temporary id) in the sdp is FFS.

4. SHALL mark the Media Stream as rejected according to rules and procedures of [RFC3264], if the Media Stream is rejected, e.g. if the content of the offer is not the same as the content of the SDP announcement sent by the PoC Server in the SIP INFO request.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS Session establishment mechanisms according to rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
6.1.2.19 
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