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1 Reason for Change

This CR provides proposed text for authorization to be added to the PAL V1.0 Technical Specification document (TS).
2 Impact on Backward Compatibility

N/A.
3 Impact on Other Specifications

N/A.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA COM/PRS WA is kindly requested to review and agree to the following change-request as detailed in the next section.
6 Detailed Change Proposal

Change 1:  5.2.2 Authentication & authorization
5.2.2. Authentication and authorization 

In scenarios whereby a PAL Client and Server are interacting within an IMS network, the PAL Enabler SHALL support authentication as described in section 6.3.2 “SIP Protocol Bindings”.
In scenarios whereby a PAL Client and Server are interacting within a non-IMS network, the PAL Enabler SHALL support authentication as described in section 6.3.3 “Other Protocol Bindings”.  
5.2.2.1 Authorization

A PAL Server SHALL authorize requests received over the PAL-1i interface as follows:

Verify the identity and authenticity of requesting PAL Clients, as described in section 6.3 “Protocol Bindings”, prior to fulfilling the corresponding PAL-1i request; and,
Authorize the use of the PS (i.e. as a delegate Watcher or delegate Watcher-Info), prior to initiating a subscription on behalf of authenticated PAL Clients as described in [PRS_HSA] Section “Subscription Service Authorization”.  
If authorization for a requestor fails, an appropriate protocol-level error response SHALL be sent by a PAL Server in response to the request.  For example, a requestor interracting with a PAL Server utilizing the HTTP protocol receives an HTTP "403 Forbidden" response when authorization with a PAL Server fails.


Change 2:  6.2.6 PAL-1i error processing (Editor's Note: deleted Ed. Note is following sub-section 6.2.5)
6.2.6 PAL-1i error processing 

A PAL Server interracting with one or more PAL Clients over the PAL-1i interface supports two types of errors:
1. Protocol errors – these error types result in a protocol-level response being issued (e.g. authorization fails); and,

2. Service errors – these error types result in a specific PAL Service error being issued (e.g. a PAL Server is unable to establish a Presence Context for an authenticated PAL Client).
A PAL Server SHALL issue an appropriate protocol error in response to a PAL Client request, as described in section 6.3 “Protocol Bindings”.  
A PAL Server SHALL issue an appropriately formed service error in response to a detected PAL Service error based on a PAL Client request.  A PAL Service error response SHALL be defined as follows: 
	Parameter name
	Data type
	Parameter cardinality
	Description

	PALClientID
	String
	1 
	See description in section 6.1 “PAL-1i Interface”.

	PresenceContextID
	String
	0..1 
	See description in section 6.1 “PAL-1i Interface”.

	StatusCode
	Integer
	1
	A status indicator which identifies a specific type of PAL Service error.

	Message
	String
	1
	A status message which provides further details relating to a PAL Service error.


Table 19: PAL error response parameters
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