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1 Reason for Change

This CR introduces portions of Appendix C2 for use in the PAL V1.0 Technical Specification document (TS).  Generic protocol mappings are provided as informative text.
R01: Changes based on feedback during initial discussion Mar 30, 2010, including:

· Protocol section updated to include applicable HTTP 1.1 responses, on successful PAL Client request;

· Update of example from Appendix C.2 to illustrate this in practice; and,

· Other minor editorials (shortening relative path, edits, etc.).
R02: Updated based on feedback during Apr 6, 2010 CC.
2 Impact on Backward Compatibility

N/A.
3 Impact on Other Specifications

N/A.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA COM/PRS WA is kindly requested to review and agree to the following change-request as detailed in the next section.
6 Detailed Change Proposal

Change 1:  6.3.3.1.1 (change required for protocol specific return code)
6.3.3.1.1 PAL Server Interaction with a PAL Client using HTTP
A PAL Server interacting with mutually authenticated PAL Clients over HTTP SHALL construct PAL Enabler responses, as described in section 6.2 “PAL-1i Interface” based on HTTP response messages described in [RFC2616].  The PAL Server SHALL perform the following steps in case of a successful HTTP response:

1. Create an HTTP response containing a status-code, a reason-phrase and possibly other headers, as described in [RFC2616] Section “Status Code Definitions”, based on the received PAL Client request type:

a.  A "201 Created" for a succesful PALPresenceContextRequest; or,
b. A "200 OK" for all other successfully processed PAL Client requests.
2. Include a timestamp which indicates the time at which the response was originated from a PAL Server;

3. Establish the Content-Type header field using a valid PAL MIME-type as described in section 6.4 “PAL MIME Types”;
4. Set a message payload corresponding to a particular PAL Enabler response as described in [XSD_palMessagePayload]; 
5. Set the Content-Length header field to the length of the message body described in the preceeding step; and,
6. Send the HTTP response to the mutually authenticated PAL Client.
Change 2:  Appendix C.2

Appendix C.2 Non-IMS Network 


C.2.1 PAL Client authentication
A PAL Client, when connecting to a non-IMS network (e.g. in order to establish and make use of a Presence Context) is challenged to identify itself and mutually authenticate with a PAL Server, as described in section 6.3.3 “Other Protocol Bindings”.
1. PAL Client (Alice) requests the establishment of a Presence Context from the PAL Server on behalf of Presence Aware Service 'MyFriendlyChat':
POST /pal HTTP/1.1
HOST: www.example.com
From: alice@example.com
X-3GPP-Intended-Identity: alice@example.com
Content-Type: application/vnd.oma.pal+xml
Content-Length: 295
<?xml version="1.0"?>

<p1:pal-message any_attribute="any_value"     

     xmlns:xml="http://www.w3.org/XML/1998/namespace"   

     xmlns:p3="urn:ietf:params:xml:ns:pidf" 
     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0">

 <p1:pal-request>

    <p1:establish-pres-context service-id="friendlychat@example.com" pal-client-id="alice@example.com">
       <p1:presentity>
          <p1:aspectPresentity pres-list="oma_buddylist"/>

          <p1:aspectValueRequest>

             <p1:presence-aspect>allApplicable</p1:presence-aspect>

          </p1:aspectValueRequest>
       </p1:presentity>

    </p1:establish-pres-context>
 </p1:pal-request>
</p1:pal-message>
2. The PAL Server does not have an authenticated HTTP session established with Alice's PAL Client, and therefore requests her PAL Client to identify itself and mutually authenticate by issuing an HTTP Digest challenge:
HTTP/1.1 401 Unauthorized
WWW-Authenticate: Digest
    realm="auth_clients@example.com",
    qop="auth-int",
    domain="pNode",
    algorithm="MD5",
    nonce="MTIvMDMvMjAxMDphMTIzNDpQQUxJc0dyZWF0IQ==",
    opaque="T3BlbiBNb2JpbGUgQWxsaWFuY2UgUEFMIEVuYWJsZXIgVjEuMA=="
3. Alice's PAL Client receives the HTTP Digest challenge, and proceeds to obtain an appropriate username and password (e.g. by reading information from a smart card inserted into Alice's UE).  Alice's PAL Client generates an appropriate challenge response which contains the original request described in step 1:
POST /pal HTTP/1.1

HOST: www.example.com
From: alice@example.com
X-3GPP-Intended-Identity: alice@example.com
Authorization: Digest username="alice",
    realm="auth_clients@example.com",
    qop="auth-int",
    algorithm="MD5",
    nonce="MTIvMDMvMjAxMDphMTIzNDpQQUxJc0dyZWF0IQ==",
    opaque="T3BlbiBNb2JpbGUgQWxsaWFuY2UgUEFMIEVuYWJsZXIgVjEuMA=="
    uri="/pal",
    nc="0001",
    cnonce="82c875dc",
    response="27e0e3b0be7861e20e6968bcc9b38956"
Content-Type: application/vnd.oma.pal+xml

Content-Length: 295
<?xml version="1.0"?>

<p1:pal-message any_attribute="any_value"     

     xmlns:xml="http://www.w3.org/XML/1998/namespace"   

     xmlns:p3="urn:ietf:params:xml:ns:pidf" 

     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0">

 <p1:pal-request>

    <p1:establish-pres-context service-id="friendlychat@example.com" pal-client-id="alice@example.com">

       <p1:presentity>

          <p1:aspectPresentity pres-list="oma_buddylist"/>

          <p1:aspectValueRequest>

             <p1:presence-aspect>allApplicable</p1:presence-aspect>

          </p1:aspectValueRequest>

       </p1:presentity>

    </p1:establish-pres-context>

 </p1:pal-request>
</p1:pal-message>
4. The PAL Server receives the challenge response, and authenticates the requesting PAL Client of Alice.  The following HTTP response is sent from the PAL Server to Alice's PAL Client, including the completion of mutual authentication (with the PAL Client) and the aspect values corresponding to Alice's "oma_buddylist". 
HTTP/1.1 201 Created
Authentication-Info: Digest
    qop="auth-int",
    rspauth="f6e6664df36e61ec97efec46b5f386d3",
    cnonce="82c875dc",
    nc="0002"
Location: http://www.example.com/pal=%27friendlychat@example.com%7Balice@example.com%7D/:01%27
Content-Type: application/vnd.oma.pal+xml

Content-Length: 490

<?xml version="1.0"?>

<p1:pal-message 

     xmlns:xml="http://www.w3.org/XML/1998/namespace"    

     xmlns:p2="urn:ietf:params:xml:ns:pidf"

     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0">

 <p1:pal-response>

   <p1:bpres-context service-id="friendlychat@example.com" 
     presence-context-id="friendlychat@example.com%7Balice@example.com%7D/:01">

     <p1:aspect-response>

       <p1:aspectValueResponse uri="bob@example.com">

          <p1:aspect id="a01">

            <p2:optIn>                      
               <p2:basic>open,indefinite</p2:basic>

            </p2:optIn>
            <p2:contactable>                      
               <p2:basic>closed</p2:basic>

            </p2:contactable>

          </p1:aspect>

       </p1:aspectValueResponse>
       <p1:aspectValueResponse uri="jane@example.com">         
         <p1:aspect id="a02">
           <p2:contact priority="0.9">sip:jane_fc@example.com</p2:contact>
           <p2:optIn>
              <p2:basic>open,3600</p2:basic>

           </p2:optIn>
           <p2:contactable>                      
              <p2:basic>open</p2:basic>

           </p2:contactable>

          </p1:aspect>

       </p1:aspectValueResponse>      
       <p1:aspectValueResponse uri="chris@example.com">

         <p1:aspect id="a03">

           <p2:optIn>
              <p2:basic>closed,7200</p2:basic>

           </p2:optIn>
           <p2:contactable>                      
              <p2:basic>closed</p2:basic>

           </p2:contactable>

         </p1:aspect>

       </p1:aspectValueResponse>
      </p1:aspect-response>

     </p1:bpres-context>

 </p1:pal-response>
</p1:pal-message>
C.2.2 PAL Client suspend/resume Presence Context

A PAL Client utilizing Presence Context to request and be asynchronously notified of Presence Aspect values for Presentities of interest, may wish to suspend and later resume a Presence Context (e.g. the user is turning off their UE for the evening, and will resume receiving updates in the morning).  This permits a PAL Server to continue to monitor and process Presence Aspects (e.g. for applicable Presence Triggers) on behalf of a Logical Observer, even when those observers may not wish to immediately receive or be notified of updates.
NOTE: Ongoing HTTP Digest headers have been excluded in this example, to aid in readability.
1. PAL Client (Alice) requests the suspension of a previously established Presence Context (e.g. for Presence Aware Service 'MyFriendlyChat') for a period of 10 hours from the time the PAL Server receives the request:
POST /pal HTTP/1.1

HOST: www.example.com
From: alice@example.com
X-3GPP-Intended-Identity: alice@example.com
Content-Type: application/vnd.oma.pal+xml

Content-Length: 106
<?xml version="1.0"?>

<p1:pal-message any_attribute="any_value"     

     xmlns:xml="http://www.w3.org/XML/1998/namespace"   

     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0">
 <p1:pal-request>

    <p1:suspend-pres-context>
       <p1:pcEntry 
         presence-context-id="friendlychat@example.com%7Balice@example.com%7D/:01" 
          duration="36000"/>
    </p1:suspend-pres-context>
 </p1:pal-request>

</p1:pal-message>
2. The PAL Server receives the suspension request for Presence Aware Service 'MyFriendlyChat' and suspends the corresponding Presence Context for PAL Client 'Alice'.  The PAL Server acknowledges this request by sending a suitable PALSuspendPCResponse to Alice's PAL Client:

HTTP/1.1 200 OK
Content-Type: application/vnd.oma.pal+xml

Content-Length: 109
<?xml version="1.0"?>

<p1:pal-message any_attribute="any_value"     

     xmlns:xml="http://www.w3.org/XML/1998/namespace"   

     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0">
 <p1:pal-response>

    <p1:suspend-pres-context-ack>

       <p1:pcEntry 
         presence-context-id="friendlychat@example.com%7Balice@example.com%7D/:01"
          requestAck="true"/>
    </p1:suspend-pres-context-ack>
 </p1:pal-response>

</p1:pal-message>
3. At this point, the Presence Context corresponding to Alice's PAL Client is effectively suspended.  However, a PAL Server (where applicable) can continue to process asynchronous events on behalf of a PAL Client, while the Presence Context is in the 'suspended' state.

4. After 10 hours, the 'suspended' Presence Context in this example is automatically resumed by the PAL Server on behalf of Alice's PAL Client.  
5. During the 'suspend' period, several Presence Triggers applicable to Alice's Presence Context for 'MyFriendlyChat' were detected and predefined actions (e.g. asynchronous notifications) carried out which resulted in a push notification containing a view of detected Presence Aspect value changes being transmitted by the PAL Server to an OMA PPG.  This resulted in the PAL Client (acting in the role of a Push enabled application) receiving the following event notification from a corresponding OMA Push Client on Alice's UE:
· Content-type: application/vnd.oma.pal+xml
· Content: 
<?xml version="1.0"?>

<p1:pal-message 

     xmlns:xml="http://www.w3.org/XML/1998/namespace"    

     xmlns:p2="urn:ietf:params:xml:ns:pidf"

     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0" 
     xmlns:p3="urn:oma:xml:xdm:pal-profile:1.0">

 <p1:pal-response>

   <p1:pres-trigger-async-notify  
       presence-context-id="friendlychat@example.com%7Balice@example.com%7D/:01">

     <p1:aspect-response>

       <p1:aspectValueResponse uri="bob@example.com">
          <p1:aspect id="a09">
            <p2:contactable>                      
               <p2:basic>open</p2:basic>

            </p2:contactable>

          </p1:aspect>

       </p1:aspectValueResponse>
       <p1:aspectValueResponse uri="chris@example.com">

         <p1:aspect id="a10">

           <p2:optIn>
              <p2:basic>open,indefinite</p2:basic>

           </p2:optIn>

          </p1:aspect>

       </p1:aspectValueResponse>
     </p1:aspect-response>

   </p1:pres-trigger-async-notify>

  </p1:pal-response>
</p1:message>
NOTE: OMA Push, when utilizing Push CAI, does not specify a particular protocol be utilized between a Push enabled application (i.e. a PAL Client) and a Push Client.  Therefore, protocol specifics between PAL and Push Clients have been omitted.
Editor's Note: Informative examples using other non-IMS (i.e. non-HTTP) protocols are FFS.
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