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1 Reason for Change

This CR proposes fixes to the PAL V1.0 TS, to resolve the following Presence Access Layer CONRs:
2.4 OMA-TS-PAL-V1_0-20100407-D
	ID
	Open Date
	Type
	Section
	Description
	Status

	D035
	2010.04.22
	T
	6.3.3.1
	Source: DTAG
Form: OMA-CONR-2010-0066

Comment: sentence 3 and 4 are restricting deployment option

Proposed Change: remove this restrictions
	Status: / CLOSED
OMA-COM-PRS-2010-0086.

	D036
	2010.04.22
	T
	6.3.3.1
	Source: DTAG
Form: OMA-CONR-2010-0066

Comment: authentication and identity assertion are deployment specific

Proposed Change: change text accordingly
	Status: / CLOSED
OMA-COM-PRS-2010-0086.


2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

COM-PRS(WA) is kindly requested to review the proposed changes and agree to incorporate these changes into the OMA/PAL V1.0 Technical Specification (TS).
6 Detailed Change Proposal

Change 1:  6.3.3 Other Protocol Bindings (D035/D0036) 

6.3.2 Other Protocol Bindings

6.3.2.1 HTTP Protocol Bindings

The PAL Enabler SHALL support HTTP protocol bindings as described in [RFC2616] over the PAL-1i interface as described in [PAL_AD] Section “PAL-1i Interface”.

A PAL Client operating within an IMS network MAY use HTTP protocol bindings as described in [PAL_AD] Section “PAL deployment - 3GPP IMS network”.  

A PAL Client operating within a non-IMS network MAY use HTTP protocol bindings.  

Procedures relating to identity assertion and mutual authentication using the HTTP protocol are described in section 6.3.3.1.1 “Identity Assertion and Mutual Authentication using HTTP”.

NOTE:
Informative message flows between a PAL Client and PAL Server utilizing HTTP protocol bindings over the PAL-1i interface are described in Appendix C.2.

6.3.3.1.1 Identity Assertion and Mutual Authentication using HTTP

A PAL Client and PAL Server SHALL mutually authenticate each other, prior to issuing or responding to PAL Enabler requests as described in section 6.2 “PAL-1i Interface”.

A PAL Client utilizing HTTP protocol bindings SHALL support Digest authentication with a PAL Server upon connecting to a PAL Server, as described in [RFC2617] with the following clarifications:

1. The PAL Enabler SHOULD support frequently changing nonce values - i.e. a PAL Server periodically changes the "nonce" value as part of a Digest exchange to defeat potential replay-attacks between a PAL Client and PAL Server by a 3rd party;

2. The PAL Enabler SHOULD support the "rspauth" parameter - i.e. a PAL Server includes parameter "rspauth" as part of a Digest authentication challenge to indicate support for mutual authentication between a PAL Client and PAL Server; and

3. The PAL Enabler SHOULD support Digest message integrity - i.e. a PAL Server provides the "qop=auth-int" directive described in [RFC2617], as part of PAL request/responses exchanged between a PAL Client and Server.

An HTTP "403 Forbidden" error response SHALL be sent by a PAL Server to a PAL Client after one or more failed responses to a Digest authentication challenge.  The exact number of failed challenges may be determined by local policy.

A PAL Client utilizing HTTP protocol bindings MAY insert the X-3GPP-Intended-Identity header as described in [3GPP-TS_24.109] to HTTP requests, in order to deliver its preferred identity for PAL Client identity assertion.

6.3.3.1.2 PAL Client Interaction with a PAL Server using HTTP

A mutually authenticated PAL Client using HTTP protocol binding SHALL construct PAL Enabler requests, as described in section 6.2 “PAL-1i Interface” based on the HTTP POST method as described in [RFC2616].  PAL Client HTTP POST messages SHALL be constructed with the following clarifications:

1. Set the Request-URI of the HTTP POST request with the value of a Presence Aware Service or Class of Service (i.e. a Service XUI);

2. Set the Host header field to the value of a PAL Service (i.e. an HTTP URL as described in [RFC2616] section “Host”), with which a PAL Client has mutually authenticated;

3. Establish Accept and Content-Type header fields using a valid PAL MIME-type as described in section 6.4 “PAL MIME Types”;

4. Set a message payload corresponding to a particular PAL Enabler request as described in [XSD_palMessagePayload]; and

5. Set the Content-Length header field to the length of the message body described in the preceding step.

6.3.3.1.3 PAL Server Interaction with a PAL Client using HTTP
A PAL Server interacting with mutually authenticated PAL Clients over HTTP SHALL construct PAL Enabler responses, as described in section 6.2 “PAL-1i Interface” based on HTTP response messages described in [RFC2616].  The PAL Server SHALL perform the following steps in case of a successful HTTP response:

1. Create an HTTP response containing a status-code, a reason-phrase and possibly other headers, as described in [RFC2616] Section “Status Code Definitions”, based on the received PAL Client request type:

a.  A "201 Created" for a succesful PALPresenceContextRequest; or

b. A "200 OK" for all other successfully processed PAL Client requests.

2. Include a timestamp which indicates the time at which the response was originated from a PAL Server;

3. Establish the Content-Type header field using a valid PAL MIME-type as described in section 6.4 “PAL MIME Types”;

4. Set a message payload corresponding to a particular PAL Enabler response as described in [XSD_palMessagePayload]; 

5. Set the Content-Length header field to the length of the message body described in the preceding step; and

6. Send the HTTP response to a mutually authenticated PAL Client.
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