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1 Reason for Change

This CR describes non-IMS protocol bindings for inclusion within the PAL V1.0 Technical Specification document (TS).
R01: Edits based on initial feedback during OMA PAG Interim (Paris), including:

· Renumbering and restructuring sub-sections (brought in SIP bindings – formerly IMS network);

· Add sub-section for 'other protocols' (i.e. added HTTP protocol as a sub-section); and,
· Further editorial changes (e.g. explicitly naming intra-document sub-sections, etc.).
R02: Additional edits based on further comments by PRS(WA).
2 Impact on Backward Compatibility

N/A.
3 Impact on Other Specifications

N/A.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA PAG WG is kindly requested to review and agree to the following change-request as detailed in the next section.
6 Detailed Change Proposal

Change 1:  6. PAL Client/Server Interaction (Reworked sub-sections)
6. PAL Client/Server Interaction
6.2 Protocol Bindings

This section specifies PAL-1i protocol bindings for use with the PAL Enabler.  

6.2.1 Overview

The PAL Enabler SHALL ensure that PAL request/responses issued using supported protocol bindings correctly correspond to each other.

6.2.2 SIP Protocol Bindings


The PAL Enabler when deployed within an IMS network realization SHALL support SIP protocol bindings as specified in [RFC3261], and [3GPP-TS_24.229].  A PAL Client and PAL Server SHALL make use of the PAL-1 reference point as described in [PAL_AD] Section “PAL deployment - 3GPP IMS network”.


NOTE:
Informative message flows between a PAL Client and PAL Server utilizing SIP protocol bindings over the PAL-1 reference point are described in Appendix C.1.
6.3.2.1 PAL Client Procedures using SIP
A PAL Client SHALL perform registration upon connecting to a SIP/IP Core network as specified in 3GPP [3GPP-TS_23.228] and [3GPP-TS_24.229]. 
To receive the results of a Presence Trigger predefined action, a PAL Client SHALL:

1. Register with an IMS network as a Push Receiver Agent as detailed in [PUSH_SIP] Section “Registration”, including indicating support for the PAL Service application resource identifier described in section 6.5 “PUSH Application identifier”; and,

2. Provide its capabilities and request resources provided to it by a PAL Server acting in the role of a 3rd-party Push Sender Agent as described in [PUSH_SIP] Section “Capability Delivery and Resource Negotiation”, including indicating support within the Accept header field for supported PAL MIME-types as described in section 6.4 “PAL MIME Types”.



6.3.2.1.1 PAL Client Interaction with a PAL Server using SIP
A registered PAL Client, interacting with a PAL Server utilizing SIP protocol bindings over the PAL-1 reference point, SHALL construct PAL Enabler requests (i.e. as described in section 6.2 “PAL-1i Interface”), based on SIP MESSAGE requests described in [RFC3428].  PAL Client SIP MESSAGE requests SHALL be constructed using the following clarifying steps:
1. Set the To header field of the SIP MESSAGE with the value of a Presence Aware Service or Class of Service (i.e. a service XUI);
2. Set the From header field to a PAL Client identity (i.e. a SIP URI corresponding to the requesting PAL Client);
3. Set the Accept header field to a value mutually established (i.e. during resource negotiation) with a PAL Server, as described in section 6.3.2.1 “PAL Client Procedures using SIP”;
4. Set an appropriate Content-type header field to a valid PAL MIME-type as described in section 6.4 “PAL MIME Types”; 
5. Set a message payload corresponding to the particular PAL Enabler request as described in [XSD_palMessagePayload]; and,

6. Set the Content-length header field to the length of the message body described in the preceeding step.

Editor’s Note: Additional procedures relating to PAL Client/Server interactions is TBD.
Change 2:  6. PAL Client/Server Interaction (New sub-sections)

6.2.3 Other Protocol Bindings
6.3.3.1 HTTP Protocol Bindings

The PAL Enabler SHALL support HTTP protocol bindings as described in [RFC2616] over the PAL-1i interface as described in [PAL_AD] Section “PAL-1i Interface”.
A PAL Client operating within IMS network deployments MAY optionally use HTTP protocol bindings as described in [PAL_AD] Section “PAL deployment - 3GPP IMS network”.  
A PAL Client operating within non-IMS network deployments MUST use HTTP protocol bindings.  
Procedures relating to identity assertion and mutual authentication using the HTTP protocol are described in section 6.3.3.1.1 “Identity Assertion and Mutual Authentication using HTTP”..


1. 
2. 

NOTE:
Informative message flows between a PAL Client and PAL Server utilizing HTTP protocol bindings over the PAL-1i interface are described in Appendix C.2.
6.3.3.1.1 Identity Assertion and Mutual Authentication using HTTP

A PAL Client and PAL Server SHALL mutually authenticate each other, prior to issuing or responding to PAL Enabler requests as described in section 6.2 “PAL-1i Interface”.

A PAL Client utilizing HTTP protocol bindings SHALL support Digest authentication with a PAL Server upon connecting to a PAL Server, as described in [RFC2617] with the following clarifications:

1. The PAL Enabler supports frequently changing nonce values (i.e. a PAL Server SHALL periodically change the "nonce" value as part of a Digest exchange to defeat potential replay-attacks between a PAL Client and PAL Server by a 3rd party);
2. The PAL Enabler supports the "rspauth" parameter (i.e. a PAL Server SHALL include "rspauth" as part of a Digest authentication challenge to mandate support for mutual authentication between a PAL Client and PAL Server); and,

3. The PAL Enabler supports Digest message integrity (i.e. a PAL Server SHALL provide the "qop=auth-int" directive described in [RFC2617]) as part of PAL request/responses exchanged between a PAL Client and Server.

An HTTP "403 Forbidden" error response SHALL be sent by a PAL Server to a PAL Client after one or more failed responses to a Digest authentication challenge.  The exact number of failed challenges may be determined by local policy.

A PAL Client utilizing HTTP protocol bindings MAY insert the X-3GPP-Intended-Identity header as defined in [3GPP-TS_24.109] to HTTP requests, in order to deliver its preferred identity for PAL Client identity assertion.







6.3.3.1.2 PAL Client Interaction with a PAL Server using HTTP
A mutually authenticated PAL Client using HTTP protocol bindings SHALL construct PAL Enabler requests, as specified in section 6.2 “PAL-1i Interface” based on the HTTP POST method as described in [RFC2616].  PAL Client HTTP POST messages SHALL be constructed with the following clarifications:
1. Set the Request-URI of the HTTP POST request with the value of a Presence Aware Service or Class of Service (i.e. a service XUI);
2. Set the Host header field to the address of a PAL Server with which the PAL Client has mutually authenticated;

3. Establish Accept and Content-Type header fields using a valid PAL MIME-type as described in section 6.4 “PAL MIME Types”;

4. Set a message payload corresponding to a particular PAL Enabler request as described in [XSD_palMessagePayload]; and,

5. Set the Content-Length header field to the length of the message body described in the preceeding step.

6.3.2.2 
6.3.3.1.3 PAL Server Interaction with a PAL Client using HTTP
6.3.2.3 A PAL Server interacting with mutually authenticated PAL Clients over HTTP SHALL construct PAL Enabler responses, as described in section 6.2 “PAL-1i Interface” based on HTTP response messages described in [RFC2616].  Successful PAL Server HTTP responses SHALL be constructed using the following clarifying steps:

1. An HTTP response message containing a status-code and reason-phrase of "200 OK";
2. A timestamp which indicates the time at which the response was originated from a PAL Server;
3. Establish the Content-Type header field using a valid PAL MIME-type as described in section 6.4 “PAL MIME Types”;
4. Set a message payload corresponding to a particular PAL Enabler response as described in [XSD_palMessagePayload]; and,
5. Set the Content-Length header field to the length of the message body described in the preceeding step.
6.3.3.2.1 


Change 3:  6. PAL Client/Server Interaction (Reworked 'generic' sub-sections)

6.2.4 Generic Network Considerations

The following sub-section details general network considerations applicable to the PAL Enabler.
6.3.4.1 PAL Client operating as a push application
Once a PAL Client and Server are mutually authenticated, a PAL Client SHALL perform a PAL application registration request to an appropriate PUSH Client as described in [PUSH_CAI] Section "Push Application Registration".  As part of a PAL application registration request, a PAL Client SHALL:

1. provide a pushApplicationID equivalent to the PAL application resource identifier specified in section 6.5 “PUSH Application identifier”;

2. include a whitelist containing the addresses of one or more mutually authenticated PAL Servers; and,

3. provide an accept string containing supported PAL MIME types as detailed in section 6.4 “PAL MIME Types”.

A PAL Client deployed in a non-IMS network which has mutually authenticated and performed a successful PAL application registration SHALL be able to interact with a PAL Server utilizing the PAL-1i interface. 

6.3.4.2 PAL Server operating as a PI
A PAL Server SHALL function as a PI and communicate with an associated PPG to support the delivery of predefined actions (e.g. an asynchronous notification) to a mutually authenticated PAL Client for a corresponding Presence Trigger, utilizing the PAP protocol as specified in [PAP_Spec].  

A PAL Server (i.e. functioning as a PI) and a PPG MAY optionally support a shared secret between them based on network information as described in [PUSH_AD] Section "Authenticating a Push Initiator".
6.3.4.1 
To deliver the results of a predefined action associated with a Presence Trigger to a PAL Client a PAL Server SHALL formulate a PAP push submission toward a PPG as specified in [PAP_Spec] Section "Push Submission".  
The control portion of a PAP push submission SHALL be constructed by a PAL Server, on behalf of a PAL Client as follows:

1. Attribute "push-id" of element <push-message> is set to the address of the PAL Server as part of the message identifier (e.g. "pal.example.com/123");
2. Attribute "source-reference" of element <push-message> is set to the string constant "pal.as";
3. <push-message> child element <address> is set to each applicable PAL Client receiving the results of a predefined action (i.e. the attribute "address-value" of element <address> set to the value of a PAL Client); and,
4. <push-message> child element <quality-of-service> is set to indicate that a specified bearer is to be utilized (i.e. the attribute "bearer-required" set to the value "true", and attribute "bearer" set as specified in [PAP_Spec] Section "The quality-of-service Element".
If QoS is specified as part of Presence Context associated with the applicable Presence Trigger, then the control portion of a PAP push submission SHALL be constructed taking into consideration the Presence Context QoS value.
The content portion of the PAP <push-message> element SHALL be constructed by a PAL Server, on behalf of a PAL Client as follows:
1. The Content-Type set to a PAL MIME-type as described in section 6.4 “PAL MIME Types”; and,

2. The content body based on a valid XML message body as described in [XSD_palMessagePayload]. 
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