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1 Reason for Change

This change request (CR) proposes a minor bug fix with respect to PAL Enabler TS Appendix C.  Based on internal testing, it was noted that the PAL message payload (response) corresponding to a PAL Establish Presence Context request, does not include a ServiceID (as specified in sub-sect 6.2.1.2) but rather a PresenceContextID.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA COM-PRS(WA) is kindly requested to review this proposal and agree to the changes contained in sub-section 6, below.
6 Detailed Change Proposal

Change 1:  Appendix C.1.2 PAL Client Presence Context Establishment
C.1.2. PAL Client Presence Context Establishment
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Figure 7: PAL Presence Context establishment procedures within IMS network.

1. PAL Client (Alice) requests a Presence Context from the PAL Server on behalf of Presence Aware Service (e.g. ‘MyFriendlyChat’ with SIP URI ‘sip:friendlychat@example.com’ and PAL Client identifier ‘alice@example.com’).  The following example PAL Presence Context request omits the optional Presentity parameter:

MESSAGE sip:pal@example.com SIP/2.0

Via: SIP/2.0/UDP alice.example.com:5060;branch=z9hG4bKn3ashds735

Max-Forwards: 70

To: <sip:friendlychat@example.com>

From: "Alice" <sip:alice@example.com>;tag=456348234

Call-ID: 843817637684230@3248sd23asdh09234

CSeq: 126 MESSAGE

P-Preferred-Identity: "Alice Smith" <sip:alice@example.com>

Supported: gruu

Accept: application/vnd.oma.pal+xml

Contact: <sip:alice@example.com;gr=urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6>

Expires: 720

Content-Length: 160

Content-Type: application/vnd.oma.pal+xml

<?xml version="1.0" encoding="UTF-8"?>

<p1:pal-message xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0">

   <p1:pal-request>

      <p1:pal-establish-pres-context service-id="sip:friendlychat@example.com" pal-client-id="sip:alice@example.com" quality-of-service="Gold"/>

   </p1:pal-request>

</p1:pal-message>

2. A PAL Server confirms receipt of the PAL Client request by sending a 200 OK response to the PAL Client.

SIP/2.0 200 OK

Via: SIP/2.0/UDP alice.example.com:5060;branch=z9hG4bKn3ashds735

To: <sip:friendlychat@example.com>;tag=98798799

From: "Alice" <sip:alice@example.com>;tag=456348234

Call-ID: 843817637684230@3248sd23asdh09234

CSeq: 126 MESSAGE
Supported: gruu
Content-Length: 0

3. The PAL Server establishes an appropriate PAL Presence Context on behalf of the requesting PAL Client. A PAL Server realized within an IMS network may utilize OMA PUSH as described in [PUSH_SIP] to provide a PAL Presence Context Response to a PAL Client:

MESSAGE sip:alice@example.com;gr=urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6 SIP/2.0

Via: SIP/2.0/UDP pal.example.com:5060;branch=z9hG4bKn3ashaa7223

From: sip:friendlychat@example.com;tag=495834

To: <sip:alice@example.com;gr=urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6>
CSeq: 1 MESSAGE

P-Asserted-Identity: "Alice Smith" <sip:alice@example.com>

Call-ID: 843817637684230@998sdasdh092349

Accept-Contact: *; +g.3gpp.icsi_ref="urn%3Aurn-xxx%3A3gpp-service.ims.icsi.omapush", +g.oma.pusheventapp="pal.ua”
Supported: gruu
Content-Length: 160

Content-Type: application/vnd.oma.pal+xml
<?xml version="1.0" encoding="UTF-8"?>

<p1:pal-message xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0">

 <p1:pal-response>

    <p1:pal-bpres-context 

  presence-context-id="sip:friendlychat@example.com/%7Bsip:alice@example.com%7D/:01" version="1.0"/>

 </p1:pal-response>

</p1:pal-message>

4. A PAL Client receives and may store the Presence Context identifier and subsequently send a 200 OK to a PAL Server in order to acknowledge receipt of the Presence Context identifier.

SIP/2.0 200 OK

Via: SIP/2.0/UDP pal.example.com:5060;branch=z9hG4bKn3ashaa7223

From: sip:friendlychat@example.com;tag=495834

To: sip:alice@example.com;tag=98769876

CSeq: 1 MESSAGE

Call-ID: 843817637684230@998sdasdh092349
Supported: gruu
Content-Length: 0

Change 2:  Appendix C.2.1 PAL Client Authentication

C.2.1   PAL Client authentication

A PAL Client, when connecting to a non-IMS network (e.g. in order to establish and make use of a Presence Context) is challenged to identify itself and mutually authenticate with a PAL Server, as described in section 6.3.3 “Other Protocol Bindings”.

1. PAL Client (Alice) requests the establishment of a Presence Context from the PAL Server on behalf of Presence Aware Service 'MyFriendlyChat':

POST /pal HTTP/1.1

HOST: www.example.com
From: alice@example.com
X-3GPP-Intended-Identity: alice@example.com

Content-Type: application/vnd.oma.pal+xml

Content-Length: 704

<?xml version="1.0" encoding="UTF-8"?>

<p1:pal-message     

     xmlns:xml="http://www.w3.org/XML/1998/namespace"      

     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0"

     xmlns:p2="urn:oma:xml:prs:pal:aspect"

     xmlns:p3="urn:ietf:params:xml:ns:pidf">

 <p1:pal-request>

    <p1:establish-pres-context service-id="friendlychat@example.com" pal-client-id="alice@example.com" quality-of-service="Gold">

       <p1:presentity>

          <p1:aspectPresentity pres-list="oma_buddylist" interestLevel="VeryInterested" priority="High"/>

          <p1:aspectValueRequest aspect="oma:prs:pal:aspect:allApplicable"/>

       </p1:presentity>

    </p1:establish-pres-context>

 </p1:pal-request>

</p1:pal-message>
2. The PAL Server does not have an authenticated HTTP session established with Alice's PAL Client, and therefore requests her PAL Client to identify itself and mutually authenticate by issuing an HTTP Digest challenge:

HTTP/1.1 401 Unauthorized

WWW-Authenticate: Digest

    realm="auth_clients@example.com",

    qop="auth-int",

    domain="pNode",

    algorithm="MD5",

    nonce="MTIvMDMvMjAxMDphMTIzNDpQQUxJc0dyZWF0IQ==",

    opaque="T3BlbiBNb2JpbGUgQWxsaWFuY2UgUEFMIEVuYWJsZXIgVjEuMA=="

3. Alice's PAL Client receives the HTTP Digest challenge, and proceeds to obtain an appropriate username and password (e.g. by reading information from a smart card inserted into Alice's UE).  Alice's PAL Client generates an appropriate challenge response which contains the original request described in step 1:

POST /pal HTTP/1.1

HOST: www.example.com
From: alice@example.com
X-3GPP-Intended-Identity: alice@example.com

Authorization: Digest username="alice",

    realm="auth_clients@example.com",

    qop="auth-int",

    algorithm="MD5",

    nonce="MTIvMDMvMjAxMDphMTIzNDpQQUxJc0dyZWF0IQ==",

    opaque="T3BlbiBNb2JpbGUgQWxsaWFuY2UgUEFMIEVuYWJsZXIgVjEuMA=="

    uri="/pal",

    nc="0001",

    cnonce="82c875dc",

    response="27e0e3b0be7861e20e6968bcc9b38956"

Content-Type: application/vnd.oma.pal+xml

Content-Length: 704
<?xml version="1.0" encoding="UTF-8"?>

<p1:pal-message     

     xmlns:xml="http://www.w3.org/XML/1998/namespace"      

     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0"

     xmlns:p2="urn:oma:xml:prs:pal:aspect"

     xmlns:p3="urn:ietf:params:xml:ns:pidf">

 <p1:pal-request>

    <p1:establish-pres-context service-id="friendlychat@example.com" pal-client-id="alice@example.com" quality-of-service="Gold">

       <p1:presentity>

          <p1:aspectPresentity pres-list="oma_buddylist" interestLevel="VeryInterested" priority="High"/>

          <p1:aspectValueRequest aspect="oma:prs:pal:aspect:allApplicable"/>

       </p1:presentity>

    </p1:establish-pres-context>

 </p1:pal-request>

</p1:pal-message>
4. The PAL Server receives the challenge response, and authenticates the requesting PAL Client of Alice. The following HTTP response is sent from the PAL Server to Alice's PAL Client, including the completion of mutual authentication (with the PAL Client) and the aspect values corresponding to Alice's "oma_buddylist". 

HTTP/1.1 201 Created

Authentication-Info: Digest

    qop="auth-int",

    rspauth="f6e6664df36e61ec97efec46b5f386d3",

    cnonce="82c875dc",

    nc="0002"

Location: http://www.example.com/pal=%27friendlychat@example.com%7Balice@example.com%7D/:01%27
Content-Type: application/vnd.oma.pal+xml

Content-Length: 1241

<?xml version="1.0" encoding="UTF-8"?>

<p1:pal-message 

     xmlns:xml="http://www.w3.org/XML/1998/namespace"    

     xmlns:p1="urn:oma:xml:prs:pal:payloads:1.0"

     xmlns:p2="urn:oma:xml:prs:pal:aspect"

     xmlns:p3="urn:ietf:params:xml:ns:pidf">

 <p1:pal-response>

   <p1:bpres-context 
     presence-context-id="friendlychat@example.com%7Balice@example.com%7D/:01">

     <p1:aspect-response>

        <p1:entity uri="bob@example.com">

           <p1:item aspect="oma:prs:pal:aspect:optIn">open,Indefinite</p1:item>

           <p1:item aspect="oma:prs:pal:aspect:contactable">closed</p1:item>

        <p1:entity>

        <p1:entity uri="jane@example.com">

           <p2:contact priority="0.9">sip:jane_fc@example.com</p2:contact>

           <p1:item aspect="oma:prs:pal:aspect:optIn">open,3600</p1:item>

           <p1:item aspect="oma:prs:pal:aspect:contactable">open,3600</p1:item>

        <p1:entity>

        <p1:entity uri="chris@example.com">

           <p2:contact priority="0.9">sip:jane_fc@example.com</p2:contact>

           <p1:item aspect="oma:prs:pal:aspect:optIn">closed,7200</p1:item>

           <p1:item aspect="oma:prs:pal:aspect:contactable">closed</p1:item>

        <p1:entity>

     </p1:aspect-response>

   </p1:bpres-context>

 </p1:pal-response>

</p1:pal-message>
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