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1 Reason for Change

This contribution proposes the Functionalities for the SpamRep Enabler.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to review this contribution, for inclusion into the MobAd AD document.
6 Detailed Change Proposal

Change 1 
Section 5.3 SpamRep Functionalities
5.3 SpamRep Functionalities 
5.3.1 SpamRep Client

The SpamRep Client resides in the terminal and interacts with SpamRep Server and the Spam Initiator. The SpamRep Client provides the functions as described in the subsequent sections.
5.3.1.1 Spam Report Management
· Creating Spam Report: 
The Report Initiator assign the unwanted message as a spam and calls the open interface from the SpamRep Client to create a Spam Report. The Spam Report request interface in the SpamRep Client should be accessible by the Report Initiator. The SpamRep Client SHALL include the spam message body, reference to the spam message body or fingerprint of the message body in the Spam Report . In the Spam Report  the spam message body can be represented using following formats:
· By-Value

· By-Partial

· By-Reference

· By-Fingerprint
The Spam Report supports one or more abuse report types decided by the Spam Reporter or by local condition (e.g. DKIM authentication failure). The Spam Reporter selects the abuse report type  provided by the Report Initiator and when the Spam Report is requested the Report Initiator passes the selected report type to the SpamRep Client. The SpamRep Client can detect the case of sending Spam Report automatically. But the local detection algorithm is out of scope for this document. The abuse types  are as shown below (from ‘Spam’ to ‘Unspecified’ is used by the Spam Initiator and from ‘Other’ to ‘Unauthorized Message’ is used for the automatic reporting):
· Spam 
· Block Sender

· Phishing 
· Malware (e.g., Virus/Spywere)
· Not Spam
· Unblock Sender

· Opt Out

· Other
· Unspecified
· Uncategorized (Misc.)
· Sender Authentication Failure
· Unauthorized Message (violation of a security policy)
· User confirmation for forwarding Spam Report: 
The Spam Report can be transport to the Forwarded Servers (e.g from another operator, provider or anti-virus company) selected from the provisioned forwarded server list in device. The SpamRep Client inform the Spam Reporter that the Spam Report will be forwarded to the certain Forwarded Servers and inquires the  Spam Reporter’s confirmation through the Report Initiator. If the Spam Reporter does not want to reveal his/her identity in the Spam Report, the SpamRep Client should make the Spam Report  to be anonymous report during the forwarding step and anonymousness SHALL be maintained when it is forwarded to the Forwarded Server. If the Spam Reporter does not want to share the Spam Report with a certain server in  the list of server to be forwarded, the SpamRep Client should remove the unwanted server from the forwarded list The SpamRep Server SHOULD not forward the Spam Report to any server not listed in the forwarded list.
· Transporting Spam Report:
After creating the Spam Report, the SpamRep Client should transport the Spam Report to the SpamRep Server using the provisioned SpamRep Server address in device. The SpamRep Server address can be provisioned or modified by the SpamRep Server through the OMA DM Enabler.
· Creating query for the Spam Report status: 
If the Spam Reporter wants to browse the status of his or her Spam Report(s), the Report Initiator requests the status of Spam Report(s) to the SpamRep Client. The SpamRep Client searches for the matching Spam Report(s) in the previous Spam Report(s) in history log of the originating Report Initiator. Then according to the found Report(s) SpamRep Client generates the query for the status of the Spam Report(s). The SpamRep Client sends the query to the SpamRep Server to obtain the current status of the Spam Report(s). The status of Spam Report(s) specifies which state the Spam Report is in, possible states are accepted step, verified step, ready to forwarding step, or complete step. Because of authentication or malicious intension detection, the Spam Report can be rejected, then the Spam Reporter can be notified the status of the sent Spam Report.
5.3.1.2 Policy Execution
The SpamRep Client supports general spam reporting functionalities based on the policies of the SpamRep Server. The policies define the SpamRep Client’s and Server’s behaviour of report setting, Report Type, Reporter control of personal information and  Report sharing. The detailed policies are as shown blow:
· Message body attaching: By-Value, By-Partial, By-Reference, By-Fingerprint

· Report Type: Spam, Block Sender, Phishing, Malware (e.g., Virus/Spywere), Not Spam, Unblock Sender, Opt Out, Miscategorized, Unauthorized Message (violation of a security policy), Other, Unspecified, Phishing, Malware (e.g., Virus/Spywere), Not Spam, Unblock Sender
· Content or Message Type: SMS, MMS, email, etc
· Forwarding Management: Confirm only allowed, selection of allowed third parties, personal information control
· Reporter's personal information: Anonymous, Phone Number prohibited, All allowed
· Status browsing: query allowed, query not allowed, notification allowed, notification not allowed
5.3.1.3 Spam message Management

If Spam Reporter requests to unblock the blocked message, the Report Initiator can request (?) to display blocked message list. The blocked messages SHOULD be stored  either in Local Spam Box or Network Spam Box for a certain period time. In the mean time, the blocked messages SHOULD not be stored in the local inbox. The SpamRep Client should make the query for blocked message list to either Local Spam Box or Network Spam Box and return the list to the Report Initiator. If the Report Initiator selects the certain blocked message to  unblock the user or to unblock the message, the SpamRep Client should create the Spam Report requesting unblocking of the message and transport the report to the SpamRep Server. Then SpamRep Server SHOULD recover the message from the Spam Box to the local inbox. 
5.3.2 SpamRep Server
The SpamRep Server implements the network side and interacts with SpamRep Client and the Forwarded Server. The SpamRep Server provides the functions as described in the subsequent sections.
5.3.2.1 Spam Report Management
· Receiving and Saving Spam Report 
The SpamRep Server receives the Spam Report from the SpamRep Client with Report type, message body and modified forwarding list. If the Report Initiator did not modify or  only confirmed the forwarding list,Spam Report SHOULD not contain forwarding list, and Spam Server SHOULD use the list previously synchronized with Spam Client .
· Retrieving the message body 
When the Spam Report does not contain whole message body(e.g. By-Partial / By-Reference / By-Fingerprint), the SpamRep Server should retrieve the message body from the network message box. The message body is kept for the certain period time and amount of time to be stored should be determined by provisioned policy of the SpamRep Client.
· Authenticating and authorizing Reporter
The SpamRep Server authenticate and authorize the Spam Reporter prior to the SpamRep Enbler initiation or the Spam Reporting request. If the Spam Reporter is not allowed, the SpamRep Server should notify the authentication or authorization fail to the SpamRep Client.
· Handling the Spam Report status request
When the SpamRep Client requests the status of a Spam Report, the SpamRep Server should return the current status of the Spam Report. The Spam Reporter expects that the Spam Report is either well accepted or completed. The SpamRep Server checks current status of the Spam Report from the target user information in the request and then returns the list of the Spam Report status .
5.3.2.2 Policy Management
The SpamRep enabler SHOULD report spam messages according to the spam report policy specified by the Service Provider. The SpamRep Server prepares and distributes the policies  to the SpamRep Client via OMA DM Enabler. The SpamRep Enabler is basically designed to focus on sending Spam Report from the SpamRep Client to the SpamRep Server and the policies are designed in scope as provisioned information but the delivery mechanism. The policies are MO in  and its delivery is achieved using DM Enabler. 
The detailed policies are described in section 5.3.1.2.
5.3.2.3 Spam message Management

If the SpamRep Server receives the request for list of the blocked messages from the SpamRep Client, the request message SHOULD contain the user information. The user information is used for searching for the blocked messages in the Network Spam Box. Because the Network Spam Box keeps the blocked message for a certain period time, the SpamRep Server can gather the available blocked messages in the Network Spam Box and then return the list to the SpamRep Client.
If the SpamRep Serverreceives the Spam Report requesting unblocking of blocked messages, the SpamRep Server is expected to transport  the blocked message to the user using normal message transport method. But the normal message transport is out of scope in the SpamRep Enabler.
5.3.2.4 Forwarding Spam Report
The SpamRep Server forwards the Spam Report to the Forwarded Servers according to the forwarded list in the Spam Report. The forwarding flow is out of scope in SpamRep Enabler, but the SpamRep Enabler can prepare the value for forwarding Spam Report in local. The Forwarded Server list should be provisioned in device using the DM Enabler. The Spam Reporter can select the Forwarded Server among the list and also modify the personal information in the Spam Report (e.g. anonymous, blocked phone number). The final Forwarded Server list from the Spam Reporter is contained in the Spam Report and the SpamRep Server forwards the Spam Report accordingly. Before forwarding the Spam Report, the SpamRep Server should retrieve the original message body using the By-Partial, By-Reference, By-Fingerprint type in theSpam Report.

 If the Spam Report does not contain the Forwarded Server list, the SpamRep refers to the default Spam Report which is identical with the provisioned list in device. The null value for the Forwarded Server list is different from the remove of all list by the Spam Reporter.








































NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

