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1 Reason for Change

This CR proposes methods for authentication between SpamRep Client and Server
R02 makes client authentication mandatory (‘SHALL’), and server authentication optional (‘SHOULD’).
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

SpamRep AHG is kindly asked to review and agree with this CR

6 Detailed Change Proposal

Change 1:  Adding authentication procedures
9.1 Authentication

The SpamRep interface SPR-1exposed by the SpamRep Server (see [SpamRep_AD]) SHALL provide SpamRep Client authentication, and SHOULD provide SpamRep Server authentication.

For a 3GPP IMS or 3GPP2 MMD realisation, the SPR-1 interface corresponds to the Ut Reference Point. In this case the authentication between the SpamRep Client and Server SHALL be performed according to [3GPP-TS_33.141] / [3GPP2-X.P0027-002].

If the Generic Authentication Architecture (GAA) as defined in [3GPP-TS_33.222] is not used, the SpamRep Client SHOULD and the SpamRep Server SHALL support [RFC2617] HTTP Digest Authentication and. 

The HTTP Digest authentication performed between SpamRep Client and Server SHALL conform to [RFC2617] with the following clarifications:

1. The HTTP  “401 Unauthorized” error response  SHALL be used;

2. 
3. The “username” parameter SHALL have the value of the SIP or Tel URI identifying the user (the Public User Identity) or the value of a parameter explicitly provisioned for the purpose of authentication;

The SpamRep Server SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the SPR-1 interface.

The SpamRep Client SHOULD support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the SPR-1 interface.

An HTTP "403 Forbidden" error response SHALL be sent to the SpamRep Client after a number of successive failed responses to a challenge with the number of challenge failures is decided by local policy.

Change 2:  Changing the order of sections 
9.2 Authorization

Change 3:  Adding references
2.1   Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[XSD_spam_rep]
	“XML Schema Definition: “SpamRep Document”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_spam_rep-V1_0,                                                                                                            URL: http://www.openmobilealliance.org/

	[SpamRep_AD]
	“Mobile Spam Reporting Architecture”, Version 1.0, Open Mobile Alliance(, OMA-AD-SpamRep-V1_0,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[3GPP-TS_33.141]
	3GPP TS 33.141 “Presence service; Security”,                                                                                                URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.141/

	[3GPP2-X.P0027-002]
	3GPP2 X.P0027-002 “Presence Security”,                                                                                                     URL: http://3gpp2.org/Public_html/specs/index.cfm
Note: Work in progress, awaiting IETF drafts

	[3GPP-TS_33.222]
	3GPP TS 33.222 “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”,                                              URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.222/

	[3GPP-TR_33.978]
	3GPP TR 33.978 “Security aspects of early IP Multimedia Subsystem (Release 6)”,                                    URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.978/

	[RFC2617]
	IETF RFC 2617 “HTTP Authentication: Basic and Digest Access Authentication”, Franks, J., Hallam-Baker, P., Hostetler, J., Lawrence, S., Leach, P., Luotonen, A. and L. Stewart, June 1999,                         URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC2818]
	IETF RFC 2818 “HTTP Over TLS”, Rescorla, E., May 2000, 
URL: http://www.ietf.org/rfc/rfc2818.txt
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