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1 Reason for Change

This CR defines message attributes supplied in the spam report for different types of messages.
R01 corrects typographical errors, adds geolocation, and targets a later baseline draft TS.

R02 corrects errors and adds the RFC 3309 time format.  

R03 adds several attributes, removes geolocation and alters recommended/optional designations
Cathal McDaid of Adaptive Mobile provided inputs, comments and review.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendations
1.  SpamRep SWG is kindly asked to review this CR.  

2. It is not recommended to be accepted as is; there is a need for review, comment and further definition in several areas.  
3. SWG should (perhaps at a later date) consider which of the described SMS Message Element attributes are specific to SMS, and which should be attributes of a general spam report message element.  
4. SWG should (perhaps at a later date) consider whether to structure spam report objects as nested elements or single element with a large number of attributes.
6 Detailed Change Proposal

Change 1:  Listing message attributes – insert the following section
5.2.1.1 SMS Message Element
When preparing a Spam Report and the MessageType Parameter the SpamRep Client may include parameters from the following table.  All parameters designated ‘M’ in the ‘Mandatory/Optional’ column SHALL be included.  Parameters designated with ‘O’ or ‘O*’ are optional and MAY be included, subject to any restrictions in the ‘Description/Notes’ column.  Parameters designated ‘R’ are recommended to be included (if available and consistent with policy) in subscriber-generated abuse reports concerning SMS messages received by a mobile device. 
All parameter values SHALL be represented as printable character strings, and no more than a single instance of each parameter SHALL be included.  

	Parameter Name
	Mandatory/

Optional
	Legal Value(s)
	Description/Notes

	ServiceType
	M
	SMS
	


	MTI
	O
	
{SMS-DELIVER,

SMS-DELIVER-REPORT,

SMS-SUBMIT,

SMS-SUBMIT-REPORT,

SMS-STATUS-REPORT,

SMS-COMMAND,

UNKNOWN,

OTHER}
	SMS Message Type Indicator (MTI) field.  Value should[3GPP-TS 23.040] TP-MTI if possible, otherwise ‘UNKNOWN’ or ‘OTHER' 
If attribute not included, default of ‘SMS-Deliver’ shall be assumed by the SpamRep server.
See [3GPP-TS 23.040] for definition of SMS ‘MTI’ values


	DeliveryNetwork
	O
	{GSM, UMTS, LTE, 3GPP, CDMA, Other, Unknown}, [Circuit|Packet]
	Indicates how SMS was or would be delivered (e.g.,  Circuit Switched or Packet Switched)


	InterfaceType
	O
	Enumerated

0
Mobile Originated – Mobile Terminated

1
Mobile Originated – Application Terminated

2
Application Originated – Mobile Terminated

3
Mobile Originated – Destination Unknown

4
Origination Unknown – Mobile Terminated

5
Application Originated – Application Terminated

6
Inter-carrier Application Originated  – Mobile Terminated

7
Mobile Originated – Inter-carrier Application Terminated
8
Mobile Originated – Inter-carrier Application Terminated
	Used to convey information about type of interface / nature of the transaction in the messaging node for which the spam event occurs

	
	
	
	


	MT-Correlation-ID
	O (recommended where used)
	[3GPP-TS 23.040] MT-Correlation-ID
	Used in by SMS routers in place of IMSI

	OriginationIMSI
	O (not recommendedexcept in special cases due to security issues)
	IMSI per [3GPP-TS 23.040]
	Origination IMSI.  There are security risks in disclosing IMSI, and given MSISDN, IMSI can be retrieved by an authorized party.  

	DestinationIMSI
	O (not recommendedexcept in special cases due to security issues)
	IMSI per [3GPP-TS 23.040]
	Destination IMSI.  There are security risks in disclosing IMSI, and given MSISDN, IMSI can be retrieved by an authorized party.  

	IMEI
	O
	Receiving device IMEI per [3GPP-TS 23.003]  
	Effectively a serial # of device

	CellID
	R
	TBD
	A phone likely knows the current rather than the spam’s forward path Cell ID.  SC Timestamp vs. Report Timestamp may provide confidence.

	LAC
	R
	TBD
	This may be the current rather than the forward path LAC

	DCS
	R
	[3GPP-TS 23.040] DCS in decimal string format
	Data Coding Scheme

	OriginationAddress
	R
	<Origination Address per [3GPP-TS23.040] in decimal string format> [‘,’ <TON in integer format {0-7} per [3GPP-TS 23.040]> ‘,’ <NPI in integer format per [3GPP-TS23.040> ]
	Spammer’s purported address.  [3GPP-TS23.040] “International number” and “ISDN/telephone numbering plan” formats shall be preferred and assumed if the TON and NPI are omitted.  

	Destination Address
	R
	<Destination Address per [3GPP-TS23.040] in decimal string format> [‘,’ <TON in integer format {0-7} per [3GPP-TS 23.040]> ‘,’ <NPI in integer format per [3GPP-TS23.040> ] 
	Address that the abusive message was addressed to.  [3GPP-TS23.040] “International number” and “ISDN/telephone numbering plan” formats shall be preferred and assumed if the TON and NPI are omitted.  

	SCA
	R
	Up to 15 characters as defined in [E.164]  
	Address of SMS Service Centre in delivery path.  Contained in SMS but not necessarily stored in device.

	ServiceCenterTimestamp 
	R
	[3GPP-TS 23.040] Service Center Timestamp in [RFC 3339] “Internet Date/Time Format” 
	GSM:  The timestamp added by SMSC

	DeviceTimestamp
	R
	Timestamp in [RFC 3339] “Internet Date/Time Format”
	Timestamp of ‘received at device’ time

	DecodedUDIndicator
	R
	{ORIGINAL, DECODED}
	Indicates whether the attachment UD is a decoded (and possibly mangled) or raw version.  If this attribute is omitted, default is DECODED.

	Decoded UD

(user data)
	O*
	
	A message may have been decoded and the original UD then discarded.  It’s preferable to include the original UD, but this may not be possible.  

	Original UD (user data)
	O*
	
	 This is a ‘raw’ form of the message body.  Some clients may not be able to provide this, as they decode and discard.

	PID
	R
	Integer {0-255}




	3GPP-TS 23.040] TP-PID in decimal string format

	UDHI
	R
	[3GPP-TS 23.040] TP-UDHI if possible

{Present in UDH field, Present in UD field} 

Otherwise

‘ PRESENT’
	GSM:  Indication that UDH is present (in body of spam message) 

	UDL
	R
	Integer per [3GPP-TS 23.040] UDL
	User data length 

	UDH
	O
	[3GPP-TS 23.040] UDH in TBD format (needs research)
	Attribute may be used only if Universal Data Header present in message body and UDL attribute is present. 

Note:  This information also should be included in any raw UD attachment

	MessageFlood
	O
	Integer, Integer
	Used to collectively describe a flood of messages.  Format is <Count of messages> ‘,’ <receipt time period in seconds>



	VPF
	R
	{0-3}
	Validity Period Format – a single-digit integer per [3GPP-TS 23.040]


	VP
	R
	Integer (if VPF =1) , SpamRep  Time Format (if VPF =2), or TBD Enhanced SpamRepVP Format (if VPF = 3)
	Must not be present if VPF = ‘0’.

Presence and legal values depend on VPF per [3GPP-TS 23.040]

	MR
	O
	Integer {0-255}
	0-255 

	SR
	O
	{0,1}
	1 if status report indicated by TP-SRI or requested by TP-SRR per [3GPP-TS 23.040]

	
	
	
	

	ConcatenatedMessageSegments
	O
	{SINGLE, <integer - # of segments>,CONCATENATED, UNKNOWN}  Default (if attribute absent) is ‘UNKNOWN’
	Indicates that the SpamRep represents a concatenation of two or more SMS segments per [3GPP-TS 23.040].  

	MMS 
	O
	{TRUE, FALSE}
	Indicates more messages to send per [3GPP-TS 23.040] MMS

	RD 
	O
	{TRUE, FALSE}
	Reject  duplicate per [3GPP-TS 23.040] RD

	SRQ 
	O
	{0,1} per 
	For Status messages only.  Status report qualifier per [3GPP-TS 23.040] SRQ

	DT 
	O
	Value in [RFC 3339] “Internet Date/Time Format”
	For Status (ST) messages only.  Discharge time per [3GPP-TS 23.040] DT

	ST (status)
	O
	Integer value {0-255}
	For Status (ST) messages only.  Status per [3GPP-TS 23.040] ST

	MSC_E164
	O
	[E.164] address of MSC
	Address of attached MSC.  Generally not known to the phone, but may be known to other nodes.

	ReportingNode
	O
	Enumerated

{SMS_Router,
IP-SM-GW, SMS Router, IP-SM-GW, SMS-SC, Mobile_Device, Subscriber, Email_Gateway, Unknown, Other}


	If populated, indicates the type of element that reported the spam. If not present, “Mobile_Device” assumed. 


	ReportingNodeAddress
	O
	Decimal string format. Address type indicated as per IANAADFAM
	SCCP or IP address of node which reported the SMS

	OriginatonNodeAddress
	O
	Decimal string format. Address type indicated as per IANAADFAM
	SCCP or IP address of node which was the originator of the SMS

	DestinationNodeAddress
	O
	Decimal string format. Address type indicated as per IANAADFAM
	SCCP or IP address of node which was the recipient of the SMS


	
	
	
	


	
	
	
	


	ESM_Class

	O
	[SMPP 3.4]

Integer

0x00
Normal SMS

0x40
Normal SMS with UDHI set i.e. short_message contains UDH

0x80
Normal SMS with reply path set

0xC0
Normal SMS with UDHI reply path set i.e. short_message contains UDH and reply path set
	Used for reporting messages which are observed in the SMPP protocol.  Indicates presence or absence of UDHI and Reply Path (RP)

	
	
	
	

	
	
	

	

	
	
	
	


Change 2:  Add and update references
2.1 Normative References

	[3GPP-TS_23.040]
	3GPP TS 23.040 “Technical Specification Group Core Network and Terminals;Technical realization of the Short Message Service (SMS)”,

URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.040/

	[3GPP-TS 23.040]
	3GPP TS 123 040 V8.4.0 “Technical Specification Group Core Network and Terminals; Technical realization of Short Message Service (SMS) (Release 9)
(3GPP TS 23.040 version 9.2.0 Release 9)”,                                    

URL:  http://www.3gpp.org/ftp/Specs/archive/23_series/23.040/23040-920.zip 

	[E.164]
	ITU-T Recommendation E.164 (02/2005), “The international public telecommunication numbering plan” 
URL:  http://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-E.164-200502-I!!PDF-E&type=items


	[3GPP-TS 23.003]
	3GPP TS 23.003 V9.2.0 (2010-03), “Numbering, addressing and identification” 

URL:  http://www.3gpp.org/ftp/Specs/archive/23_series/23.003/23003-920.zip 


	[RFC 3339]
[SMPP]
	Date and Time on the Internet: Timestamps, RFC 3339
URL:  http://tools.ietf.org/html/rfc3339 
Short Message Peer-to-Peer Protocol Specification v3.4

URL:  http://www.nowsms.com/discus/messages/1/SMPP_v3_4_Issue1_2-24857.pdf 


	[IANAADFAM]
	IANA; "Address Family Numbers,” February 5, 2010
URL:  http://www.iana.org/assignments/address-family-numbers 














May be �superfluous – in a higher-level doc


�Think you’ve combined PID and MTI here, which isn’t possibly what you want to do. The PPID is valuable and should be included


�moved


�moved


�These are not mandatory for two reasons:  flood representation and use cases where anonymity is needed. 


�We may wish to relocate this to a non-SMS-specific element.  


�Agreed


�Think you can combine SRI/SRR to maybe SR. a SRI should be SMS-Deliver, and SRR is SMS-Submit 


�See above comment, possibly not the best place for this here


�Not too sure if want to introduce separate field to indicate binary Handset | other reporting





� Are these redundant with SCA (SMSC E.164 address)? What should be done to SCA? 


  What is the “originating node”, the SMSC, BSC, SMSC, …?  How do we represent these? Do we need a pair of (type of node, address)?


�Same as MSC - deleted


�Moved, not deleted


�Used to show presence or absence of UDH & RP (Reply Path)


�This is a can of worms involving research into Geolocation formats.  Any representation should be a pair of (node type or ID, location) so that we can express things with the following semantic:  (MO spam sensed, (MobileDevice, Geolocation)).
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