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1 Reason for Change

The share permission should be separated in detail.
The government share and third party share are different because the government share should be mandatory based on the national law.
The share permission is subdivided into Permission (degree of sharing) and ThirdParty (ID and name for MO and ID for report parameter)
2 Impact on Other Specifications

n/a
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

SpamRep SWG is kindly asked to review and agree with this CR

5 Detailed Change Proposal

Change 1:  Section 5.4
5.4. Description of Frequently Used Parameters
The following table contains descriptions of frequently used parameters used throughout the document:
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	SpamRepServerID
	String
	1
	Identifies the SpamRep Server, assigned and MAY be provisioned by the MNO.

	SpamReportID

	String
	1
	Identifies the SpamRep Report, assigned by the SpamRep Server after receiving the report and communicated back to the client in the response.

	MessageID
	Integer
	1
	A unique identifier that is given by the SpamRep enabler (i.e. SpamRep Client,  or  SpamRep Server) to each Message. The response to a given message MUST contain the same MessageID. 

	SpamReportStatus  
	String
	1
	Provides information  about  the status of  a Spam Report, 

	AbuseType
	String
	0..1
	Indicating the type of abuse: Spam, Phishing, Malware (e.g., Virus/Spyware), Not Spam, Miscategorized, Unauthorized Message (violation of a security policy), Sender Authentication Failure, Other, Unspecified.

	SubmissionTime
	String
	0..1
	The  date and time of a Spam Report’s submission.

	DeliveryPath
	String
	0..1
	Describing the delivery path of the abusive message 

	OriginatingAddress
	String
	0..1
	Identifies the actual or purported originating address of the abusive message.

	ForwardStatus
	Boolean
	0..1
	Identify  if the report is  a forwarded report.

	SharePermission  
	Data Structure
	0..n
	Indicating Reporter's permission to share Spam Reports with third parties which reside outside of SpamRep Server's network. 
This permission is set externally from the SpamRep Server though DM in terminal. 
When the Reporter wants to send the Spam Report, the SpamRep Client make this parameter informing a Reporter about the latest SharePermission, and inquiring of the Reporter about whether to select alteration of Permission. If the Reporter changes Permission in the Spam Report, the SpamRep Server stored the latest Permission from the Spam Report. 
When the SpamRep Client sends the Spam Report automatically, refers latest SharePermission.









	MessageStatus  
	Boolean
	0..1
	Indicates  Spam Report  reception success or failure 

	Version
	String
	0..1
	Indicates the SpamRep version.


Table 1: Frequently used parameters

	Parameter name
	Data type
	Parameter cardinality
	Description

	Permission  
	string
	1
	The degree of personal information in sharing Spam Reports with third parties.
The value is one of these:
“Entire message” 
“Email / phone number” 
“Anonymous”
“Nothing: Do not share”

	ThirdPartyID
	string
	1
	The ID of third party to share the Spam Report.


Table 2: Share Permission
Change 2:  Section 5.1.1

5.1.1. Spam Report

Spam Report message is sent either automatically by the SpamRep Client, or initiated by the User to report a message deemed to be Spam. The structure and format of the Spam Report Message Element is defined by the XML schema as described in section 5.3. The Spam Report Message Element is implemented as the <spam-report> element of the <spam-rep-document> root element with the following clarifications:

The following table specifies parameters in a Spam Report message:  

	Parameter name
	Data type
	Parameter cardinality
	Description

	MessageID
	Integer
	1
	The unique id for this Message Element

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	ReportType
	String
	1
	Indicates the type of spam reporting: By-Value, By-Reference, By-Fingerprint

	MessageType
	String
	1
	Email, SMS, MMS, IM, etc

	MessageDescriptor
	String
	1
	When reporting By-Value, this parameter points to the message in the attachment. When reporting By-Reference, this parameter points to the reference in the attachment. When reporting By-Fingerprint, this parameter points to the fingerprint in the attachment.

	SharePermission
	Data Structure
	0..n
	Indicating Reporter's permission to share Spam Reports with third parties which reside outside of SpamRep Server's network.
See Section 5.4

	MessageAttributes
	Data Structure
	0..1
	Additional information about the reported abuse message when ReportType is By-Reference or By-Fingerprint. Each MessageType has its own set of attributes. The attributes are generally transmitted in, and extracted from message headers. 


Table 1: Parameters in a Spam Report message

The SpamRep Client SHALL generate the MessageID parameter and SHALL ensure its uniqueness locally. This parameter SHALL be used to correlate this Message Element with a Message Element contained in the subsequent SpamRep Server response.

SpamRepClientID parameter SHALL contain the IMEI of the reporting device when the SpamRep Client is deployed on a mobile device or the value of a provisioned identifier otherwise.

The value of the ReportType parameter SHALL be determined by Mobile Network Operator’s policies. For example, based on MessageType, SMS messages are reported By-Value, MMS messages are reported By-Fingerprint and Email messages are reported By-Reference, or based on the message size, messages smaller then certain size are reported By-Value and all others are reported By-Reference.
When ReportType is set to By-Value, attribute “value-type” SHALL be provided to indicate whether the full or partial Content is included in the Spam Report. Possible values for the “value-type” attribute are: “full” and “partial”.

When ReportType is set to By-Reference, attribute “reference-type” SHALL be provided to indicate the hashing function applied to the reference. Possible values for the “reference-type” attribute are specified in section 5.1.1.2.
When ReportType is set to By-fingerprint, attribute “fingerprint-type” SHALL be provided to indicate the fingerprinting function applied to the Content. Possible values for the “fingerprint -type” attribute are specified in section 5.1.1.3.

The value of MessageType parameter SHALL indicate the type of the messaging system which delivered the message being reported as Spam. The Message Type parameter SHALL have one of the following values: EMAIL, SMS, MMS, IM or OTHER.

MessageDescriptor parameter has different meaning depending on the value of the ReportType parameter:

1. When ReportType is By-Value, MessageDescriptor SHALL point to the message supplied in the attachment part of the SpamRep Message. For example, when HTTP is used as transport, MessageDescriptor contains the ContentID (CID) of the part in the multipart body of the HTTP request.

2. When ReportType is By- Reference, MessageDescriptor SHALL point to the message reference in the attachment part of the SpamRep Message.

3.  When ReportType is By- Fingerprint, MessageDescriptor SHALL point to the fingerprint in the attachment part of the SpamRep Message.
SharePermission is stored initially by Mobile Network Operator’s policies through OMA DM Enabler. The SpamRep Client SHALL obtain the Reporter’s permission based on the MNO’s policies when the Reporter wants to send the Spam Report. The Reporter can change the value of Permission in the SharePermission structure depending on its intention to share the personal information. The SpamRep Client SHALL store the latest SharePermission from the Reporter and SharePermission is set to the degree of personal information in sharing Spam Report with third parties. Depending on the third party (e.g. government agency), the Permission value can be limited (e.g. “Nothing: Do not share” is not permitted). The SpamRep Client SHALL retrieve the latest SharePermission when it makes the Spam Report automatically.
MessageAttributes SHALL contain the additional information about the message being reported as Spam as specified in section 5.1.1.1.

Change 3:  Section 6.2
6.2. Client Procedures

The procedures described in the following subsections are performed by the SpamRep Client.

6.2.1. Spam Report Submission

When reporting messaging abuse by Reporter, the SpamRep Client:

1. informs personal information share permission to Reporter and ask whether to change the personal information share permission. The share permission is from SpamRep Server through OMA DM Enabler initially or modified by the Reporter in the previous Spam Report submission.
SHALL get the changed share permission from the Reporter and store latest share permission in local, which is the default share permission in the next Spam Report Submission.
2. SHALL assemble a SpamRep Message Element as described in section 5.1.1;

3. SHALL assemble a SpamRep Document containing the assembled SpamRep Message Element as described in section 5.3. Additional SpamRep Client originated Message Elements MAY be included in the same SpamRep Document; and,

4. SHALL send the SpamRep Message to the SpamRep Server as described in section 7. The SpamRep Message SHALL contain the assembled SpamRep Document. If the ReportMechanism element of the SpamRep Message Element is By-Value, the SpamRep Message SHALL include the original message.

When reporting messaging abuse automatically, the SpamRep Client:

1. SHALL assemble a SpamRep Message Element as described in section 5.1.1;

2. SHALL assemble a SpamRep Document containing the assembled SpamRep Message Element as described in section 5.3. Additional SpamRep Client originated Message Elements MAY be included in the same SpamRep Document; and,

3. SHALL send the SpamRep Message to the SpamRep Server as described in section 7. The SpamRep Message SHALL contain the assembled SpamRep Document. If the ReportMechanism element of the SpamRep Message Element is By-Value, the SpamRep Message SHALL include the original message.

Change 4:  Section 6.3

6.3. Server Procedures

6. Processing a Received Spam Report

After receiving a Spam Report Message Element, the SpamRep Server:

1. SHALL verify that the message being reported as spam is either included in the Spam Report Message when reporting is By-Value, or can be uniquely identified if reporting is By-Reference or By-Fingerprint.

2. SHALL generate the unique SpamReportId, create a Status Report Message Element and set the SpamReportStatus element to “Received” if the step 1 was successful. 

3. SHALL create a Status Report Message Element and set the SpamReportStatus element to “ByValueRequired” if the step 1 was not successful.
4. SHOULD store the latest SharePermission if the SharePermission element is changed by the Reporter.
Change 5:  Section 2.1 – new reference
2.1. Normative References 

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.2”. Open Mobile Alliance™. OMA-TS-DM_Bootstrap-V1_2. URL:http://www.openmobilealliance.org

	[DMPRO] 
	"OMA Device Management Protocol, Version 1.2". Open Mobile Alliance( OMA-TS-DM_Protocol-V1_2. URL: http://www.openmobilealliance.org 


Change 6:  Section 10 – new section
2.  SpamRep Management Object

SpamRep Management Object (MO) is an object for SpamRep Enabler that allows a device initial provisioning of parameters and continuous provisioning depending on its usage. The SpamRep Enabler retrieves and manages connection information (e.g. correct SpamRep Server Address) and share permission (e.g. new third party) using this MO.

The OMA SpamRep MO is defined using the OMA DM Device Description Framework and is compatible with OMA DM protocol version 1.2 [DMPRO] or any later compatible version. If SpamRep MO is to be configured during initial configuration (i.e. bootstrap) then the DM Profile, as described in [DMBOOT], SHALL be used.

Management Object Identifier for the SpamRep Management Object SHALL be:  urn:oma:mo:oma-spamrep:1.0.
10.1 Management Object Tree 

The following figure shows the OMA SpamRep Management Object.
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10.2 Management Object parameters
This section describes the parameters for the OMA SpamRep Management Object.
2.1.1 Node: /<X>

This interior node acts as a placeholder for one or more accounts for a fixed node.

· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

· Status: Mandatory

2.1.2 Node: /<X>/SpamRepServerAddress
This interior node acts as the root node of the SpamRep MO.
· Occurrence: One

· Format: Chr
· Access Types: Get

· Values: the address of SpamRep Server
· Status: Mandatory
2.1.3 Node: /<X>/SharePermission
This parameter provides an identifier for the SharePermission.
· Occurrence: One

· Format: Chr
· Access Type: Get

· Values:  Share Permission
· Status: Mandatory

2.1.4 Node: /<X>/SharePermission/<X>

This interior node acts as a placeholder node for a specific group of SharePermission parameters.
· Occurrence: OneOrMore
· Format: Node
· Access Type: Get

· Value: N/A
· Status: Optional
2.1.5 Node: /<X>/SharePermission/<X>/Permission
The Permission leaf indicates the linkage to SharePermission parameters.  This parameter provides the degree of sharing personal information with the third party (e.g. government agency, operators).
· Occurrence: One

· Format: Chr
· Access Type: Get

· Value: The degree of personal information (“Entire message” , “Email / phone number” , “Anonymous”, “Nothing: Do not share”)
· Status: Mandatory
2.1.6 Node: /<X>/SharePermission/<X>/ThirdPartyID
The ThirdPartyID leaf indicates the linkage to SharePermission parameters.  This parameter provides the ID for the third party (e.g. government agency, operators).
· Occurrence: One

· Format: Chr
· Access Type: Get

· Value: The ID of third party
· Status: Mandatory
2.1.7 Node: /<X>/SharePermission/<X>/ThirdPartyName
The ThirdPartyName leaf indicates the linkage to SharePermission parameters.  This parameter provides the name for the third party (e.g. government agency, operators).
· Occurrence: One

· Format: Chr
· Access Type: Get

· Value: The name of third party
· Status: Mandatory
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