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1 Reason for Change

In many areas of the SpamRep TS there appear requirements that are not clearly written in normative language.  This CR proposes corrections to make these requirements explicit.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

SpamRep SWG is kindly asked to review and agree with this CR

6 Detailed Change Proposal

Change 1:  Add the following corrections to Section 5:
5. Messages and Message Formats

The SpamRep enabler defines two kinds of messages:
· SpamRep Client originated messages, and
· SpamRep Server originated messages.
Both SpamRep Server and Client originated messages SHALL be formatted as SpamRep Messages. SpamRep Message consists of a SpamRep Document and optional attachments, formatted as MIME objects, as described below. A SpamRep Document is an XML document that SHALL contain one or more SpamRep Message Elements. There are several types of SpamRep Message Elements, such as Spam Report and Action Request (e.g. Block Sender). SpamRep Message Elements are complex XML elements encapsulating data (parameters) required for a specific type of the message (e.g. Spam Reprot, Report Status, etc). The XML schema for SpamRep Document and SpamRep Message Elements is described in section 5.3.
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Figure 1: SpamRep message structure

A SpamRep Message SHALL be a MIME message with a top-level MIME content type of “multipart/related” as specified in [RFC2387]. The following applies:

a. The first MIME part of the message is a SpamRep Document with the content type of “application/vnd.oma.spamrep+xml”(specified in Section 5.3.1) and MUST be included.
b.  The second MIME part of the message MAY be included and contains or refers to Content being reported as Spam, with the corresponding content type consistent with [RFC2045]. 
Change 2:  Make the following corrections to Section 5.1.1:
5..1 Spam Report

Spam Report message MAY be sent either automatically by the SpamRep Client, or initiated by the User to report a message deemed to be Spam. The structure and format of the Spam Report Message Element SHALL be defined by the XML schema as described in section 5.3. The Spam Report Message Element SHALL be implemented as the <spam-report> element of the <spam-rep-document> root element.
.
.

.


If multiple SpamRep Message Elements with the same Version number are delivered using the XML container, it is possible to omit this parameter in individual SpamRep Message Elements and use a single Version parameter in the XML container to convey this information.  However, as a standalone report, the Version parameter SHALL be present.
Change 3:  Make the following corrections to Section 5.1.1.2:

5.1.1.2 Message Reference
For the purposes of the SpamRep enabler, message reference SHALL consist of full or partial message metadata (e.g. message headers) and optionally partial message data. Message reference MAY be further processed by application of a hashing function in order to reduce its size. 

The applied hashing function SHALL be specified in the “hashing-function” attribute of the ReportType parameter. Example values for this attribute are:

1. “null” – indicates that no hashing function is applied to the message reference

2. “MD4” – indicates that MD4 hashing function as defined in [RFC1320] is applied to the message reference.
3. “MD5” – indicates that MD5 hashing function as defined in [RFC1321] is applied to the message reference.
4. “SHA-1” – indicates that SHA-1 hashing function (Secure Hash Algorithm) is applied to the message reference.
5. “SHA-2” – indicates that SHA-2 hashing function is applied to the message reference.

6. The other hashing functions can be used depending on the messaging server. 
The default value for the “hashing-function” attribute is “null”.
The SpamRep Server SHALL support both MD4 and MD5 hashing functions. The SpamRep Client SHOULD support both MD4 and MD5 hashing functions. The preferred hashing function MAY be determined by operator’s policies.

Change 4:  Make the following corrections to Section 5.1.1.3:

5.1.1.3 Message Fingerprint
The SpamRep Enabler supports reporting spam message By-Fingerprint. A fingerprint algorithm identifier is introduced to enable the use of various fingerprint algorithms. The fingerprint algorithm ID identifies the particular fingerprint algorithm used to generate the message fingerprint.  
Cryptographic hash algorithms such as MD5, SHA-1, SHA-256 MAY be applied to the entire or part of the spam message to generate a message fingerprint. Some keywords MAY also be identified and extracted to form a message fingerprint. A recent standardized robust fingerprinting algorithm for image is the MPEG-7 Image Signature Tools [MPEG-7-IMG-SIG], which can be applied to an attached image of the spam message. 
Change 5:  Make the following corrections to Section 5.1.2:

The structure and format of the Action Request Message Element SHALL be defined by the XML schema as described in section 5.3. The Action Request Message Element is implemented as the <action-request> element of the <spam-rep-document> root element with the following clarifications:

Change 6:  Make the following corrections to Section 5.1.3:

Status Query message is initiated by the User and sent by the SpamRep Client in order to obtain status of a previously submitted Spam Report from the SpamRep Server. The structure and format of the Status Query Message Element SHALL be defined by the XML schema as described in section 5.3. The entire Message Element is contained within the <status-query> element of the <spam-rep-document> root element with the following clarifications:

Change 7:  Make the following corrections to Section 5.1.4:

Quarantined Messages Query message is initiated by the User and sent by the SpamRep Client in order to obtain a list of quarantined messages from the SpamRep Server. The structure and format of the Quarantined Messages Query Message Element SHALL be defined by the XML schema as described in section 5.3. The Quarantined Messages Query Message Element is implemented as the <quarantined-messages-query> element of the <spam-rep-document> root element with following the clarifications:

Change 8:  Make the following corrections to Section 5.2.1:

Report Status message SHALL be sent by the SpamRep Server as the initial response to the Spam Report message received from the SpamRep Client. This message SHALL be also sent in response to the Status Query message, and MAY be sent as an asynchronous status notification message. The structure and format of the Report Status Message Element SHALL be defined by the XML schema as described in section 5.3. The entire Message Element is contained within the <report-status> element of the <spam-rep-document> root element with the following clarifications:
Change 9:  Make the following corrections to Section 5.2.2:

Action Response message SHALL be sent by the SpamRep Server in response to the Action Request message received from the SpamRep Client. The structure and format of the Action Response Message Element SHALL be defined by the XML schema as described in section 5.3. The Action Response Message Element is implemented as the <action-response> element of the <spam-rep-document> root element with the following clarifications:
Change 10:  Make the following corrections to Section 5.2.3:

Quarantined Messages List message SHALL be sent by the SpamRep Server in response to the Quarantined Messages Query message received from the SpamRep Client. The list of quarantined messages is obtained from an entity external to the SpamRep Server (e.g. message box located in the Messaging System). The structure and format of the Quarantined Messages List Message Element SHALL be defined by the XML schema as described in section 5.3. The entire Message Element SHALL be contained within the < quarantined-messages-list > element of the <spam-rep-document> root element with the following clarifications:
Change 11:  Make the following corrections to Section 6.2:

The procedures described in the following subsections SHALL be performed by the SpamRep Client.
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