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1 Reason for Change

After a review of this specification, I am concerned that it is not ready for interoperability testing.  A technical specification of this magnitude and importance must be complete and precise enough that two different parties taking a copy will go off and produce two different software packages that will interoperate correctly.  I don’t believe we’re quite there yet, especially with respect to reporting of objectionable email messages.  I therefore submit these changes with the intent of easing the work of implementers and encouraging first-time interoperability.

This group of changes amends SpamRep’s email-specific sections to match current IETF standards information and other best practices, and extends email-specific requirements to accommodate what would be needed for effective reporting of objectionable email content.
Many sections are modified in some way, though many of these are merely editorial changes.
If these changes or equivalent ones are not accepted, there is substantial risk that reporting of email-based incidents will not include enough information to be effective, or there will be insufficient guidance to implementers to produce reports that can be correctly used.
2 Impact on Backward Compatibility

This change request generally increases the amount of information present in an email-specific report.  It does not remove or rename any mandatory fields, and thus backward compatibility should be maintained (i.e. anything currently implementing SpamRep will produce something that is incomplete, but not strictly incorrect).
3 Impact on Other Specifications

These changes impact no other specifications.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed changes should be discussed by the group and they, or some equivalent set of changes, should be incorporated into the SpamRep TS document, before Consistency Review if possible.
6 Detailed Change Proposal

Change 1:  Sort Normative and Informative References (editorial)
The tables in Sections 2.1 and 2.2 should have their entries lexically sorted for easy location.  This has improved a lot since last month’s versions but it’s not completely there.
Also, several of the IETF document references start with “IETF RFCxxxx” followed by the title, but some are missing this.  They should be done consistently.

Change 2:  Update Current Normative Email References (editorial)
The entry for RFC2822 in Section 2.1 is obsolete and should be replaced.  The correct current citation is:
[RFC5322]
IETF RFC5322 “Internet Message Format”; Resnick, P. (editor); October, 2008.


URL: http://www.ietf.org/rfc/rfc5322.txt
Similarly, the table in Section 5.1.1.1 should have all four instances of “the RFC 822” replaced with “RFC5322”, and the reference to RFC2822 in Section 5.1.1.2 should be updated.
Also, section 5 makes reference to MIME, defined in RFC2045, but this does not appear as a normative or informative reference.  As HTTP uses MIME structures such as Content-Type, it deserves to be a normative reference.  The correct current citation, which should be added to Section 2.1, is:

[RFC2045]
IETF RFC2045 “Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”; Freed, N., Borenstein, N.; November 1996
URL: http://www.ietf.org/rfc/rfc2045.txt

Change 3:  Expand Acronym on First Use (editorial)
Section 5 refers to MIME objects without defining what MIME is.  There are also minor grammatical nits.  Suggest the following:
Both SpamRep Server and Client originated messages SHALL be formatted as SpamRep Messages. SpamRep Message consists of a SpamRep Document and optional attachments, formatted as Multipart Internet Mail Extensions (MIME, [RFC2045]) objects, as described below. A SpamRep Document is an XML document containing one or more SpamRep Message Elements. There are several types of SpamRep Message Elements, such as Spam Report and Action Request (e.g. Block Sender). SpamRep Message Elements are complex XML elements encapsulating data (parameters) required for a specific type of message (e.g. Spam Report, Report Status, etc). The XML schema for SpamRep Document and SpamRep Message Elements is described in section 5.3.

Change 4:  Registration of Media Type (procedural)

The MIME media type declared in Section 5, “application/vnd.oma.spamrep+xml” should be registered with the Internet Assigned Numbers Authority (IANA) per RFC4288 (which itself should be added as an informative reference).
Add the following new informative reference:

[RFC4288]
IETF RFC4288 “Media Type Specifications and Registration Procedures”; Freed, N., Klensin, J.; December 2005
URL: http://www.ietf.org/rfc/rfc4288.txt

Add the following text as Section 5.3.1.1:

5.3.1.1. IANA Media Type Registration Template

The following has been submitted to the IETF as a registration template for the MIME media type defined by this document:

To: <ietf-types@iana.org>
Subject: Registration of media type application/vnd.oma.spamrep+xml

Type name: application
Subtype name: vnd.oma.spamrep+xml
Required parameters: none
Optional parameters: none
Encoding considerations: May use 7bit, 8bit or binary
Security considerations: See Section 8 of [ID.IETF-MARF-BASE]
Interoperability considerations: none
Published specification: [this document]
Applications that use this media type: OMA SpamRep Enabler compliant applications
Additional information: none
Person & email address to contact for further information: Murray S. Kucherawy <msk@cloudmark.com>
Intended usage: COMMON
Restrictions on usage: none
Author: Open Mobile Alliance (OMA)
Change controller: Open Mobile Alliance (OMA)

Editorial Notes:

1. The chair or his designee should submit the above registration as an Internet Draft to the IETF upon publication of the final version of the SpamRep TS (and I would be happy to act as said designee).

2. “[ID.IETF-MARF-BASE]” should be replaced by an RFC number if that memo is published before this document.  “[this document]” should be replaced by the final name of this document upon publication.

Change 5:  Fix Up Table Reference (editorial)

Table 1 in Section 5.1.1 makes numerous references to “Table x”.  These should all be replaced by “Table 13”.
Change 6:  More Specific Spam Report Parameter Definitions (technical)

Most or all of the parameters in the table in Section 5.1.1 give a rudimentary data type (e.g. “Integer”, “String”, “Data Structure”) but are no more specific than that.  Is the empty string permitted?  Do strings have a maximum length?  Can integers be negative or zero?  Isn’t it cheaper (space-wise) to list an enumeration integer rather than a full string for the enumerated types like “MessageDescriptor”?

I have the following specific proposed change, but I urge the working group to consider being more specific about all of them:


	SubmissionTime
	String
	0..1
	Contains the date and time of a Spam Report’s original submission, formatted as per [RFC3339] Section 5.6, “Internet Date/Time Format”.


Change 7:  Consistent Description Style (editorial)

Table 1 in Section 5.1.1 contains a Description column whose elements are not consistently formatted (varying verb tense, some don’t use verbs at all, etc.).  Recommend the following for consistency:
	MessageID
	Integer
	1
	Contains the unique id for this Message Element

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	ReportType
	String
	1
	Indicates the type of spam reporting: By-Value, By-Reference, By-Fingerprint

	MessageType
	String
	1
	Indicates the message type, e.g.: Email, SMS, MMS, IM, etc

	MessageDescriptor
	String
	1
	When reporting By-Value, points to the message in the attachment. When reporting By-Reference, points to the reference in the attachment. When reporting By-Fingerprint, points to the fingerprint in the attachment.

	MessageAttributes
	Data Structure
	0..1
	Contains additional information about the reported abuse message, typically included if there is no or inadequate Content, such as when ReportType is By-Reference or By-Fingerprint. Each MessageType has its own set of attributes. The attributes are generally transmitted in, and extracted from message headers. 

	SubmissionTime
	String
	0..1
	Contains the date and time of a Spam Report’s original submission, formatted as per [RFC3339] Section 5.6, “Internet Date/Time Format”.

	OriginatingAddress
Editor’s Note: is this message type specific?
	String
	0..1
	See Table 13 (Description of Frequently Used Parameters)

	ForwardStatus
	Boolean
	0..1
	 See Table 13 (Description of Frequently Used Parameters)

	AbuseType
	Integer
	0..1
	Indicates the type of abuse:
 0： Spam,
1： Phishing,
2： Malware (e.g., Virus/Spyware), 
3：Not Spam, 
4：Miscategorized,
5： Unauthorized Message (violation of a security policy), 
6：Sender Authentication Failure, 
7：Other, 
8-255: reserved for future use. 

	SharePermission  
	Data Structure
	0..n
	Indicates Reporter's permission to share Spam Reports with third parties which reside outside of SpamRep Server's network.

See Section 5.4

	Version
	String
	1
	See Table 13 (Description of Frequently Used Parameters)


Also, similarly, Table 9 in Section 5.2.1:

	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamReportID
	String
	1
	See Table 13 (Description of Frequently Used Parameters)

	SpamReportStatus 
	String
	1
	Status of Spam Report identified by SpamReportID. See Table 13 (Description of Frequently Used Parameters)


Change 8:  Minor Nit (editorial)

Section 5.1.1, Page 12:

When ReportType is set to By-Fingerprint, attribute “fingerprint-type” SHALL be provided to indicate the fingerprinting function applied to the Content. Possible values for the “fingerprint -type” attribute are specified in section 5.1.1.3.

Also, nowhere in this memo are the valid parameters to ReportType enumerated or defined.  This should be added in a separate CR.

Change 9:  Misleading Developer Language (editorial)

As a developer, use of “point to” has a specific meaning to me.  That a parameter can “point to” something is confusing.  Recommend the following in Section 5.1.1:
MessageDescriptor parameter has different meaning depending on the value of the ReportType parameter:

1. When ReportType is By-Value, MessageDescriptor SHALL refer to the message supplied in the attachment part of the SpamRep Message. For example, when HTTP is used as transport, MessageDescriptor contains the ContentID (CID) of the part in the multipart body of the HTTP request.

2. When ReportType is By-Reference, MessageDescriptor SHALL contain the message reference of the attachment part of the SpamRep Message.

3. When ReportType is By-Fingerprint, MessageDescriptor SHALL contain the fingerprint of the attachment part of the SpamRep Message.
Also, as this section is largely normative, a parenthetical alternate implementation may well leave a developer wondering which approach is the right one to take, not knowing what other implementers will do.  Thus, I recommend we strike one or the other and make the remaining one normative, such as:

The SpamRep Client SHOULD report the date and time of a Spam Report’s original submission
Change 10:  Insufficient Explanation of Content ID (editorial, technical)
ContentID (CID) probably refers to Content-ID as defined in RFC2111.  There is no normative reference to this specification.  Moreover, it is not a mandatory component of HTTP.  We need to specify that its use is expected in the context of SpamRep.

Therefore, add the following normative reference:

[RFC2111]
IETF RFC2111 “Content-ID And Message-ID Uniform Resource Locators”; Levinson, E.; March 1997
URL: http://www.ietf.org/rfc/rfc2111.txt
Also, make the following change to Section 5.1.1 (note that this overlaps somewhat with the previous change, but it is included here separately in case separate discussion is warranted):

MessageDescriptor parameter has different meaning depending on the value of the ReportType parameter:

1. When ReportType is By-Value, MessageDescriptor SHALL point to the message supplied in the attachment part of the SpamRep Message. For example, when HTTP is used as transport, MessageDescriptor contains the Content-ID (see [RFC2111]) of the part in the multipart body of the HTTP request.

And also in Section 5, in support of the above:
A SpamRep Message is defined as a MIME message with a top-level MIME content type of “multipart/related” as specified in [RFC2387]. The following applies:

a. The first MIME part of the message is a SpamRep Document with the content type of “application/vnd.oma.spamrep+xml”(specified in Section 5.3.1) and MUST be included.  

b. The second MIME part of the message is optional, and when present, contains or refers to Content being reported as Spam, with the corresponding content type consistent with [RFC2045].
c. Where a second MIME part is included, a Content-ID field MUST be added in accordance with [RFC2111]. 
Change 11:  Update Email Message Attributes Table (technical)

Effective reporting about an objectionable message requires a lot more than what Table 2 in Section 5.1.1.1 requires.  Moreover, some spam filters may be sensitive to changes in spacing and the like, or may be interested in the content of header fields not listed in the current specification.

Someone more familiar than I am with XML might have a better suggestion, but I propose the following:

	Parameter name
	Data type
	Parameter cardinality
	Description

	
	
	
	

	
	
	
	

	
	
	
	

	MessageHeaderField
	String
	0..n
	The contents of a header field as defined in [RFC5322].  These MUST be included in the order in which they appeared in the message about which a SpamRep report is being generated and with no changes such as space compression or comment removal.  If the header field is wrapped (i.e. contains newlines), it MUST be encoded using one of the mechanisms defined in [RFC2047].  All header fields on the message SHOULD be included; the From, To, Cc, Subject and Date fields MUST be included except in the case of privacy or anonymization concerns.


Add the following normative reference:
[RFC2047]
IETF RFC2047 "MIME (Multipurpose Internet Mail Extensions) Part Three: Message Header Extensions For Non-ASCII Text”; Moore, K.; November 1996
URL: http://www.ietf.org/rfc/rfc2047.txt
Change 12:  Definitions of SHA-1 and SHA-2 (editorial)
Although we give normative references for the definitions of MD4 and MD5, we don’t include them for SHA-1 and SHA-2.  Both are defined in FIPS.180-2.2002.  Therefore:
The applied hashing function SHALL be specified in the “hashing-function” attribute of the ReportType parameter. Example values for this attribute are:

1. “null” – indicates that no hashing function is applied to the message reference

2. “MD4” – indicates that MD4 hashing function as defined in [RFC1320] is applied to the message reference.
3. “MD5” – indicates that MD5 hashing function as defined in [RFC1321] is applied to the message reference.
4. “SHA-1” – indicates that SHA-1 hashing function (Secure Hash Algorithm) [FIPS.180-2.2002] is applied to the message reference.
5. “SHA-2” – indicates that SHA-2 hashing function [FIPS.180-2.2002] is applied to the message reference.

6. Other hashing functions can be used depending on the messaging server. 
Add the following normative reference:
[FIPS.180-2.2002]
US Department of Commerce FIPS PUB 180-2, “Secure Hash Standard”, August 2002.

Change 13:  Message Reference Production (technical)
Experience has shown that feeding all message header fields to a hashing function requires clarity about exactly how that information is passed.  Since header fields can be wrapped or duplicated, some code libraries or packages try to be aesthetically helpful by unwrapping them, reordering them, or compressing spaces.  Therefore it is recommended that the following normative clarification be made:
When preparing a Spam Report and the MessageType Parameter is set to “Email” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. All message headers in the order in which they were received, with no modifications whatsoever to spacing, line wrapping, line termination, removal of duplicates, or any other changes.  The structure of the email message is defined in [RFC5322]

Change 14:  Nits (editorial)

Section 5.1.1:

When ReportType is set to By-Value, attribute “value-type” SHALL be provided to indicate whether the full or partial Content is included in the Spam Report. Possible values for the “value-type” attribute are “full” and “partial”.
Section 5.1.2:

An Action Request message is initiated by the User and sent by the SpamRep Client, to request an action to be performed by the SpamRep Server. SpamRep Server SHALL and SpamRep Client SHOULD support the following actions:

Section 5.3:

SpamRep XML document SHALL be used as the container for Message Elements that describe both SpamRep Server and Client originated messages. SpamRep XML document MAY contain multiple messages as defined in Sections 5.1 and 5.2.

Change 15:  Frequently Used Parameters Table (editorial, technical)

Based on previous edits, explained above:

	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	SpamRepServerID
	String
	1
	Identifies the SpamRep Server, assigned and provisioned by the MNO.

	SpamReportID

	String
	1
	Identifies the SpamRep Report, assigned by the SpamRep Server after receiving the report and communicated back to the client in the response.

	SpamRepMessageID
	Integer
	1
	Contains a unique identifier that is given by the SpamRep Enabler (i.e. SpamRep Client, or SpamRep Server) to each SpamRep Message. The response to a given message SHALL contain the same SpamRepMessageID. 

	SpamReportStatus  
	String
	1
	Provides information  about  the status of a Spam Report (including the status of Action Requests) 

	AbuseType
	String
	0..1
	Indicates the type of abuse: Spam, Phishing, Malware (e.g., Virus/Spyware), Not Spam, Miscategorized, Unauthorized Message (violation of a security policy), Sender Authentication Failure, Other, Unspecified.

	SubmissionTime
	String
	0..1
	The  date and time of a Spam Report’s submission, per the format defined by [RFC3339] Section 5.6, “Internet Date/Time Format”.

	DeliveryPath
	String
	0..1
	Describes the delivery path of the abusive message 

	OriginatingAddress
	String
	0..1
	Identifies the actual or purported originating address of the abusive message.  In the case of a report of an email message, this is the first address taken from the content of the From: header field.

	ForwardStatus
	Boolean
	0..1
	Specifies whether or not the report is a forwarded report.

	SharePermission  
	Data Structure
	0..n
	Indicates Reporter's permission to share Spam Reports with third parties that reside outside of SpamRep Server's network.

	MessageStatus  
	Boolean
	0..1
	Indicates Spam Report reception success or failure 

	Version
	String
	0..1
	Indicates the SpamRep version.


Note that the current description of “OriginatingAddress” is highly ambiguous in the context of email.  Any of a number of values could be extracted legitimately as a “purported originating address”, namely the From, Sender, Resent-From, Resent-Sender, or message envelope sender; moreover, at least the From (and possibly other) fields can legally contain multiple addresses.  Some kind of selection criteria must be specified here.
The SpamReportStatus row in the above table provides no additional information beyond what’s stated in Section 5.2.1.  Perhaps it should be removed from this table altogether.

Change 16:  Report Status Table (editorial, technical)

In Section 5.2.1, “ByValueRequired” is not sufficiently defined:

	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamReportID
	String
	1
	See Table 13 (Description of Frequently Used Parameters)

	SpamReportStatus 
	String
	1
	Status of Spam Report identified by SpamReportID. See Table 13 (Description of Frequently Used Parameters)

	AddlStatusInfo
	String
	0..1
	Additional information pertaining to the status

	MessageID
	String
	0..1
	When Report Status is sent in response to a Spam Report this parameter SHALL specify the same value as the parameter with the same name in the Spam Report. When Report Status is sent in response to a Status Query this parameter SHALL NOT be present.


The following table specifies parameters in a Report Status Message Element:

Table 9: Information elements in the Spam_Report_Status Message Element

The SpamReportID parameter SHALL contain the newly generated ID when Report Status is sent in response to the initial Spam Report, and the value of the SpamReportID parameter of the received Status Query Message Element when Report Status is sent in response to a Status Query.

The SpamReportStatus parameter SHALL contain either one of the predefined values (i.e. “Received” and “ByValueRequired”) or any other free form status information obtained from external systems.
Upon receipt of a “ByValueRequired” response, a SpamRep Client SHOULD re-generate its original report message, using a ReportType of “By-Value” and including the entire offending message in the report’s Content.  The SpamRep Client SHALL NOT generate any other reply.
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