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1 Reason for Change

This CR changes the MIME structure to structure spam reports according to best object-oriented design practices and compatibility with IETF standards.  See http://www.ietf.org/proceedings/78/slides/marf-0.pdf for a detailed discussion of convergence with IETF standards.  This CR addresses CONRR issue C006.
R01 adds reference updates, changes MIME type to multipart/mixed, contains editorial corrections and a reference to the CONR comment addressed by this document.  
R02 adds editorial clarifications and text modifications to replace Message Descriptor with fingerprint and reference attributes.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendations
1. SpamRep SWG is kindly asked to review this CR.  

2. It is recommended that the proposed changes be accepted and incorporated into the SpamRep Specification.

6 Detailed Change Proposal

Change 1:  Make the indicated changes to Section 5.  Messages and Message Formats:
The SpamRep enabler defines the SpamRep Message format and the request-response protocol used by a SpamRep Client and a SpamRep Server for exchanging messages related to messaging abuse.


· 
· 
Within each SpamRep Message, information is conveyed by one or more SpamRep Statements.  A SpamRep Statement may, for example, contain a User’s report of Spam received on a mobile device, action requests, a SpamRep Server’s response, or another type of communication.  There are two SpamRep Message formats:  
· Simple SpamRep Message (containing one SpamRep Statement) and 
· Complex SpamRep Message (containing one or more SpamRep Statements).  
The Simple SpamRep Message format is identical to the SpamRep Statement format; no encapsulation is needed.  The Complex SpamRep Message format, discussed later in this section, uses two extra MIME layers of encapsulation.
If it contains only one SpamRep Statement, a SpamRep Message SHOULD be formatted as a Simple SpamRep Message, as illustrated in Figure 1.  Otherwise, or if it contains multiple SpamRep Statements, a SpamRep Message MUST be formatted as a Complex SpamRep Message as discussed later in this section and as illustrated in Figure 2 below.

Each SpamRep Statement SHALL BE formatted as [RFC3462] multipart/report MIME content of type=oma-spamrep-feedback-report.  A SpamRep Statement SHALL consist of two mandatory and an optional third parts:

· First part:  Human-readable message text providing some information on the conditions that caused the SpamRep Document 
to be generated per [RFC3462].
· Second part:  A SpamRep Document, which is the machine-readable XML payload information, formatted as “application/vnd.oma.spamrep+xml” MIME content.  

· Optional third part: Spam Content, the possibly-abridged and/or anonymized message being reported as Spam, formatted as a MIME object, with the corresponding content type consistent with [RFC2045].
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Figure 1: SpamRep Statement and Simple SpamRep Message Structure

A SpamRep Document SHALL be an XML document containing a SpamRep Message Element. There are several types of SpamRep Message Elements; the following types of complex XML elements SHALL BE SpamRep Message Elements: 
· Spam Report
· Action Request

· Status Query

· Quarantined Messages Query
· Report Status

· Action Response
· Quarantined Messages List
The XML schema for the SpamRep Document and SpamRep Message Elements is described in section 5.3.

As mentioned above, to optimize communications, the SpamRep enabler allows SpamRep Messages to contain one or more SpamRep Statements using the Complex SpamRep Message format.  Formally, a SpamRep Message SHALL either be a Simple SpamRep Message with MIME parts as in Figure 1 above, or SHALL be a collection of one or more SpamRep Statements contained within an outermost [RFC3462] multipart/report MIME part of type=multi-report and inner multipart/mixed part as in Figure 2 below.  
A Complex SpamRep Message SHALL have the following two parts:

· First part:  Human-readable message text providing some information on the conditions that caused the message to be generated per [RFC3462] (e.g., “This is a collection of OMA spam reports”)

· Second part:  [RFC2046] multipart/mixed MIME part containing one or more SpamRep Statements

· 1st SpamRep Statement

· …

· Nth SpamRep Statement
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Figure 2: Complex SpamRep Message Structure





a. 
b. 
Change 2:  Make the indicated changes in Section 5.1 SpamRep Client Originated Messages
The following SpamRep Message Elements are legal in and only in messages sent from SpamRep Client to SpamRep Server:

1. Spam report;
2. Action request;
3. Status query, and
4. Quarantined messages query.
Change 3:  Make the indicated changes in Section 5.2 SpamRep Server Originated Messages

The following SpamRep Message Elements are legal in and only in messages sent from SpamRep Server to SpamRep Client:

1. Report status;

2. Action response, and

3. Quarantined messages list.
Change 4:  Add and remove  references to Section 2.1 Normative References

	[RFC2046]
	IETF RFC 2046 “Multipurpose Internet Mail Extensions (MIME) Part Two:  Media Types,” N. Freed et. al, November 1996.,
URL: http://www.ietf.org/rfc/rfc2046.txt


	[RFC3462]
	IETF RFC 3462 “The Multipart/Report Content for the Reporting of Mail System Administrative Messages,” G. Vaudreuil, January 2003.,
URL: http://www.ietf.org/rfc/rfc3462.txt


	
	


Change 5:  Make the indicated changes in Section 5.1.1 Spam Report

	MessageType
	String
	1
	Email, SMS, MMS, IM, etc

	MessageReference
	String
	0..1
	When reporting By-Reference, this parameter is a  reference to the Spam message.

	MsgFingerprint
	Data Structure
	0..n
	When reporting By-Fingerprint, each MessageFingerprint parameter contains a fingerprint of the message.

	ReportedMessageProtocol
	String
	0..1
	The protocol used to transport the Spam message to the reporting node.   RFC821, SMPP, GSM_MAP, GSM SMS, etc

	MessageAttributes
	Data Structure
	0..1
	Additional information about the reported abuse message, typically included if there is no or inadequate Content, such as when ReportType is By-Reference or By-Fingerprint. Each MessageType has its own set of attributes. The attributes are generally transmitted in, and extracted from message headers. 



1. 
2. 
3. 
When ReportType is By-Reference, MessageReference SHALL be included, and SHOULD contain a message reference in a format which can be processed by the SpamRep Server (e.g., a mutually-agreed format per service provider policy).

When ReportType is By-Fingerprint, one or more MessageFingerprint attributes SHALL be included.  At least one MessageFingerprint attribute SHOULD be in a format and based on an algorithm which can be processed by the SpamRep Server (e.g., a mutually-agreed format per service provider policy).

Change 6:  Make the indicated changes in Section 3.2 Definitions

	Content
	See [SpamRep-RD]

	Local Spam Box
	See [SpamRep-RD]

	Network Spam Box
	See [SpamRep-RD]

	Opt-out
	A user requests to receive no further messages from a source (e.g., be taken off a list).

	SpamRep Document
	An XML document conforming to the XML schema described in [XSD_spam_rep]. It is used inside SpamRep Statements in messages exchanged between SpamRep Clients and Servers.

	SpamRep Statement
	A multipart/report MIME part representing a Spam Report, Action Request, Status Query, Quarantined Messages Query,  Report Status, Action Response, or Quarantined Messages List.  SpamRep Statements contain human and machine readable text, and optionally a copy of Spam Content.  

	SpamRep Message
	A message exchanged between SpamRep Client and Server. It includes human-readable text, a SpamRep Document and optionally a message deemed as Spam.

	Simple SpamRep Message
	The more basic of two SpamRep Message formats containing a single SpamRep Statement

	Complex SpamRep Message
	A SpamRep Message format typically used to package multiple SpamRep Statements into a single message. 


Change 7:  Make the indicated changes in Section 7.  Protocol

SpamRep Clients and Servers SHALL communicate via a transaction protocol.  Each transaction SHALL consist of a SpamRep Client transmission of a SpamRep Message to a SpamRep Server, followed by a SpamRep Server transmission of a SpamRep Message response to the same SpamRep Client.

SpamRep Client SHALL initiate each transaction by sending an [RFC2616] HTTP POST request to the URI of the SpamRep Server. The body of this HTTP request SHALL contain a SpamRep Client-initiated SpamRep Message.   
After receiving and processing the HTTP POST request, the SpamRep Server SHALL respond with an [RFC2616] HTTP response. The body of this HTTP response SHALL be a SpamRep Server-initiated SpamRep Message.
Change 8:  Make the indicated changes in Section 6.2.1.  Spam Report Submission

For information about the spam reporting call flow, refer to the informative Appendix B.1 of [SpamRep_AD].

When reporting messaging abuse, the SpamRep Client:

1. SHALL assemble a SpamRep Message containing a Spam Report Message Element as described in section 5, and
2. 
3. SHALL send the SpamRep Message to the SpamRep Server as described in section 7. 
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�What is a SpamRep Document?


�I assume this is where the Reference or Fingerprint is contained.  Should be stated explicitly, as in the original text


�Need two things: 1) Explicitly state that Reference or Fingerprint is contained in the third part, and 2) Need to show that the second part can contain (also) Report Status, Action Response, Quarantined Message Query, and Status Query.  As it is now, you show only 3 possibilities
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