OMA-COM-SpamRep-2010-0146R01-CR_C050[image: image1.jpg]"sOMaQa

Open Mobile Alliance



.doc
Change Request

OMA-COM-SpamRep-2010-0146R01-CR_C050.doc
Change Request



Change Request

	Title:
	Resolving CONRR comment C050  
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	COM-SpamRep

	Doc to Change:
	OMA-TS-SpamRep- Draft Version 1.0 – 08 July 2010

	Submission Date:
	25 Aug 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Wenjun (Kevin) Zeng, zengw@huawei.com, Huawei Technologies Co., Ltd 
Wang Zheng, wzh@huawei.com，Huawei Technologies Co., Ltd
 

	Replaces:
	n/a


1 Reason for Change
This CR addresses CONRR comments C050.  
	C050
	2010.07.22
	T
	5.1.1.3
	Source:  msk@cloudmark.com
Form: INP doc

Comment: The specification of By-Fingerprint is both vague and incomplete.  It is also not described sufficiently in purpose so as to distinguish it from By-Reference.

Proposed Change: By-Fingerprint should be fully and unambiguously specified in terms of intent and implementation, or it should be removed from the TS.
	Status: OPEN

Need text.  Kevin has action to add text & clarify.  How is fingerprint generated?  What part of message is hashed (content?)  Etc.


 Note: R01 edited online during Aug. 25 CC.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this CR and incorporate it into the TS
6 Detailed Change Proposal

Change 1:  Make the following changes to   Section 5.1.1.3
5.1.1.3 Message Fingerprint
The SpamRep Enabler supports reporting spam message By-Fingerprint. A fingerprint algorithm identifier is introduced to enable the use of various fingerprint algorithms. The fingerprint algorithm ID identifies the particular fingerprint algorithm used to generate the message fingerprint.  
Cryptographic hash algorithms such as MD5, SHA-1, SHA-256 can be applied to the entire or part of the spam message to generate a message fingerprint. Some keywords can also be identified and extracted to form a message fingerprint. A recent standardized robust fingerprinting algorithm for image is the MPEG-7 Image Signature Tools [MPEG-7-IMG-SIG], which can be applied to an attached image of the spam message. 
Recommended fingerprint algorithm identifiers are: MD5, SHA-1, SHA-256, KEYWORD, MPEG7-IMG-SIG.
The following table specifies parameters in a MsgFingerprint structure.

	Parameter name
	Data type
	Parameter cardinality
	Description

	FingerprintAlgID
	  String
	 1
	ID of the message fingerprint algorithm. This parameter MUST be populated if the SpamRep Client extracts the Message Fingerprint and report it to the SpamRep Server.    

	Range
	String
	0..1
	Identify part of the message body to which the fingerprint algorithm is applied.

	Fingerprint
	Opaque Data
	 1
	Opaque Message Fingerprint which is extracted by the SpamRep Client using the algorithm identified by the parameter FingerprintAlgID. Message Fingerprint MUST be included in the multipart MIME body of the Spam Report and is referenced by the MessageDescriptor in the Spam Report, if the SpamRep Client extracts the Message Fingerprint and reports it to the SpamRep Server.  


Table 6: Parameters in a MsgFingerprint structure 

The applied fingerprint algorithm SHALL be specified in the “FingerprintAlgID” parameter of the Spam Report Message Element. Example values for this parameter are:

1. “MD5” – indicates that MD5 hashing function as defined in [RFC1321] is applied to the message.
2. “SHA-1” – indicates that SHA-1 hashing function (Secure Hash Algorithm) is applied to the message.
3. “SHA-256” – indicates that SHA-562 hashing function is applied to the message.
4. “KEYWORD” - indicates that the fingerprints extracted are keywords from the message body.
5. “MPEG7-IMG-SIG” -  indicates that the  MPEG-7 Image Signature Tools is applied to the message.
6. Other fingerprint algorithms can be used depending on the policy of the service provider. 
The default value for the “FingerprintAlgID” parameter is “MD5”.
The SpamRep Server SHALL support both MD5 and SHA-1 hashing functions. The SpamRep Client SHOULD support both MD5 and SHA-1 hashing functions. The preferred fingerprint algorithms SHALL be determined by the service provider’s policies.

The “Range” parameter identifies which part of the message body the fingerprint algorithm is applied to. When it is absence,   the fingerprint algorithm is applied to the entire message body. Otherwise, the value is a reference to a MIME part of the multipart MIME body of the message, and is set to the “ContentID” value of the corresponding MIME part.
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