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1 Reason for Change
This CR intends to fix bugs in Section 5.1.1
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this CR and incorporate it into the TS
6 Detailed Change Proposal

Change 1:  Make the following changes to   Section 5.1.1
5.1.1 Spam Report

Spam Report message is sent either automatically by the SpamRep Client, or initiated by the User to report a message deemed to be Spam. The structure and format of the Spam Report Message Element is defined by the XML schema as described in section 5.3. The Spam Report Message Element is implemented as the <spam-report> element of the <spam-rep-document> root element with the following clarifications:

The following table specifies parameters in a Spam Report message:  

	Parameter name
	Data type
	Parameter cardinality
	Description

	MessageID
	Integer
	1
	Contains the unique id for this Message Element

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	ReportType
	Enumerated
	1..3
	Indicates the type of spam reporting: By-Value, By-Reference, By-Fingerprint.  Multiple ReportType parameters indicate a report containing a combination of reporting methods.

	MessageType
	String
	1
	Indicates the message type, e.g.: Email, SMS, MMS, IM, etc

	Value-type
	String
	0..1
	Indicate whether the full or partial Content is included in the Spam Report. Possible values for the “Value-type” attribute are: “full” and “partial”

	MessageReference
	String
	1
	When reporting By-Reference, this parameter is a reference to the Spam message. 

	hashing function
	String
	0..1
	Indicate the hashing function applied to the reference when ReportType is set to By-Reference.

	MessageFingerprint
	Data Structure
	0..n
	When reporting By-Fingerprint, each MessageFingerprint parameter contains a fingerprint of the message.

	ReportedMessageProtocol
	String
	0..1
	The protocol used to transport the Spam message to the reporting node.   RFC821, SMPP, GSM_MAP, GSM SMS, etc

	MessageAttributes
	Data Structure
	0..1
	Contains additional information about the reported abuse message, typically included if there is no or inadequate Content, such as when ReportType is By-Reference or By-Fingerprint. Each MessageType has its own set of attributes. The attributes are generally transmitted in, and extracted from message headers. 

	SubmissionTime
	String
	0..1
	Contains the date and time of a Spam Report’s original submission, formatted as per [RFC3339] Section 5.6, “Internet Date/Time Format”.

	OriginatingAddress
Editor’s Note: is this message type specific?
	String
	0..1
	See Table 13 (Description of Frequently Used Parameters)

	ForwardStatus
	Boolean
	0..1
	 See Table 13 (Description of Frequently Used Parameters)

	AbuseType
	Integer
	0..1
	Indicates the type of abuse:
 0： Spam,
1： Phishing,
2： Malware (e.g., Virus/Spyware), 
3：Not Spam, 
4：Miscategorized,
5： Unauthorized Message (violation of a security policy), 
6：Sender Authentication Failure, 
7: Invalid Message Format,

8: Other

9-255: reserved for future use. 

	SharePermission  
	Data Structure
	0..n
	Indicates Reporter's permission to share Spam Reports with third parties which reside outside of SpamRep Server's network.

See Section 5.4

	Version
	String
	1
	See Table 13 (Description of Frequently Used Parameters)

	Detection Information
	Structure
	0..n
	Contains information on the algorithm that or method used to trigger the spam report.


Table 1: Parameters in a Spam Report Message Element
The SpamRep Client SHALL generate the MessageID parameter and SHALL ensure its uniqueness locally. This parameter SHALL be used to correlate this Message Element with a Message Element contained in the subsequent SpamRep Server response.

SpamRepClientID parameter SHALL contain the IMEI of the reporting device when the SpamRep Client is deployed on a mobile device in a GSM network, or the MEID of the reporting device when the SpamRep Client is deployed on a mobile device in a CDMA network, or the value of a provisioned identifier otherwise.

The value of the ReportType parameter SHALL be determined by Mobile Network Operator’s policies. For example, based on MessageType, SMS messages are reported By-Value, MMS messages are reported By-Fingerprint and Email messages are reported By-Reference, or based on the message size, messages smaller then certain size are reported By-Value and all others are reported By-Reference.
When ReportType is set to By-Value, attribute “Value-type” SHALL be provided to indicate whether the full or partial Content is included in the Spam Report. Possible values for the “Value-type” attribute are “full” and “partial”.

When ReportType is set to By-Reference, attribute “hashing function” SHALL be provided to indicate the hashing function applied to the reference. Possible values for the “hashing function” attribute are specified in section 5.1.1.2.
When ReportType is set to By-Fingerprint, attribute “FingerprintAlgID” of the MessageFingerprint data structure SHALL be provided to indicate the fingerprinting function applied to the Content. Possible values for the “FingerprintAlgID” attribute are specified in section 5.1.1.3.

The value of MessageType parameter SHALL indicate the type of the messaging system which delivered the message being reported as Spam. The Message Type parameter SHALLhave one of the following values: EMAIL, SMS, MMS, IM or OTHER.

When the Spam Report is By-Reference, MessageReference SHALL be included, and SHOULD contain a message reference in a format which can be processed by the SpamRep Server (e.g., a mutually-agreed format per service provider policy).

When Spam Report is By-Fingerprint, one or more MessageFingerprint attributes SHALL be included.  At least one MessageFingerprint attribute SHOULD be in a format and based on an algorithm which can be processed by the SpamRep Server (e.g., a mutually-agreed format per service provider policy).

Note that it is permissible for a single Spam Report to report both By-Reference and By-Fingerprint.

MessageAttributes SHALL contain the additional information about the message being reported as Spam as specified in section 5.1.1.1.

The SpamRep Client SHOULD report the date and time of a Spam Report’s original submission.
The SpamRep Client SHALL set the ForwardStatus parameter to “1” if it is forwarding a Spam Report. By default, if the parameter is not present, this is not a forwarded report. 

The SpamRep Client SHOULD set the AbuseType parameter if available.

The value of AbuseType parameter SHALL indicate the type of abuse or lack of abuse in the case when the value is set to “Not Spam”. The AbuseType parameter SHALL have one of the following values: Spam, Phishing, Malware, Not Spam, Miscategorized, Unauthorized Message, Sender Authentication Failure, Other or Unspecified. Spam indicates an unsolicited, usually commercial, message. Phishing indicates a message trying to fraudulently obtain confidential information. Malware indicates a message containing a virus or adware. Not Spam indicates that a message previously identified as Spam is not Spam and that it should be released from the Network or Local Spam Box. Miscategorized indicates that an incorrect message content classification has been applied. Unauthorized indicates that the message was sent without permission. Sender Authentication Failure indicates that the identity of the sender failed authentication including signalling discrepancies such as seen in SMS spoofing or faking. Invalid Message Format – indicates a message that is encoded incorrectly. Other indicates other types of abuse not covered by predefined types. Unspecified indicates that no specific type of abuse is specified.

SharePermissionList is provisioned initially by the Mobile Network Operator (see section 5.2.4). SharePermission parameter SHALL be included in a Spam Report, when the CurrentPermission element of the SharePermissionList is changed in the SpamRep Client (.e.g. by external entity such as Reporter or any other system). If there is no change, the SharePermission parameter SHOULD NOT present, indicating to the SpamRep Server to use previously stored version of SharePermission.  
The Version parameter SHALL indicate the version of specification that the SpamRep Client is using to generate the report.  The version number in this specification is set to "1.0". 

If multiple SpamRep Message Elements with the same Version number are delivered using the same XML container,   this parameter MAY be omitted in individual SpamRep Message Elements and a single Version parameter MAY be used in the XML container to convey this information. The Version parameter SHALL be present in a standalone report.
The following table defines the parameters in the DetectionInformation structure:
	DetectionMethod
	String
	1
	Detection method that caused this message to be classified as spam (flooding, faking, content etc.) 

	PolicyName
	String
	0..1
	If this message was classified as spam due to operator or subscriber setting, the name of the individual filter involved 

	AbuseScore
	String
	0..1
	As per [3GPP-TS_33.937] (Prevention of Unsolicited Communications for IMS) recommendations


Table 2 Parameters in Detection Information Structure
Change 2:  Make the following changes to   Section 5.1.1.2
5.1.1.2 Message Reference
For the purposes of the SpamRep enabler, message reference consists of full or partial message metadata (e.g. message headers) and optionally partial message data. Message reference SHALL be further processed by application of a hashing function in order to reduce its size. 

The applied hashing function SHALL be specified in the “hashing-function” attribute of the Spam Report Message Element . Example values for this attribute are:

1. “null” – indicates that no hashing function is applied to the message reference

2. “MD4” – indicates that MD4 hashing function as defined in [RFC1320] is applied to the message reference.
3. “MD5” – indicates that MD5 hashing function as defined in [RFC1321] is applied to the message reference.
4. “SHA-1” – indicates that SHA-1 hashing function (Secure Hash Algorithm) is applied to the message reference.
5. “SHA-2” – indicates that SHA-2 hashing function is applied to the message reference.

6. The other hashing functions can be used depending on the messaging server. 
The default value for the “hashing-function” attribute is “MD5”.
The SpamRep Server SHALL support both MD4 and MD5 hashing functions. The SpamRep Client SHOULD support both MD4 and MD5 hashing functions. The preferred hashing function SHALL be determined by operator’s policies.

When preparing a Spam Report and the MessageType Parameter is set to “Email” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. All message headers in the order in which they were received.  The structure of the email message is defined in [RFC2822]

When preparing a Spam Report and the MessageType Parameter is set to “SMS” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. The entire SMS-DELIVER PDU as defined in [3GPP-TS_23.040] except for the last field (TP-UD).

When preparing a Spam Report and the MessageType Parameter is set to “MMS” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. The entire M-Notification.ind PDU as defined in [OMA_MMS].
When preparing a Spam Report and the MessageType Parameter is set to “IM” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. Entire message including both Content and metadata.
Change 3:  Make the following changes to   Section 5.1.1.3
5.1.1.3 Message Fingerprint
The SpamRep Enabler supports reporting spam messages By-Fingerprint. 
Cryptographic hash algorithms such as MD5, SHA-1, SHA-256 and also proprietary algorithms can be applied to part of or the entire spam message to generate a message “fingerprint”. Some keywords can also be identified and extracted to form a message fingerprint. A recent standardized robust fingerprinting algorithm for image is the MPEG-7 Image Signature Tools [MPEG-7-IMG-SIG], which can be applied to an image in a message. 
A given message may have more than one fingerprint.  For example, for a URL fingerprinting algorithms, there may be one fingerprint for each URL contained in a Spam message.  Therefore, the SpamRep enabler supports the inclusion of multiple fingerprints.  When reporting By-Fingerprint, for each reported fingerprint there SHALL be one “MessageFingerprint” structure in the Spam Report Message Element.  

Each fingerprint is represented by a MessageFingerprint data structure, as specified in the following table:
	Parameter name
	Data type
	Parameter cardinality
	Description

	FingerprintAlgID
	  String
	1
	ID of the fingerprint algorithm.

	Fingerprint
	Opaque Data
	1
	Opaque Message Fingerprint which is extracted by the SpamRep Client using the algorithm identified by the parameter FingerprintAlgID. 

	Range
	String
	0..1
	Algorithm-dependent, identifies the part of the message or message characteristic to which the fingerprint algorithm has been applied.


Table 6: Parameters in the MessageFingerprint structure 

A fingerprint algorithm identifier, FingerprintAlgID, identifies the particular fingerprint algorithm used to generate the message fingerprint.  Within each MessageFingerprint structure, the applied fingerprint algorithm(s) SHALL be specified in the “FingerprintAlgID” parameter.  Example values for this parameter are:

1. “MD5” – indicates that MD5 hashing function as defined in [RFC1321] is applied to the message.
2. “SHA-1” – indicates that SHA-1 hashing function  is applied to the message.
3. “SHA-256” – indicates that SHA-256 hashing function is applied to the message.
4. “KEYWORD” - indicates that the fingerprints extracted are keywords from the message body.
5. “MPEG7-IMG-SIG” - indicates that the MPEG-7 Image Signature Tools algorithm is applied to the message.

Other fingerprint algorithms may be used.

Within each MessageFingerprint structure, the “Fingerprint” parameter SHALL be specified, and its value set to the result of the particular fingerprint algorithm specified in the “FingerprintAlgID”, using the Range parameter value if appropriate.

Within each MessageFingerprint structure, the optional “Range” parameter MAY be used to identify the part of the message body or transport characteristic the fingerprint algorithm is applied to. The meaning of the range parameter is dependent on the particular fingerprint algorithm.   For MD5, SHA-1 and SHA-256 algorithms, the absence of the “Range” parameter SHALL indicate that the algorithm has been applied to the entire message body, including headers if any.  
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