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1. Scope

The scope of this document is to define the technical details of the SpamRep enabler., including:
· SpamRep message format and characteristics

· SpamRep Client-Server protocol

· Client procedures

· Server procedures relevant to the SpamRep Client-Server interface

This document does not address technical areas that are outside the scope of the SpamRep 1.0 enabler, such as server-to-server message forwarding, processing the SpamRep message, or server interaction with any external spam-mitigation infrastructure. 

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[XSD_spam_rep]
	“XML Schema Definition: “SpamRep Document”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_spam_rep-V1_0,                                                                                                            URL: http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT>>

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

The SpamRep enabler provides a capability wherein media content that is received on a device can be designated, either by the User or automatically by the SpamRep client, as Spam and a report containing information about the Spam message is sent to a Server for further processing.  The report contains information about the origin(s) and content of the Spam message, and this information may be used to blacklist the originator or prevent further instances of the same or similar messages from reaching Users.  The SpamRep 1.0 enabler only specifies the Client-Server interface; any processing of the received Spam Report by the Server is out of scope.  
In addition to the basic capability described above, the SpamRep enabler provides a mechanism for Users to request the blocking or unblocking of specific Spam message originators, as well as an ability to indicate the type of abusive message received (e.g., malware, phising attack, etc.).  
4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the specification.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality. 

DELETE THIS COMMENT

5. Messages and Message Formats
SpamRep enabler defines two types of messages:
· SpamRep Client originated messages, and
· SpamRep Server originated messages.
Both SpamRep Server and Client originated messages SHALL be formatted as XML documents. The XML schema for SpamRep XML documents is described in section 5.3.

Editor’s Note: Section 5.3 will be provided in a separate CR.

5.1 SpamRep Client Originated Messages
The following messages are sent from SpamRep Client to SpamRep Server:

1. Spam report;

2. Action request;

3. Status query, and

4. Message query.

5.1.1 Spam Report

Spam Report message is sent either automatically by the SpamRep Client, or initiated by the User to report a message deemed to be Spam. The structure and format of the Spam Report message is defined by the XML schema as described in section 5.3. The entire message is contained within the <spam-report> element of the <spam-rep-document> root element with the following clarifications:

Editor’s Note: The rest of the contents of this section will be defined later
5.1.2 Action Request
Action Request message is initiated by the User and sent by the SpamRep Client, to request an action to be performed by the SpamRep Server. SpamRep Server SHALL and SpamRep Client SHOULD support the following actions:

1. Block Sender;

2. Unblock Sender;

3. Release Quarantined Message, and

4. Opt Out.

The structure and format of the Action Request message is defined by the XML schema as described in section 5.3. The entire message is contained within the <action-request> element of the <spam-rep-document> root element with the following clarifications:

Editor’s Note: The rest of the contents of this section will be defined later
5.1.3 Status Query
Status Query message is initiated by the User and sent by the SpamRep Client in order to obtain status of a previously submitted Spam Report from the SpamRep Server. The structure and format of the Status Query message is defined by the XML schema as described in section 5.3. The entire message is contained within the <status-query> element of the <spam-rep-document> root element with the following clarifications:

The following table specifies parameters in a Spam Report Status Query message:  
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamReportID
	List of Data Structures
	1
	List of SpamReportID’s that identify the Spam Reports whose status is queried.  

 


Table 1: Parameters in a Spam Report Status Query message
Editor’s Note: The rest of the contents of this section will be defined later
5.1.4 Quarantined Messages Query

Quarantined Messages Query message is initiated by the User and sent by the SpamRep Client in order to obtain a list of quarantined messages from the SpamRep Server. The structure and format of the Quarantined Messages Query message is defined by the XML schema as described in section 5.3. The entire message is contained within the <quarantined-messages-query> element of the <spam-rep-document> root element with following the clarifications:

There are no query-specific parameters.
Editor’s Note: The rest of the contents of this section will be defined later
Editor’s Note: The contents of this section will be updated in subsequent CRs
5.2 SpamRep Server Originated Messages
The following messages are sent from SpamRep Server to SpamRep Client:

1. Report status;

2. Action response, and

3. Message query response.
5.2.1 Report Status 

Report Status message is sent by the SpamRep Server as the initial response to the Spam Report message received from the SpamRep Client. This message is also sent in response to the Status Query message, and as an asynchronous status notification message. The structure and format of the Report Status message is defined by the XML schema as described in section 5.3. The entire message is contained within the <report-status> element of the <spam-rep-document> root element with the following clarifications:
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamReportID
	String
	1
	See Table x (Description of Frequently Used Parameters)

	SpamReportStatus 
	String
	1
	Status of Spam Report identified by SpamReportID. See Table x (Description of Frequently Used Parameters)

	AddlStatusInfo
	String
	0..1
	Additional information pertaining to the status


Table 2: Information elements in the SpamReportStatusInfo structure
Editor’s Note: The rest of the contents of this section will be defined later
5.2.2 Action Response 

Action Response message is sent by the SpamRep Server in response to the Action Request message received from the SpamRep Client. The structure and format of the Action Response message is defined by the XML schema as described in section 5.3. The entire message is contained within the <action-response> element of the <spam-rep-document> root element with the following clarifications:
Editor’s Note: The rest of the contents of this section will be defined later
5.2.3 Quarantined Messages List 

Quarantined Messages List message is sent by the SpamRep Server in response to the Quarantined Messages Query message received from the SpamRep Client. The list of quarantined messages is obtained from an entity external to the SpamRep Server (e.g. message box located in the Messaging  System). The structure and format of the Quarantined Messages List message is defined by the XML schema as described in section 5.3. The entire message is contained within the < quarantined-messages-list > element of the <spam-rep-document> root element with the following clarifications:
The following table specifies parameters in  a  Quarantined Messages List message.

	Parameter name
	Data type
	Parameter cardinality
	Description

	QuarantinedMessagesList  
	List of Data Structures
	1
	 List of quarantined messages.   


Table 3: Parameters in a Quarantined Messages List 

Editor’s Note: The rest of the contents of this section will be defined later
Editor’s Note: The contents of this section will be updated in subsequent CRs
5.3 SpamRep XML Document

SpamRep XML document SHALL be used as the container for both SpamRep Server and Client originated messages. SpamRep XML document MAY contain multiple messages as defined in Sections 5.1 and 5.2.

5.3.1 Mime Type

The MIME type for SpamRep XML document SHALL be “application/vnd.oma.spamrep+xml”.

5.3.2 XML Schema
The SpamRep XML document SHALL conform to the XML schema described in [XSD_spam_rep].

5.3.3 Structure
The SpamRep XML document SHALL conform to the XML schema described in section 5.3.2 “XML Schema”, with the following clarifications:
· The root element of the SpamRep XML document SHALL be <spam-rep-document>
· The root element of the SpamRep XML document SHALL contain at least one and possibly multiple messages.
Editor’s Note: Additional details about the structure may be provided as the group further refines the specification..

5.4 Description of Frequently Used Parameters
The following table contains descriptions of frequently used parameters used throughout the document:
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	SpamRepServerID
	String
	1
	Identifies the SpamRep Server, assigned and MAY be provisioned by the MNO.

	SpamReportID

	String
	1
	Identifies the SpamRep Report, assigned by the SpamRep Server after receiving the report and communicated back to the client in the response.

	MessageID
	Integer
	1
	A unique identifier that is given by the SpamRep enabler (i.e. SpamRep Client,  or  SpamRep Server) to each Message. The response to a given message MUST contain the same MessageID. 

	SpamReportStatus  
	String
	1
	Provides information  about  the status of  a Spam Report, 

	AbuseType
	String
	0..1
	Indicating the type of abuse: Spam, Phishing, Malware (e.g., Virus/Spyware), Not Spam, Miscategorized, Unauthorized Message (violation of a security policy), Sender Authentication Failure, Other, Unspecified.

	SubmissionTime
	String
	0..1
	The  date and time of a Spam Report’s submission.

	DeliveryPath
	String
	0..1
	Describing the delivery path of the abusive message 

	OriginatingAddress
	String
	0..1
	Identifies the actual or purported originating address of the abusive message.

	ForwardStatus
	Boolean
	0..1
	Identify  if the report is  a forwarded report.

	SharePermission  
	Boolean
	0..1
	Indicating Reporter's permission to share Spam Reports with third parties which reside outside of SpamRep Server's network.

	MessageStatus  
	Boolean
	0..1
	Indicates  Spam Report  reception success or failure 

	Version
	String
	0..1
	Indicates the SpamRep version.


Table 4: Frequently used parameters

6. Procedures

<<This section will specify SpamRep Client and Server procedures .  DELETE THIS COMMENT >>

6.1 Common Procedures

6.2 Client Procedures

6.3 Server Procedures

7. Protocol

<<This section will specify the session protocol.  DELETE THIS COMMENT>>
7.1 User-Initiated Report Session

7.2 Autonomous Report Session

7.3 Request/Query Session
8. Error Handling

9. System Concepts

9.1 Authorization

9.2 Authentication

9.3 Privacy

9.4 Ex<text>

9.4.1 Ex<text>

9.4.1.1 Exa<text>

Figure 1: Example Figure
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(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA
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OMA-MWG-SpamRep-2010-0013R01-CR_Para__Retrieving_list_quarantined_messages.doc
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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