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1 Reason for Change

This CR proposes to add additional requirements on Presence privacy policies related to the groups having one or more users with higher privileges.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve this CR and incorporate the changes below in the current Presence RD.

6 Detailed Change Proposal

5.6.1 Presence Privacy
5.6.1.1 Presence privacy based on watcher’s rules
5.6.1.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes how two wireless subscribers can configure the Presence Service such that their privacy preferences are taken into consideration when their presence information is disseminated.

5.6.1.1.2 Actors

· Alice

· Bob

· Presence Service (PS)

· Presence-enabled Address-book

5.6.1.1.3 Actor Specific Issues

Alice wants to:

· Share all her presence information to a few family members

· Share most of her presence information with her colleagues

· Share some presence information with a few friends

· Prevent anyone else from receiving her presence information

Bob wants to:

· Share all his presence information with his boss & wife

· Block a few people from receiving any presence information

· Share his cell-phone number & approximate location (e.g. state or region) with everyone else

5.6.1.1.4 Actor Specific Benefits

Alice & Bob:

· Get better control of their incoming communications

· Allow certain individuals to receive relevant information

· Prevent others from receiving private information

5.6.1.1.5 Pre-conditions

· Alice and Bob are both provisioned to use the Presence Service
· Alice and Bob are both provisioned with three default groups (Friends, Family & Colleagues)

· Alice and Bob access the Presence Service through their presence-enabled address-books

5.6.1.1.6 Postconditions

None. 

5.6.1.1.7 Normal Flow

1) Alice invokes her presence-enabled address-book.

2) Alice selects the “Edit Privacy Options” menu.

3) Alice goes through her address-book and associates some of her contacts with particular groups.

4) Alice specifies that her “Family” group should receive all her presence information.

5) Alice specifies that her “Colleagues” group should receive several parts of her presence information.

6) Alice specifies that her “Friends” group should receive very few parts of her presence information.

7) Alice specifies a default rule (for watchers not belonging to any group), where no presence information is shared.

8) Alice updates her presence information using some mechanism provided by the presence-enabled address-book.

9) The Presence Server applies Alice’s preferences and sends out appropriate notifications to each of her subscribed watchers.

5.6.1.1.8 Alternative Flow 1

1) Bob invokes his presence-enabled address-book.

2) Bob selects the “Edit Privacy Options” menu.

3) Bob doesn’t like the default groups so he removes them all.

4) Bob creates a “VIP” group.

5) Bob creates a “Blocked” group.

6) Bob assigns his wife and boss to the “VIP” group.

7) Bob assigns a few of his unwanted contacts to the “Blocked” group.

8) Bob allows the “VIP” group to access all his presence information.

9) Bob does not allow the “Blocked” group to access any of his presence information.

10) Bob specifies a default rule (for watchers not belonging to any group), where only his cell-phone and obfuscated location are allowed.

11) Bob updates his presence information using some mechanism provided by the presence-enabled address-book.

12) The Presence Server applies Bob’s preferences and sends out appropriate notifications to each of his subscribed watchers.

5.6.1.1.9 Operational and Quality of Experience Requirements

· Alice and Bob are able to specify different rules for different watchers.

5.6.1.2 Presence privacy based on group member privileges
5.6.1.2.1  ASK  \* MERGEFORMAT Short Description

This use case describes how a system administrator of a group may get more presence information than the rest of the group members.
5.6.1.2.2 Actors

· Sales Group containing the following users; Alice, Bob, Debbie, Charlie
· Presence Service (PS)

· Presence-enabled Address-book

· Alice is the sales manager but Bob, Debbie, and Charlie are sales executives.
5.6.1.2.3 Actor Specific Issues

Alice wants to:

· See all the presence information about her sales executives during the working hours.
5.6.1.2.4 Actor Specific Benefits

Alice
· Gets better control of the team’s presence information
Group members

· Need not provide all the information to the rest of the team if they do not want to show
5.6.1.2.5 Pre-conditions

· Alice is authorized to receive all the presence information of the group members 
· Alice access the Presence Service through her presence-enabled address-books
· Alice invokes her presence-enabled address-book.
· Alice creates a group called “Sales group” for which she is the owner.
· Alice associates Sales executives (Debbie, Charlie, and Bob) to her “Sales group”.

· Alice specifies that the “Sales group” should provide all their presence information to her
· Alice specifies a default rule (watchers in the group), where some presence information is shared.
· Alice also specifies a default rule for all the members of the group to show some information about them to the others in the group.
· Bob specifies a default rule where no presence information is shared with Debbie but some information is shared with Charlie.
5.6.1.2.6 Postconditions

None. 

5.6.1.2.7 Normal Flow

10) Alice invokes her presence address book and gets authorized by the presence server as the administrator of the “Sales Group”.
11) The Presence Server recognizes Alice’s identity as the group administrator and sends out presence information about Debbie, Charlie, and Bob to her.

5.6.1.2.8 Alternative Flow 1

12) Charlie invokes his presence-enabled address-book.
13) The presence Server recognizes Charlie’s identity as a group member of “Sales Group” and sends out some information about Alice and some information about Bob based on the rules specified by Alice and Bob, respectively.
14) Debbie invokes her presence-enabled address book.
15) The presence Server recognizes Debbie’s identity as a group member of “Sales Group” and sends out some information about Alice and some information about Bob (because Alice set a rule to override individual rule) based on the rules specified by Alice and Bob, respectively
5.6.1.2.9 Operational and Quality of Experience Requirements

· Administrator

· Administrator of the group can specify rules such that she can get all the information available from her group members.

· Administrator can override the individual user’s privacy policy of the group.

· Presence server

· Presence server will know the member privileges based on the authentication.

· Presence server will execute the rules specified by the users and the rules specified by the administrator. Presence server may override the individual user’s policies by the administrator’s policies.

· Group members

· Group members can specify privacy rules that will apply to other members in the group.
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