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1 Reason for Change

The subsections of 5.2 addressing authentication & authorization are filled. A related normative reference is added to the list.

2 Impact on Backward Compatibility

None Identified.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend updating the given subsections of the Presence Spec.

6 Detailed Change Proposal

<--   Addition to Normative References section 2.1 -->
	[RFC3325]
	“Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks”, C. Jennings et al., November 2002, http://www.ietf.org/rfc/rfc3325.txt.

	[presRules]
	“Presence Authorization Rules”, J. Rosenberg, April 2004, http://www.ietf.org/internet-drafts/draft-ietf-simple-presence-rules-00.txt.


5.2 Presence Server

5.2.1 Presence information publication acceptance from Presence Sources

Publication of presence information establishes a direct communication between presence source and presence server. Therefore, all issues related to communication between mutually untrusted peers apply.  Especially avoidance of DoS attacks, authentication and authorization must be considered.

5.2.1.1 Authentication

Authentication of the publisher is needed to ensure authorization and to enable the presence server to identify the appropriate subscriber record to be updated.

Depending on the presence source there may be the problem of delegation: consider, for instance, an application server which is publishing presence information on behalf of a user. In the general case, both, the application and the user must be authenticated since they cannot be considered trusted. 
NOTE: For release 1 we assume that application servers are trusted. Untrusted applications will be addressed by release 2 of this specification.
No authentication of the application is provided for release 1. 
For user (presentity) authentication, the approach as described in section 3.1.1 of [presRules] SHALL apply (note: these procedures are extended to the PUBLISH case for consistency reasons. They are not explicitly discussed in [presRules]). This means especially that 
· if the request is sent by a trusted and 3GPP/3GPP2 compliant application server, the application server SHALL insert the user (presentity) identity into the P-Asserted-Identity header as defined in [RFC 3325] and SHALL add this header to the PUBLISH request. The Presence Server SHALL use the P-Asserted-Identity header as defined in [RFC 3325] to authenticate the user (presentity),
· if the request is sent by a 3GPP/3GPP2 compliant UE, the SIP/IP Core complying to 3GPP/3GPP2 (see section 6.1) SHALL authenticate the user (presentity) and insert the user (presentity) identity into the P-Asserted-Identity header as defined in [RFC 3325] and SHALL add this header to the PUBLISH request. The Presence Server SHALL use the P-Asserted-Identity header as defined in [RFC 3325] to authenticate the user (presentity),  
· a presence source (terminal or application) and a Presence Server hosted by a SIP/IP Core NOT complying to 3GPP/3GPP2 SHALL follow the procedure described for 3GPP/3GPP2 compliant networks. 
5.2.1.2 Authorization

Authorization of PUBLISH requests MAY be performed by the presence service provider to check whether the publisher is generally allowed to publish information. Authorization is based on operator policy; the used mechanism is out of scope of this specification. Authorization controlled by the Presentity does not take place.

5.2.1.3 Detecting information collision

5.2.2 Subscription acceptance to presence state event package

5.2.3 Subscriptions to presence information establish a direct communication between watcher and presence server. Therefore, all issues related to communication between mutually untrusted peers apply.  Especially avoidance of DoS attacks, authentication and authorization must be considered.
5.2.3.1 Authentication

Authentication of the subscribing watcher is needed to ensure authorization and to enable the presence server to apply the appropriate authorization rules.

Depending on the watcher there may be the problem of delegation: consider, for instance, an application server which is subscribing for presence information on behalf of a user. In the general case, both, the application and the user must be authenticated since they cannot be considered trusted. 
NOTE: For release 1 we assume that application servers are trusted. Untrusted applications will be addressed by release 2 of this specification.
No authentication of the application is provided for release 1. 

For user (watcher) authentication, the approach as described in section 3.1.1 of [presRules] SHALL apply. This means especially that:
· If the request is sent by a trusted and 3GPP/3GPP2 compliant application server, the application server SHALL insert the user (watcher) identity into the P-Asserted-Identity header as defined in [RFC 3325] and SHALL add this header to the SUBSCRIBE request. The Presence Server SHALL use the P-Asserted-Identity header as defined in [RFC 3325] to authenticate the user (watcher).

· If the request is sent by a 3GPP/3GPP2 compliant UE, the SIP/IP Core complying to 3GPP/3GPP2 (see section 6.1) SHALL authenticate the user (watcher) and insert the user (watcher) identity into the P-Asserted-Identity header as defined in [RFC 3325] and SHALL add this header to the SUBSCRIBE request. The Presence Server SHALL use the P-Asserted-Identity header as defined in [RFC 3325] to authenticate the user (watcher). 

· a watcher (terminal or application) and a presence server hosted by a SIP/IP Core NOT complying to 3GPP/3GPP2 SHALL follow the procedure described for 3GPP/3GPP2 compliant networks. 
5.2.3.2 Authorization 
Authorization of the watcher MAY be performed by the Presence Server on behalf of the presence service provider. The mechanism of authorization based on presence service provider policy is out of scope of this specification. 

Authorization of the watcher on behalf of the Presentity SHALL be performed by the Presence Server. The mechanism SHALL be based on [presRules].
5.2.3.3 Polite blocking

Polite blocking describes a specific kind of authorization of the watcher: The subscription is accepted but no or incorrect presence data about the Presentity is sent. Polite blocking authorization SHALL be implemented as described in [PresRules].
Section 5.2.3 omitted.
5.2.4 Subscription acceptance to watcher information template package

5.2.1.4 Authentication

Authentication of the presentity is needed to ensure authorization and to enable the presence server to identify the appropriate data to be retrieved.
Depending on the subscriber there may be the problem of delegation: an application server may retrieve watcher information on behalf of a user. In the general case, both, the application and the user must be authenticated since they cannot be considered trusted. 

NOTE: For release 1 we assume that application servers are trusted. Untrusted applications will be addressed by release 2 of this specification.

No authentication of the application is provided for release 1. 

For user authentication, the approach as described in section 3.1.1 of [presRules] SHALL apply. This means especially that 

· If the request is sent by a trusted and 3GPP/3GPP2 compliant application server, the application server SHALL insert the user (presentity) identity into the P-Asserted-Identity header as defined in [RFC 3325] and SHALL add this header to the SUBSCRIBE request. The Presence Server SHALL use the P-Asserted-Identity header as defined in [RFC 3325] to authenticate the user (presentity).
· If the request is sent by a 3GPP/3GPP2 compliant UE, the SIP/IP Core complying to 3GPP/3GPP2 (see section 6.1) SHALL authenticate the user (presentity) and insert the user (presentity) identity into the P-Asserted-Identity header as defined in [RFC 3325] and SHALL add this header to the SUBSCRIBE request. The Presence Server SHALL use the P-Asserted-Identity header as defined in [RFC 3325] to authenticate the user. 

· a subscriber (terminal or application) and a Presence Server hosted by a SIP/IP Core NOT complying to 3GPP/3GPP2 SHALL follow the procedure described for 3GPP/3GPP2 compliant networks. 
5.2.1.5  Authorization

Authorization MAY be performed based on the presence service provider’s policies whether the subscriber is generally allowed to subscribe. This authorization is out of scope of this specification. Other user-controlled authorization does not take place.
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