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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The editor of the GM SCR should integrate these changes into the next version of the GM SCR. 
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1. Scope



This specification describes the data format and XCAP application usage for the shared document, URI List, which can be used by all OMA enablers.


2. References



2.1 Normative References



			[IOPPROC]


			“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/





			[RFC2119]


			“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt





			[RFC2234]


			“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt





			[GM RD]


			“OMA Group Management Requirements”, Candidate Version 1,0, Open Mobile Alliance(, OMA-RD_GM-V1_0-20040930-C, URL: http://ww.openmobilealliance.org/





			[XCAP]


			“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, July 16, 2004, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-03.txt
Work in progress





			[XCAP_List]


			“Extensible Markup Language (XML) Formats for Representing Resource Lists”, J. Rosenberg, July 17 2004, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-list-usage-03.txt
 
Work in progress





			[XDM_Spec]


			“XML Document Management Specification”, Version 1.0, Open Mobile Alliance(, OMA-XDM_Specification-V1_0-20040929-D
Work in progress








2.2 Informative References



			[GMAD]


			OMA Group Management Architecture Document, Version 1.0. Open Mobile Alliance(. OMA-GM-AD-V1_0-2004XXXX





			[PoC_XDM]


			“PoC XML Document Management Specification”, Version 1.0, Open Mobile Alliance(, OMA-PoC_XDM_Specification-V1_0-20040927-D





			[RLS_XDM]


			“RLS XML Document Management Specification”, Version 1.0, Open Mobile Alliance(, OMA-RLS_XDM_Specification-V1_0-20040927-D





			[Presence_XDM]


			“Presence XML Document Management Specification”, Version 1.0, Open Mobile Alliance(, OMA-Presence_XDM_Specification-V1_0-20040927-D





			


			








3. Terminology and Conventions



3.1 Conventions



The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].



All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.



3.2 Definitions



			XCAP Server


			An HTTP server that understands how to follow the naming and validation constraints defined in this specification. (Source: [XCAP])





			 Application Usage


			Detailed information on the interaction of an application with an XCAP server. (Source: [XCAP])





			Global document


			A document placed under the XCAP global tree that applies to all users of that application usage.





			Global tree


			A URL that represents the parent for all global documents for a particular application usage within a particular XCAP root. (Source: [XCAP])





			


			





			


			








3.3 Abbreviations



			OMA


			Open Mobile Alliance





			XCAP


			XML Configuration Access Protocol





			XDM


			XML Document Management





			XML


			Extensible Markup Language





			URI


			Uniform Resource Identifier





			AUID


			Application Unique ID





			


			








4. Introduction



This specification, which is a part of the Group Management enabler, describes a particular type of list, the URI List, which is a convenient way for a principal to group together a number of end users (e.g., as “Friends”, “Family” etc.) or other resources, where such a list is expected to be reused for a number of different services. Such a list is not enabler-specific and can be re-used wherever a principal has a need to collectively refer to a group of other end users or resources. For example, the reference to a list of “Friends” can be an entry in a PoC Group member list (see [PoC_XDMS] for details), or be included in a Presence List (see [RLS_XDMS] for details). 



This specification provides the data schema and application usage of a URI List. It reuses the document structure “resource-lists” described in IETF [XCAP_List].



The Shared XDMS (see [GMAD]) is the logical repository where the URI Lists for principals are stored. The common protocol specified in [XDM_Spec] is used for access and manipulation of such URI Lists by authorized principals.


5. Shared XDM Application Usages



5.1 Application-specific functional element descriptions



The Shared XDMS (see [GMAD]) is the logical repository where the URI Lists for principals are stored.


5.2 Application-specific procedure descriptions



The Shared XDMS SHALL implement the XDM Server functionality as described in [XDM_Spec] for shared XML documents, such as URI Lists. 


5.3 URI list



5.3.1 Structure



The URL List document SHALL conform to the structure of the “resource-lists” document described in [XCAP_List] Section 3.



5.3.2 Application Unique ID



The URI List SHALL conform to the AUID for “resource-lists” defined in [XCAP_List] Section 3.4.1. 



5.3.3 XML Schema



The URL List document SHALL conform to the XML schema for the “resource-lists” document described in [XCAP_List] Section 3.1.



5.3.4 MIME Type



The URI List SHALL conform to the MIME type “application/resource-lists+xml” defined in [XCAP_List] Section 3.4.2.



5.3.5 Validation constraints



In addition to the XML schema, the additional validation constraints on a URI List SHALL conform to those described in [XCAP_List] Section 3.4.4. 



5.3.6 Data Semantics



The data semantics for a URI List SHALL conform to those described in [XCAP_List] Section 3.1.


5.3.7 Naming conventions



The naming conventions for a URI List SHALL conform to those described in [XCAP_List] Section 3.4.6.



5.3.8 Global documents



This application usage defines no global documents.



5.3.9 Resource interdependencies



This application usage defines no additional resource interdependencies. 



5.3.10 Authorization policies



The authorization policies for manipulating a URI List SHALL conform to those described in [XDM_Spec] Section 6.4.2.



Appendix A. Static Conformance Requirements


The SCR’s defined in the following tables include SCR for:



· Shared XDM Application Usages



Each SCR table identifies a list of supported features as:



Item: Identifier for a feature. 



Function: Short description of the feature. 



Reference: Section(s) of this specification with more details on the feature. 



Status: Whether support for the feature is mandatory or optional. MUST use “M” for mandatory support and “O” for optional support in this column. 



Requirement: This column identifies other features required by this feature. If no other features are required, this column is left empty. 



This section describes the dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234]. 



TerminalExpression = ScrReference / NOT TerminalExpression / TerminalExpression LogicalOperator TerminalExpression / “(“ TerminalExpression “)” 



ScrReference = ScrItem / ScrGroup 



ScrItem = SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId / SpecScrName “–“ DeviceType “–“ NumericId 



ScrGroup = SpecScrName “:” FeatureType / SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType 



SpecScrName = 1*Character; 



GroupType = 1*Character; 



DeviceType = “C” / “S”; C – client, S – server 



NumericId = Number Number Number 



LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive 



FeatureType = “MCF” / “OCF” / “MSF” / “OSF”; See Section A.1.6 



Character = %x41-5A ; A-Z 



Number = %x30-39 ; 0-9 



A.1 Shared XDM Application Usages



			Item


			Function


			Reference


			Status


			Requirement





			Shared_XDM-AU-S-001


			XDMS implements mandatory XDM Server functionality for shared XML documents


			5.2 


			M 


			See [XDM_Spec] - Appendix A – “SCR” for the list of the mandatory server functions and their dependencies:
  GM-XDMS-S-001,
  GM-XDMS-S-002,
  GM-XDMS-S-006,
  GM-XDMS-S-007,
  GM-XDMS-S-009,
  GM-XDMS-S-010,
  GM-XDMS-S-011,
  GM-XDMS-S-012





			Shared_XDM-AU-S-002


			XDMS implements optional XDM Server functionality for shared XML documents


			5.2


			O


			See [XDM_Spec] - Appendix A – “SCR” for the list of the optional server functions and their dependencies:
  GM-XDMS-S-003,
  GM-XDMS-S-004,
  GM-XDMS-S-005,
  GM-XDMS-S-008





			Shared_XDM-AU-S-003


			URI list structure


			5.3.1 


			M


			





			Shared_XDM-AU-S-004


			AUID in URI list


			5.3.2 


			M


			





			Shared_XDM-AU-S-005


			XML schema of URI list


			5.3.3 


			M


			





			Shared_XDM-AU-S-006


			URI list conforms to MIME type


			5.3.4


			M


			





			Shared_XDM-AU-S-007


			Validation constraints, in addition to the XML schema 


			5.3.5 


			M


			





			Shared_XDM-AU-S-008


			Data semantics of URI list


			5.3.6


			M


			





			Shared_XDM-AU-S-009


			Naming conventions for URI list


			5.3.7 


			M


			





			Shared_XDM-AU-S-010


			Authorization policies for manipulating a URI List


			5.3.10 


			M


			








Appendix B. Examples



B.1 Manipulating URI Lists



B.1.1 Obtaining URI Lists



Figure B.1.1 describes how an XDM client obtains URI lists.
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Figure B.1.1 XDM Client obtains URI lists


The details of the flows are as follows:



1) The user “sip:ronald.underwood@example.com” wants to obtain document describing his URI Lists. For this purpose the XDMC sends a HTTP GET request to the Aggregation Proxy.


GET http://xcap.example.com/services/resource-lists/users/ronald.underwood/~~
/resource-lists HTTP/1.1



...



Content-Length: 0



2) Based on the AUID, the Aggregation Proxy forwards the request to Shared XDMS.



3) After the Shared XDMS has performed the necessary authorisation checks on the request originator, the Shared XDMS sends an HTTP “200 OK” response including the requested document in the body.



HTTP/1.1 200 OK



Etag: "eti87"



...



Content-Type: application/resource-lists+xml



<?xml version="1.0" encoding="UTF-8"?>



<resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists"



   xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">



  <list name="friends">



    <list name="close-friends">



      <display-name>Close Friends</display-name>



      <entry uri="sip:hermione.blossom@example.com">



        <display-name>Hermione</display-name>



      </entry>



      <entry uri="tel:5678;phone-context=+43012349999"/>



    </list>



    <external anchor="http://xcap.example.com/services/resource-lists/users/hermione.blossom/~~
/resource-lists/list[@name=%22spew%22]">



      <display-name>society</display-name>



    </external>



  </list>



</resource-lists>



4) The Aggregation Proxy routes the response to the XDM Client.
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1. Scope



This document specifies the common functionality needed to support XML document management that is required to support various OMA enablers. It specifies the protocols, data access conventions and common XCAP application usages needed to support XML document management applicable to all OMA service enablers that need such capabilities.



Service enabler specific document formats and associated XCAP application usages are described in other specifications, but shall reference this specification for their document management functions.
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			[SIP_UA_Prof]


			“A Framework for Session Initiation Protocol User Agent Profile Delivery”, D. Petrie, URL: http://www.ietf.org/internet-drafts/draft-ietf-sipping-config-framework-04.txt
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			[INDIRMECH]


			“Mechanism for Content Indirection in Session Initiation Protocol (SIP) Messages”, D. Willis, Ed., July 2004.
URI:http://www.ietf.org/internet-drafts/draft-ietf-sip-content-indirect-mech-04.txt


Work in progress





			[3GPP TS 33.222]


			3GPP TS 33.222 “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 6)”





			


			








2. Informative References



			[GMAD]


			OMA Group Management Architecture Document, Version 1.0, Open Mobile Alliance(. OMA-GM-AD-V1_0-2004XXXX
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3. Terminology and Conventions



3. Conventions



The key words “SHALL”, “SHALL NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].



All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.



3. Definitions



			XCAP Server


			An HTTP server that understands how to follow the naming and validation constraints defined in this specification. (Source: [XCAP])





			XCAP Root


			A context that includes all of the documents across all application usages and users that are managed by a server. [Source: XCAP]





			XCAP Root URI


			An HTTP URI that represents the XCAP root. Although a valid URI, the XCAP Root URI does not correspond to an actual resource. [Source: XCAP]





			XCAP User Identifier (XUI)


			The XUI is a string, valid as a path element in an HTTP URI, that is associated with each user served by the XCAP server. [Source: XCAP]





			Application Unique ID (AUID)


			A unique identifier that differentiates XCAP resources accessed by one application from XCAP resources accessed by another. [Source: XCAP]





			Global document


			A document placed under the XCAP global tree that applies to all users of that application usage.





			Global tree


			A URL that represents the parent for all global documents for a particular application usage within a particular XCAP root. (Source: [XCAP])





			


			





			


			








3. Abbreviations



			OMA


			Open Mobile Alliance





			XCAP


			XML Configuration Access Protocol





			XDM


			XML Document Management





			XML


			Extensible Markup Language





			AUID


			Application Unique ID





			XUI


			XCAP User Identifier





			URI


			Uniform Resource Identifier








4. Introduction



Various OMA enablers such as, Presence, Push to Talk Over Cellular (PoC), Instant Messaging (IM), etc. need support for access to and manipulation of certain information that are needed by these enablers.  Such information is expressed as XML documents and stored in various document repositories in the network where such documents can be located, accessed and manipulated (created, changed, deleted) by 
uthorized principals. 



This specification defines the common protocol for access and manipulation of such XML documents by authorized principals.  This specification reuses the IETF XML Configuration Access Protocol (XCAP). 



XCAP defines:



· A convention for describing elements and attributes of an XML document as a HTTP resource, i.e., accessible via a HTTP URI



· A technique for using HTTP GET, PUT and DELETE methods for various document manipulation operations (e.g., retrieving/adding/deleting elements/attributes, etc.)



· The concept and structure of an XCAP Application Usage by which service or enabler specific documents can be described



· A default authorization policy for accessing and manipulating documents



This specification also defines a technique by which changes to such XML documents can be conveyed to an XCAP Client.  This reuses an IETF-defined SIP event package by which a XDM Client subscribes to changes to all documents that it owns.  



Common, reusable as well as enabler-specific document formats and associated XCAP application usages are described in separate specifications [Shared_XDM] [PoC_XDM] [Presence_XDM] that make use of the XCAP protocol specified here for their document management.


5. Description of Functional Elements



5. XDM Client



An XDM Client is an entity that accesses a XCAP resource in a XML Data Management Server (XDMS). Such XCAP resources correspond to elements and attributes of a XML document. A XCAP resource is identified via a HTTP URI following the conventions for constructing URIs in [XCAP].



5. XDM Server



A XDM Server (XDMS) is a HTTP origin server that manipulates XML resources according to the conventions described in [XCAP].



5. Aggregation Proxy



The Aggregation Proxy is the contact point for the XDM Client to access XML documents stored in any XDMS.



The Aggregation Proxy SHALL act as an HTTP Proxy defined in [RFC2616] with the following clarifications. The Aggregation Proxy:



1. SHALL support authenticating the XDM Client; in case the GAA is used according to [3GPP TS 33.222], the mutual authentication SHALL be supported;



2. SHALL forward the XCAP requests to the corresponding XDM Server, and forward the response back to the XDM Client;


3. SHALL protect the XCAP traffic by enabling TLS transport security mechanism. The TLS resumption procedure SHALL be able to use according to [RFC2818].


When realized in 3GPP/3GPP2 IMS the Aggregation Proxy SHALL act as an Authentication Proxy defined in [3GPP TS 33.222] with the following clarifications. The Aggregation Proxy:



1. SHALL assert the XDM client identity to the XDMS as described [3GPP TS 24.109], if the authenticated identity is not inserted by XDM Client;



6. Description of procedures



6. Procedures at the XDM Client



6. Document Management



6. XDM URI Construction



A HTTP URI represents each element and attribute of an XML document in a XDM respository. The rules for constructing such URIs SHALL follow the rules described in [XCAP] Section 6 with the clarifications given in this sub-clause.



Therefore, for example, a generic XCAP URI would be of the form http://[Root URI]/services/[AUID]/users/[XUI]/…..(See Appendix B for examples.)



The path segment corresponding to the XUI SHALL be a Public SIP URI of form sip: user@domain, identifying the document owner.



6. XDM Operations



An XDM Client manipulates an XML document by invoking certain HTTP operations (defined in sub-sections below) on the XDM resource identified in the Request-URI of the HTTP header. 



The client SHALL construct the Request-URI based on its knowledge of the application usage governing that XML document.



An XDM client MAY implement the conditional operations of [XCAP] section 7.10.



6. Create or Replace a Document



Creating or replacing an XML document SHALL follow the procedures described in [XCAP] Section 7.1.



6. Delete a Document



Deleting an XML document SHALL follow the procedures described in [XCAP] Section 7.2.



6. Retrieve a Document



Retrieving an XML document SHALL follow the procedures described in [XCAP] Section 7.3.



6. Create or Replace an Element



Creating or replacing an element in an XML document SHALL follow the procedures described in [XCAP] Section 7.4.



6. Delete an Element



Deleting an element in an XML document SHALL follow the procedures described in [XCAP] Section 7.5.



6. Retrieve an Element



Retrieving an element in an XML document SHALL follow the procedures described in [XCAP] Section 7.6.



6. Create or Replace an Attribute



Creating or replacing an attribute of an XML element in an XML document SHALL follow the procedures described in [XCAP] Section 7.7.



6. Delete an Attribute



Deleting an attribute of an XML element in an XML document SHALL follow the procedures described in [XCAP] Section 7.8.



6. Retrieve an Attribute



Retrieving an attribute of an XML element in an XML document SHALL follow the procedures described in [XCAP] Section 7.9.



6. Subscribing to changes in the XML documents



6. Initial subscription



An XDM Client MAY subscribe to the changes in the XML documents by sending a SUBSCRIBE request.



The XDM Client SHALL generate SUBSCRIBE request according to [RFC3265] and [SIP_UA_Prof] with the clarifications given in this sub-clause.



The XDM Client



1. SHALL set the Request-URI to the public SIP URI identifying the document owner;



2. SHALL include value “application” in the “profile-name” Event header parameter;



3. MAY include the AUID to be watched in the “app-id” Event header parameter;



4. MAY include the “document” Event header parameter specifying the document to be watched;



5. SHALL include an Accept header to indicate acceptable content-type for notifications. The Accept header



a. MAY include value “application/xcap-diff+xml” to indicate support for partial XML updates described in [XCAP_Diff];



b. MAY include value “message/external-body” to indicate support for content indirection described in [INDIRMECH];



6. SHALL send the SUBSCRIBE request towards the SIP/IP Core according to the procedures of the SIP/IP core.



The responses to the SUBSCRIBE request SHALL be handled in accordance with [RFC3265], [SIP_UA_Prof], and the procedures of the SIP/IP core.



When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the XDM Client SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP TS 24.229] / [3GPP2 X.P0013.4] with the clarifications given in this sub-clause.



6. NOTIFY processing



Upon receiving an incoming NOTIFY request that is part of the same dialog as the previously sent SUBSCRIBE request the XDM Client



1. SHALL handle the request according to [RFC3265], [SIP_UA_Prof], and the procedures of the SIP/IP core;



2. SHOULD update stored XML document based on the information in the NOTIFY request.


When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the XDM Client SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP TS 24.229] / [3GPP2 X.P0013.4] with the clarifications given in this sub-clause.



6. Procedures at the XDM Server



6. Document Management



An XDM Server receiving a HTTP request targeted at a XCAP resource identified by the HTTP Request-URI follows the following procedures based on the method requested.



An XDM server SHALL conform to [XCAP] section 8.5 for the management of Etags. 



An XDM server SHALL implement the conditional operations of [XCAP] section 7.10.



If the XDM Server implements parallel processing of requests, it SHALL ensure the integrity of the resulting document.



6. POST handling



HTTP POST requests targeted at an XDM resource SHALL be rejected with a HTTP 405 response.



6. PUT handling



HTTP PUT requests targeted at an XDM resource SHALL be processed as described in [XCAP] Section 8.2.



6.  GET handling



HTTP GET requests targeted at an XDM resource SHALL be processed as described in [XCAP] Section 8.3.



6. DELETE handling



HTTP DELETE requests targeted at an XDM resource SHALL be processed as described in [XCAP] Section 8.4.



6. Subscriptions to changes in the XML documents



6. Initial subscription



Upon receiving of a SUBSCRIBE request for the “sip-profile” event defined in [SIP_UA_Prof] the XDM Server:


1. If the “sip-profile” event is not supported, the XDM Server SHALL return the SIP “501 Not Implemented” error response; otherwise perform the following steps.


2. SHALL resolve use the Request-URI into as an XUI identifying the document owner;



3. SHALL perform the necessary authorisation checks on the originator to ensure that he/she is authorized to track the document changes. If the condition fails, the XDM Server SHALL return the SIP “403 Forbidden” error response.



4. SHALL create a subscription to changes of XML data identified by Event header parameters as described in [SIP_UA_Prof];



5. SHALL send a SIP “200 OK” in accordance with [RFC3265], [SIP_UA_Prof], and the procedures of the SIP/IP core.


6. SHALL generate and send an initial NOTIFY request as specified in sub-clause 6.2.2.2 “Generating a NOTIFY request”.



When a change in the subscribed document occurs, the XDM Server SHOULD generate and send a NOTIFY request as specified in sub-clause 6.2.2.2 “Generating a NOTIFY request”.



When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the XDM Server SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP TS 24.229] / [3GPP2 X.P0013.4] with the clarifications given in this sub-clause.



6. Generating a NOTIFY request



The XDM Server SHALL generate a NOTIFY request as described in the [RFC3265] and [SIP_UA_Prof] with the clarifications given in this sub-clause.


The XDM Server



1. SHALL check content-types accepted by the XDM Client as indicated in the SUBSCRIBE request (see sub-clause 6.1.2.1);



a. if both indirect and directly supplied content are acceptable, the XDM Server SHALL include both alternatives enclosed with a “multipart/alternative” body;



b. if acceptable for the XDM Client, the XDM Server SHALL include an “application/xcap-diff+xml” body as defined in [XCAP_Diff];



c. if acceptable for the XDM Client, the XDM Server SHALL include an “message/external-body” body as defined in [SIP_UA_Prof] and [INDIRMECH];



2. SHALL send the NOTIFY request towards the SIP/IP Core according to the procedures of the SIP/IP core.



The responses to the NOTIFY request SHALL be handled in accordance with [RFC3265], [SIP_UA_Prof], and the procedures of the SIP/IP core.



When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the XDM Server SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP TS 24.229] / [3GPP2 X.P0013.4] with the clarifications given in this sub-clause.



6. Procedures at the Aggregation Proxy



The Aggregation Proxy performs security procedures, as well as the request forwarding procedure for HTTP traffic. The first function is covered in section 6.3.1 and 6.3.2, and the request forwarding procedure is covered in section 6.3.3.


6.3.1 Authentication



The authentication function SHALL be performed over GM-3 reference point (see [GMAD]). The initial HTTP request from XDM Client SHALL be interrogated by the Aggregation Proxy using the HTTP Digest mechanism as specified in [RFC2617].



The Aggregation Proxy SHALL fulfill the functions described in sub-clause 6.4.1.



6.3.2 XDM Client identity assertion



When realized in 3GPP/3GPP2 IMS the procedures described [3GPP TS 24.109] SHALL be followed with the following clarifications:


1. The Aggregation Proxy SHALL check whether a XDM Client identity has been inserted in X-3GPP-Intended-Identity header of HTTP request. If so, the Aggregation Proxy SHALL check the value in the header is equal to the authenticated identity.



2. If the X-3GPP-Intended-Identity is not included, the Aggregation Proxy SHALL insert authenticated identity in the X-3GPP-Asserted-Identity header of the HTTP request.



6.3.3 XCAP request forwarding



The Aggregation Proxy SHALL forward each XCAP request to the corresponding XDM Server based on the AUID and the XUI values in the HTTP Request URI. The response to the XCAP request SHALL be sent back to the originating XDM Client.



6. Security Procedures



6. Authentication



The GM-3 reference point (see [GMAD]) SHALL provide mutual authentication.



For a 3GPP/3GPP2 realizsation the GM-3 corresponds to the Ut interface. In this case the XDM Client and the Aggregation Proxy SHOULD comply to the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] and the authentication SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-003-0].


The XDM Client, XDM Server and the Aggregation Proxy (see [GMAD]) SHALL support the HTTP Digest mechanism for server to client authentication.



The HTTP Digest authentication SHALL conform to [RFC2617] with the following clarifications:


· Both HTTP server and HTTP proxy authentication SHALL be supported;



· the Aggregation Proxy and XDM Server SHOULD send the Authentication-Info header with a “nextnonce” parameter in order to avoid unnecessary round trips for HTTP digest authentication challenge;



· the “username” parameter SHALL contain the SIP URI identifying the user (the public user identity);



The XDM Client, XDM Server and the Aggregation Proxy SHALL support HTTP over TLS as specified in [RFC2818] for server to client authentication.



The XDM Client, XDM Server and the Aggregation Proxy SHALL support the Transport Layer Security (TLS) as specified in [RFC2246] with the following clarifications:



· The following cipher suites SHALL be supported:



· TLS_RSA_WITH_3DES_EDE_CBC_SHA



· TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA



· other cipher suites defined in [RFC2246] MAY be supported.



When the SIP/IP Core corresponds with 3GPP IMS, the XDM Client, XDM Server and the Aggregation Proxy SHALL support the TLS version and profile as specified in clause 5.3 of [3GPP TS 33.222].



6. Authorization



The XDMS shall check that the identity of the requesting XDMC has granted access rights to perform the requested operations.



When realized in 3GPP/3GPP2 IMS, the identity of the requesting XDM is obtained from the X-3GPP-Asserted-Identity or the X-3GPP-Intended-Identity.



By default, the initial creator of a document is its primary principal. The primary principal SHALL have permission to perform all operations defined in section 6.1.1.



6. Error cases



If an XDM server receives a HTTP request targeted at a XCAP resource whose application usage is not understood, the XDM Server SHALL reject the request with a HTTP 404 (Not Found) response.



A HTTP 409 error response SHALL include a document in the HTTP body that conforms to that defined in [XCAP] Section 9. 



More TBD.



6. Common Application Usage 



Every XDM server SHALL support the Application Usage “xcap-caps”, which defines the capabilities of the server, as defined in [XCAP] Section 10.



The single document corresponding to the “xcaps-caps” Application Usage SHALL be available to all principals as a part of the global URI tree.



Appendix A.  Static Conformance Requirements



The SCRs defined in the following tables include SCR for:



· Aggregation Proxy



· XDM Server



· XDM Client



Each SCR table identifies a list of supported features as:



Item: Identifier for a feature. 



Function: Short description of the feature. 



Reference: Section(s) of this specification with more details on the feature. 



Status: Whether support for the feature is mandatory or optional. MUST use “M” for mandatory support and “O” for optional support in this column. 



Requirement: This column identifies other features required by this feature. If no other features are required, this column is left empty. 



This section describes the dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234]. 



TerminalExpression = ScrReference / NOT TerminalExpression / TerminalExpression LogicalOperator TerminalExpression / “(“ TerminalExpression “)” 



ScrReference = ScrItem / ScrGroup 



ScrItem = SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId / SpecScrName “–“ DeviceType “–“ NumericId 



ScrGroup = SpecScrName “:” FeatureType / SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType 



SpecScrName = 1*Character; 



GroupType = 1*Character; 



DeviceType = “C” / “S”; C – client, S – server 



NumericId = Number Number Number 



LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive 



FeatureType = “MCF” / “OCF” / “MSF” / “OSF”; See Section A.1.6 



Character = %x41-5A ; A-Z 



Number = %x30-39 ; 0-9 



A.1 XDM Client



			Item


			Function


			Reference


			Status


			Requirement





			GM-XDMC-C-001


			Support rules for constructing HTTP URIs


			6.1.1.1


			M


			





			GM-XDMC-C-002


			Support for XDM Operations (Creation, Replacement, Retrieval, & Deletion of Documents, Elements, and Attributes)


			6.1.1.2, 6.1.1.2.1-6.1.1.2.9


			M


			





			GM-XDMC-C-003


			May support conditional operations of XCAP


			6.1.1.2


			O



			





			GM-XDMC-C-004


			May subscribe to changes in XML docs.  (Initial Subscription)


			6.1.2.1


			O


			GM-XDMC-C-005 AND 
GM-XDMC-C-010 AND 
GM-XDMC-C-011
AND





			GM-XDMC-C-005


			Shall generate Subscribe request according to the rules given in this section


			6.1.2.1


			O


			GM-XDMC-C-004





			GM-XDMC-C-006


			May include the AUID to be watched in the “App-id” event header


			6.1.2.1


			O


			GM-XDMC-C-005





			GM-XDMC-C-007


			May include the “document” Event header parameter specivying the document to be watched


			6.1.2.1


			O


			GM-XDMC-C-005





			GM-XDMC-C-008


			May include the “Application/xcap-diff+xml” value in the Accept header


			6.1.2.1


			O


			GM-XDMC-C-005





			GM-XDMC-C-009


			May include the “message/external-body” value in the Accept header


			6.1.2.1


			O


			GM-XDMC-C-005





			GM-XDMC-C-010


			Shall handle responses to the SUBSCRIBE request as specified (if subscription is supported)


			6.1.2.1


			O


			GM-XDMC-C-004





			GM-XDMC-C-011


			Processing Received NOTIFY Request


			6.1.2.2


			O



			GM-XDMC-C-004





			GM-XDMC-C-012


			Support HTTP Digest authentication


			6.4.1


			M


			





			GM-XDMC-C-013


			Support HTTP over TLS using the two supported cipher suites


			6.4.1


			M


			





			GM-XDMC-C-014


			Support TSL with other cipher suites defined in RFC2246


			6.4.1


			O


			








A.2 XDM Server



			Item


			Function


			Reference


			Status


			Requirement





			GM-XDMS-S-001


			Support for XML Document Management (POST, PUT, GET, & DELETE handling)


			6.2.1, 6.2.1.1-6.2.1.4


			M


			





			GM-XDMS-S-002


			Process Initial Subscription when SUBSCRIBE request for a “sip-profile:” event message received


			6.2.2.1


			M


			GM-XDMS-S-003


OR



 (GM-XDMS-S-004 
AND
GM-XDMS-S-005)





			GM-XDMS-S-003


			If “sip-profile” event not supported, then respond with “501 Not Implemented”


			6.2.2.1


			O


			





			GM-XDMS-S-004


			If “sip-profile” event is supported implement the procedures described for intial subscription


			6.2.2.1


			O


			GM-XDMS-S-005





			GM-XDMS-S-005


			Generating a NOTIFY request in response to subscribe or change to subscribed document


			6.2.2.1, 6.2.2.2


			O


			GM-XDMS-S-004





			GM-XDMS-S-006


			Support HTTP Digest authentication


			6.4.1


			M


			





			GM-XDMS-S-007


			Support HTTP over TLS using the two supported cipher suites


			6.4.1


			M


			





			GM-XDMS-S-008


			Support TSL with other cipher suites defined in RFC2246


			6.4.1


			O


			





			GM-XDMS-S-009


			XDMS authorization of XDMC identity for requested operations


			6.4.2


			M


			





			GM-XDMS-S-010


			“Usage not understood” Error Handling


			6.5


			M


			





			GM-XDMS-S-011


			Inlcude a document in the body of any HTTP 409 error response.


			6.5


			M


			





			GM-XDMS-S-012


			Support Application Usage “xcap-caps”


			6.6


			M


			








A.3 Aggregation Proxy



			Item


			Function


			Reference


			Status


			Requirement





			GM-AP-S-001


			XDM Client Identity assertion for 3GPP and 3GPP2 IMS networks


			6.3.2


			M



			





			GM-AP-S-002


			XCAP request forwarding


			6.3.3, 5.3


			M


			





			GM-AP-S-003


			When realized in 3GPP/3GPP2 IMS network: assert the XDM client identity if the authenticated identity is not inserted by the XDM Client. 


			5.3


			

M


			





			GM-AP-S-003


			Support HTTP Digest authentication


			6.4.1


			M


			





			GM-AP-S-004


			Support HTTP over TLS using the two supported cipher suites


			6.4.1


			M


			





			GM-AP-S-005


			Support TSL with other cipher suites defined in RFC2246


			6.4.1


			O


			








Appendix B. Examples



B.1 Example 1: Sample XCAP message flow



Example 1 describes the message flows used to manipulate an XML document in an XDMS. The “resource-list” application usage (see [Shared_XDMS]) i.e. the manipulation of a URI List  is used in this specific example, but the same types of messages apply for other application usages (although the HTTP body content would, of course, be different). 



The request messages (1,3,5,7) are shown in one diagram for the convenience of the reader, but there is no implication that all of them have to be performed.



The Aggregation Proxy is not shown on the flow diagram as its omission does not affect the content of the exchanged messages. Also the authentication headers and other HTTP headers not necessary to illustrate the XCAP functionality are also omitted.
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Fig. X: XDMC manipulating a document in the XDMS



1. XCAP(HTTP) PUT request (from XDMC to XDMS)



The XDMC sends an XCAP(HTTP) PUT request to create a new URI list “friends.xml” for the user with a public SIP URI of “sip:joebloggs@example.com” in the (Shared) XDMS in the example.com domain. 



PUT http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/friends.xml HTTP/1.1



…



Content-Type: application/resource-lists+xml



Content-Length: (…)



<?xml version=”1.0” encoding=”UTF-8”?>



   <resource-lists xmlns=”urn:ietf:params:xml:ns:resource-lists”>



     <list name=”My_friends” >



       <entry uri=”sip:friend1@example.com”>



         <display-name>Friend1</display-name>



       </entry>



     </list>



   </resource-lists>



2. XCAP(HTTP) 201 Created  reply (from XDMS to XDMC)



The XDMS acknowledges the creation of the friends.xml document with a XCAP(HTTP) 201 Created message, assuming that the XDMC had the necessary authorisation to perform the operation, and the operation was successful. 



HTTP/1.1 201 CREATED



Etag: “cdcdcdcd”



…



Content-Length: 0



3. XCAP(HTTP) PUT request (from XDMC to XDMS)



The XDMC sends a XCAP(HTTP) PUT request to the just-created friends.xml document in “sip:joebloggs@example.com”’s home directory to add a new <entry> sub-element to the <list> element identified as “My_friends”. 



PUT http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/friends.xml/~~/resource-lists/list[@name=”My_friends”]/entry HTTP/1.1



…



Content-Type : application/xcap-el+xml



Content-Length: (…)



<?xml version=”1.0” encoding=”UTF-8”?>



         <entry uri=”sip:friend2@example.com”>



           <display-name>Friend2</display-name>



         </entry>



Note: The use of the Content Type “application/xcap-el+xml”.



4. XCAP(HTTP) 200 OK  reply (from XDMS to XDMC)



The XDMS acknowledges the addition of new elements to the list with an XCAP(HTTP) 200 OK reply. 



HTTP/1.1 200 OK



Etag: “efefefef”



…



Content-Length: 0



5. XCAP(HTTP) GET request (from XDMC to XDMS)



The XDMC sends an XCAP(HTTP) GET request to retrieve “sip:joebloggs@example.com”’s “friends” list from the (Shared) XDMS. 



GET http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/friends.xml HTTP/1.1



Content-Length: 0



6. XCAP(HTTP) 200 OK  reply (from XDMS to XDMC)



The XDMS returns the list to the XDMC in the body of an XCAP(HTTP) 200 OK message. 



HTTP/1.1 200 OK



…



Etag: “ababab”


Content-Type:application/resource-lists+xml



Content-Length: (…)



<?xml version=”1.0” encoding=”UTF-8”?>



   <resource-lists xmlns=”urn:ietf:params:xml:ns:resource-lists”>



     <list name=”My_friends” >



       <entry uri=”sip:friend1@example.com”>



         <display-name>Friend1</display-name>




       </entry>




      <entry uri=”sip:friend2@example.com”>



         <display-name>Friend2</display-name>



     </entry>



   </list>



  </resource-lists>



7. XCAP(HTTP) DELETE request (from XDMC to XDMS)



The XDMC sends an XCAP(HTTP) DELETE request to delete an <entry> identified by the name “friend2” from sip:joebloggs@example.com” ‘s “friends” list in the Shared XDMS. 



DELETE http://xcap.example.com/services/resource-lists/users/sip:joebloggs@example.com/friends.xml~~/resource-lists/list[@name=”My_friends”]/entry[@uri=friend2@example.com] HTTP/1.1



The XDMS, after checking the privileges of the principal, performs the deletion.



8. XCAP(HTTP) 200 OK  reply (from XDMS to XDMC)



The XDMS acknowledges the deletion of the “friend2” element from the list with an XCAP(HTTP) 200 OK.



HTTP/1.1 200 OK



…



Content-Length: 0


Appendix C. The OTA parameters for XDM 
(Normative)



The XDM Client needs to have all the necessary parameters for user’s XDM handling. This Annex specifies the parameters that are needed by the XDM Client in order to manage the user’s XDM files. In the present Annex, existing parameters in [OMA DM] are re-used; those without corresponding parameters are defined and to be registered in OMNA through OMA official registration process. The parameters that are needed may be different depending on the characteristics of the Management Objects (MO). 



The parameters listed in the table below are needed for XDM client provisioning:



			ID


			Name


			Description


			Mandatory (M) /Optional (O)





			1


			Application identity


			To uniquely identify the application


			M





			2


			Application name


			User displayable name for the XML Document Management service


			M





			3


			PROVIDER-ID


			Identity of the SIP and XDM service provider


			O





			4


			TO-NAPID


			It specifies the network access point used for a given application


			M





			5


			To-APPREF


			It is needed to tell the top relation between Presence and SIP/IP core. Terminal can intercept that XDM servers will be accessed by using the pointed SIP/IP core application.


			M





			6


			Root URI


			The root of all XDM files. This is useful when accessing via XCAP. To be defined in RESOURCE/URI.


			M





			7


			Authentication parameters: AAUTHNAME


			HTTP digest private user name, for accessing XDMS using XCAP protocol


			O 





			8


			AAUTHSECRET


			 HTTP digest password


			O





			9


			AAUTHTYPE


			Authentication method for XDMS over XCAP


			O








NOTE: The parameters 7-9 above are not needed if GAA is used in an 3GPP/3GPP2 realization. 
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			Incorporated contents of contribution OMA-PAG-2004-0507R01-Initial-text-for-XDM-Specification





			


			8 Oct 2004


			Appendix B


			Incorporated accepted contribution OMA-PAG-2004-0524R02-XCAP-operations-signalling-flow





			


			15 October


			6.6


			Incorporated OMA-PAG-2004-0545-Changes-to-Section-6.6-of-XDM-Spec





			


			15 October


			6.4.1


			Incorporated OMA-PAG-2004-0533R01-XDM-CR-DigestAuthentication





			


			22 October


			3.2, 3.3, 6.1.1.1, Appendix B


			Incorporated OMA-PAG-2004-0573R01-XDM-Spec-update-to-include-XUI-details





			


			22 October


			2.1, 6.1.2


			Incorporated OMA-PAG-2004-0561R01-XDMC-SubscribingToChanges





			


			22 October


			6.2.2


			Incorporated OMA-PAG-2004-0562R01-XDMS-SubscribingToChanges





			


			28 October


			6.1.1.2.3


			Incorporated OMA-PAG-2004-0600-XDM-Spec-Editorial-comments-section-6.1





			


			29 October


			3.2


			Incorporated OMA-PAG-2004-0594R01-XDM-Specs-Definition-of-Global-Documents





			


			29 October


			Appendix A


			Incorporated OMA-PAG-2004-0589R01-GM-XDM-SCR





			


			29 October


			6.1.1.2, 6.2.1


			Incorporated OMA-PAG-2004-0602R01-XDM-Spec-version-control





			


			29 October


			2.1, 5.3, 6.3, 6.4


			Incorporated OMA-PAG-2004-0574R03-XDM-AggregationProxy-GM





			


			2 November


			6.2.1


			Incorporated OMA-PAG-2004-0603R02-XDM-Spec-server-multiple-access





			


			8 November


			6.2.2.1


			Incorporated OMA-PAG-2004-0667-XDM-Spec-error-code





			


			8 November


			New Appendix C


			Incorporated OMA-PAG-2004-0627R01-XDMS-Annex-client-provisioning





			


			10 November


			Appendix A 


			Updates to SCR in appendix A by Linda Minguet (on behalf of the IOP)








�Is this really an optional or mandatory feature, spec makes it sound optional..




�If the Subscribe request is optional so is handling of the Notify response. Rqmts column indicated dependencies. 




�Only mandatory when implemented in the network specified, otherwise not required. Not sure how to represent that aside from how it  is shown here. 
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1. Scope



The Resource List Server XDMS (RLS XDMS) specific data formats and XCAP application usages are described in this specification.


2. References



2.1 Normative References



			[IOPPROC]


			“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL: http://www.openmobilealliance.org/





			[GMRD]


			“Group Management Requirements”, Candidate Version 1,0, Open Mobile Alliance(, OMA-RD_GM-V1_0-20040930-C, URL: http://www.openmobilealliance.org/ 





			[RFC2119]


			“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL: http://www.ietf.org/rfc/rfc2119.txt





			[RFC2234]


			“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL: http://www.ietf.org/rfc/rfc2234.txt





			[XCAP]


			“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, July 16, 2004, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-03.txt 





			[XCAP_List]


			“Extensible Markup Language (XML) Formats for Representing Resource Lists”, J. Rosenberg, July 17 2004, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-list-usage-03.txt 





			[XDM_Spec]


			“XML Document Management Specification”, Version 1.0, Open Mobile Alliance(, OMA-XDM_Specification-V1_0-20040929-D, URL: http://www.openmobilealliance.org/ 








2.2 Informative References



			[GMAD]


			“Group Management Architecture”, Version 1.0, Open Mobile Alliance(, OMA-GM-AD-V1_0_0-20040927-D, URL: http://www.openmobilealliance.org/ 





			[PRES_Spec]


			“Presence Specification”, Version 1.0, Open Mobile Alliance(, OMA-PAG-SIMPLE-Spec-V1_0_0-20041014-D, URL: http://www.openmobilealliance.org/ 





			[RFC3856]


			“A Presence Event Package for the Session Initiation Protocol”, IETF RFC, August 2004, URL: http://www.ietf.org/rfc/rfc3856.txt 








3. Terminology and Conventions



3.1 Conventions



The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].



All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.



3.2 Definitions



			Application Unique ID


			A unique identifier that differentiates XCAP resources accessed by one application from XCAP resources accessed by another.  (Source: [XCAP])





			Application Usage


			Detailed information on the interaction of an application with an XCAP server.  (Source: [XCAP])





			XCAP Server


			An HTTP server that understands how to follow the naming and validation constraints defined in [XCAP].  (Source: [XCAP])








3.3 Abbreviations



			AUID


			Application Unique Identifier





			HTTP


			Hyper Text Transfer Protocol





			OMA


			Open Mobile Alliance





			RLS


			Resource List Server





			SIP


			Session Initiation Protocol





			URI


			Uniform Resource Identifier





			XCAP


			XML Configuration Access Protocol





			XDM


			XML Document Management





			XDMS


			XML Document Management Server





			XML


			Extensible Markup Language








4. Introduction



The RLS XDMS is the repository for XML documents that define services which are associated with a list of resources.  An example of such a service document is a Presence List, which is used by a RLS (see [Pres_Spec]) to subscribe, on behalf of a watcher, to the presence status of a list of presentities. 



The protocol used to access and manipulate such documents is based on the XML Configuration Access Protocol (XCAP), and described in [XDM_Spec].



This specification provides the XCAP application usage for one type of RLS-specific XML document, the Presence List.


5. RLS XDM Application Usages


5.1 Functional element descriptions



The RLS XDMS is the logical repository for RLS-specific XML documents.


5.2 Procedure descriptions



The RLS XDMS SHALL implement the XDM Server functionality as described in [XDM_Spec], and SHALL support the following RLS-specific XML documents:


a. Presence List.



5.3 Presence List


5.3.1 Structure



The Presence List document SHALL conform to the structure of the “rls-services” document described in [XCAP_List] section 4.1, with the following clarifications:


a. Each <service> element SHALL include the <packages> element.



b. Each <packages> element SHALL specify at least the presence event package as defined in [RFC3856].


5.3.2 Application Unique ID



The application unique ID (AUID) of a Presence List document SHALL be “rls-services” within the IETF tree, as specified in [XCAP_List] section 4.4.1.


5.3.3 XML Schema



A Presence List document SHALL conform to the XML schema described in [XCAP_List] section 4.2.


5.3.4 MIME Type



The MIME type of a Presence List document SHALL be “application/rls-services+xml”, as specified in [XCAP_List] section 4.4.2.


5.3.5 Validation constraints



In addition to the XML schema, the validation constraints on a Presence List document SHALL conform to those described in [XCAP_List] section 4.4.4, with the following clarifications:


The URI in the “uri” attribute of the <service> element (i.e. the Service URI) SHALL be a valid SIP URI. The local policy MAY impose additional constraints on the Service URI format; if so, the RLS XDMS SHALL validate that the Service URI conforms to the local policy.  If the Service URI does not conform to the local policy, the RLS XDMS SHALL respond with an HTTP “409 Conflict” response as described in [XCAP].


If the received HTTP “409 Conflict” response includes an “alt-value” element, the XDM Client SHOULD repeat the XCAP request using one of the Service URI provided in the received “alt-value” element.


5.3.6 Data Semantics



The data semantics of a Presence List document SHALL conform to those described in [XCAP_List] section 4.1.


5.3.7 Naming conventions



The naming conventions of a Presence List document SHALL conform to those described in [XCAP_List] section 4.4.6.


5.3.8 Global documents



In addition to the Present List documents that exist in the XCAP user tree, this application usage defines a single global document, “index”, created by the RLS XDMS in the XCAP global tree, as described in [XCAP_List] section 4.4.7.


5.3.9 Resource interdependencies



The RLS XDMS SHALL conform to the resource interdependencies described in [XCAP_List] section 4.4.7.


5.3.10 Authorization policies



The authorization policies SHALL conform to those described in [XDM_Spec] section 6.4.2.


Appendix A. Static Conformance Requirements


The SCR’s defined in the following tables include SCR for:



· RLS XDM Application Usages



Each SCR table identifies a list of supported features as:



Item: Identifier for a feature. 



Function: Short description of the feature. 



Reference: Section(s) of this specification with more details on the feature. 



Status: Whether support for the feature is mandatory or optional. MUST use “M” for mandatory support and “O” for optional support in this column. 



Requirement: This column identifies other features required by this feature. If no other features are required, this column is left empty. 



This section describes the dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234]. 



TerminalExpression = ScrReference / NOT TerminalExpression / TerminalExpression LogicalOperator TerminalExpression / “(“ TerminalExpression “)” 



ScrReference = ScrItem / ScrGroup 



ScrItem = SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId / SpecScrName “–“ DeviceType “–“ NumericId 



ScrGroup = SpecScrName “:” FeatureType / SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType 



SpecScrName = 1*Character; 



GroupType = 1*Character; 



DeviceType = “C” / “S”; C – client, S – server 



NumericId = Number Number Number 



LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive 



FeatureType = “MCF” / “OCF” / “MSF” / “OSF”; See Section A.1.6 



Character = %x41-5A ; A-Z 



Number = %x30-39 ; 0-9 



A.1 RLS XDM Application Usages



			Item


			Function


			Reference


			Status


			Requirement





			RLS_XDM-AU-S-001


			XDMS mandatory XDM Server functionality for RLS-specific Presence List XML documents


			5.2 


			M


			See [XDM_Spec] - Appendix A – “SCR” for the list of the mandatory server functions and their dependencies:
  GM-XDMS-S-001,
  GM-XDMS-S-002,
  GM-XDMS-S-006,
  GM-XDMS-S-007,
  GM-XDMS-S-009,
  GM-XDMS-S-010,
  GM-XDMS-S-011,
  GM-XDMS-S-012





			RLS_XDM-AU-S-002


			XDMS optional XDM Server functionality for RLS-specific Presence List XML documents


			5.2 


			O


			See [XDM_Spec] - Appendix A – “SCR” for the list of the optional server functions and their dependencies:
  GM-XDMS-S-003,
  GM-XDMS-S-004,
  GM-XDMS-S-005,
  GM-XDMS-S-008





			RLS_XDM-AU-S-003


			Presence list structure


			5.3.1 


			M


			





			RLS_XDM-AU-S-004


			AUID in presence list


			5.3.2 


			M


			





			RLS_XDM-AU-S-005


			XML schema of presence list


			5.3.3 


			M


			





			RLS_XDM-AU-S-006


			MIME type of presence list


			5.3.4. 


			M


			





			RLS_XDM-AU-S-007


			Validation constraints, in addition to the XML schema 


			5.3.5 


			M


			





			


			


			


			


			





			RLS_XDM-AU-S-008


			RLS XDMS validates that the Service URI conforms to the additional constraints of local policy.


			5.3.5 


			M


			





			RLS_XDM-AU-S-009


			Data semantics of presence list


			5.3.6 


			M


			





			RLS_XDM-AU-S-010


			Naming conventions for presence list


			5.3.7 


			M


			





			RLS_XDM-AU-S-011


			RLS conforms to resource interdependencies


			5.3.9 


			M


			





			RLS_XDM-AU-S-012


			Authorization policies for manipulating a presence list


			5.3.10 


			M


			








A.2 XDM Client for RLS Application Usages



			Item


			Function


			Reference


			Status


			Requirement





			RLS_XDM-CAU-C-001


			XDM Client functionality for RLS-specific Presence List XML documents


			5.2 


			M


			





			RLS_XDM-CAU-C-002


			XDM Client handling of HTTP “409 Conflict” response from the RLS XDMS


			5.3.5 


			M


			








Appendix B. Examples
(Informative)


B.1 Manipulating Presence Lists


B.1.1 Obtaining Presence Lists


Figure B.1 describes how an XDM client obtains Presence Lists.
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Figure B.1- XDM Client obtains Presence Lists



The details of the flows are as follows:



1) The user “sip:ronald.underwood@example.com” wants to obtain document describing his Presence Lists. For this purpose the XDMC sends a HTTP GET request to the Aggregation Proxy.


GET http://xcap.example.com/services/rls-services/users/sip:ronald.underwood@example.com/~~/rls-services HTTP/1.1



...



Content-Length: 0



2) Based on the AUID the Aggregation Proxy forwards the request to RLS XDMS.



3) After the RLS XDMS has performed the necessary authorisation checks on the request originator, the RLS XDMS sends an HTTP “200 OK” response including the requested document in the body.



HTTP/1.1 200 OK



Etag: "etuk8"



...



Content-Type: application/rls-services+xml



<?xml version="1.0" encoding="UTF-8"?>



<rls-services xmlns="urn:ietf:params:xml:ns:rls-services"



   xmlns:rl="urn:ietf:params:xml:ns:resource-lists"



   xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">



  <service uri="sip:mysociety@example.com">



    <resource-list>http://xcap.example.com/services/resource-lists/users/sip:hermione.blossom@example.com/~~



/resource-lists/list[@name=%22spew%22]</resource-list>



    <packages>



      <package>presence</package>



    </packages>



  </service>



  <service uri="sip:friends@example.com">



    <list name="friends">



      <rl:entry uri="sip:hermione.blossom@example.com"/>



      <rl:entry uri="tel:5678;phone-context=+43012349999"/>



    </list>



    <packages>



      <package>presence</package>



    </packages>



  </service>



</rls-services>



4) The Aggregation Proxy routes the response to the XDM Client.


B.1.2 Service URI negotiation



Figure B.2 describes how the RLS XDMS can negotiate a Service URI.
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Figure B.2 - RLS XDMS negotiates a Service URI


The details of the flows are as follows:



1) The user “sip:ronald.underwood@example.com” wants to create a Service URI “sip:wrongname@example.com”. For this purpose the XDMC sends a HTTP PUT request to the Aggregation Proxy.


PUT http://xcap.example.com/services/rls-services/users/sip:ronald.underwood@example.com/~~
/rls-services/service HTTP/1.1



...



Content-Type: application/xcap-el+xml



Content-Length: (...)



<service uri="sip:wrongname@example.com">



  <list name="family">



    <rl:entry uri="sip:vernon.keel@example.com"/>



  </list>



  <packages>



    <package>presence</package>



  </packages>



</service>



2) Based on the AUID the Aggegation Proxy forwards the request to RLS XDMS.



3) The RLS XDMS detects that the Service URI does not conform to the local policy. The RLS XDMS generates a valid Service URI “sip:correctname@example.com” and sends an HTTP “409 Conflict” response including the generated URI.



HTTP/1.1 409 Conflict



...



Content-Type: application/xcap-error+xml



<?xml version="1.0" encoding="UTF-8"?>



<xcap-error xmlns="urn:ietf:params:xml:ns:xcap-error">



  <uniqueness-failure>



    <exists field="service/@uri">



      <alt-value>sip:correctname@example.com</alt-value>



    </exists>



  </uniqueness-failure>



</xcap-error>



4) The Aggregation Proxy routes the response to the XDM Client.



5) The XDM Client repeats the XCAP request (sent in step 1) using the received Service URI.



PUT http://xcap.example.com/services/rls-services/users/sip:ronald.underwood@example.com/~~
/rls-services/service HTTP/1.1



...



Content-Type: application/xcap-el+xml



Content-Length: (...)



<service uri="sip:correctname@example.com">



  <list name="family">



    <rl:entry uri="sip:vernon.keel@example.com"/>



  </list>



  <packages>



    <package>presence</package>



  </packages>



</service>



6) Based on the AUID the Aggegation Proxy forwards the request to RLS XDMS.



7) The RLS XDMS creates the requested Presence List document and sends an HTTP “201 Created” response.



HTTP/1.1 201 Created



Etag: "etu65"



...



Content-Length: 0



8) The Aggregation Proxy routes the response to the XDM Client.
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1. Scope



The PoC enabler specific data formats and XCAP application usages are described in this specification.


2. References



2.1 Normative References



			[IOPPROC]


			“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/





			[RFC2119]


			“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt
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			“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt





			[XCAP]


			“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, July 2004, URL:http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-03.txt


Note: IETF Draft work in progress.





			[COMMONPOL]


			“A Document Format for Expressing Privacy Preferences”, H. Schulzrinne, J. Morris, H. Tschofenig, J. Cuellar, J. Polk, J. Rosenberg, October. 2004,
URL:http://www.ietf.org/internet-drafts/draft-ietf-geopriv-common-policy-03.txt 



Note: IETF Draft work in progress.





			[CPCP]


			“The Conference Policy Control Protocol (CPCP)”, H. Khartabil, P. Koskelainen, A. Niemi, October 2004, http://www.ietf.org/internet-drafts/draft-ietf-xcon-cpcp-01.txt


Note: IETF Draft work in progress.





			[CPCP-XCAP]


			“An Extensible Markup Language (XML) Configuration Access Protocol (XCAP) Usages for Conference Policy Manipulation and Conference Policy Privelges Manipulation”, H. Khartabil, October 2004, http://www.ietf.org/internet-drafts/draft-ietf-xcon-cpcp-xcap-03.txt


Note: IETF Draft work in progress.





			[XDMSPEC]


			“OMA XML Document Management Specification”, Version 1.0, Open Mobile Alliance™, OMA-XDM_Specification-V1_0-20040929-D, URL:http://www.openmobilealliance.org/








2.2 Informative References



			[GMAD]


			OMA Group Managemetn Architecture Document, Version 1.0. Open Mobile Alliance(. OMA-GM-AD-VX_X-2004XXXX





			[SHAREDXDM]


			“OMA Shared XDM Specification”, Version 1.0, Open Mobile Alliance™, OMA‑Shared_XDM_Specification-V1_0-20040929-D, URL:http://www.openmobilealliance.org/








3. Terminology and Conventions



3.1 Conventions



The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].



All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.



3.2 Definitions



			Application Unique ID


			A unique identifier that differentiates XCAP resources accessed by one XCAP Client from XCAP resources accessed by another XCAP Client.  (Source: [XCAP])





			Application Usage


			Detailed information on the interaction of an XCAP Client with an XCAP server.  (Source: [XCAP])





			XCAP Server


			An HTTP server that understands how to follow the naming and validation constraints defined in [XCAP].  (Source: [XCAP])








3.3 Abbreviations



			AUID


			Application Unique ID





			CPCP


			Conference Policy Control Protocol





			HTTP


			Hypertext Transfer Protocol





			OMA


			Open Mobile Alliance





			PoC


			Push‑to‑Talk Over Cellular





			URI


			Uniform Resource Identifier





			XCAP


			XML Configuration Access Protocol





			XDM


			XML Document Management





			XDMC


			XDM Client





			XDMS


			XDM Server





			XML


			Extensible Markup Language








4. Introduction



This specification provides the data schema and application usage of a PoC‑specific documents. It reuses the document structure “conference” described in [CPCP] and common policy rules described in [COMMONPOL].



5. PoC XDM Application Usages



5.1 Functional element descriptions



The PoC XDMS is a logical repository for PoC-specific XML documents.



5.2 Procedure descriptions



The PoC XDMS SHALL implement the XDM Server functionality defined in [XDMSPEC].



The PoC XDMS SHALL implement the “users” tree segment defined in [XCAP]. Each user



a) SHALL be able to define multiple PoC Group documents



b) SHALL be able to define the PoC User Access Policy



5.3 PoC Group



5.3.1 Structure



The PoC Group document SHALL conform to the structure of the “conference” document described in [CPCP] with the clarifications given in this sub‑clause.



The “conference” root element



a) SHALL support the “settings” element



b) SHALL support the “info” element



c) SHALL support the “dialout-list” element



d) SHALL support the “authorization-rules” element



The “settings” element



a) SHALL support one “conference-uri” element



b) SHALL support the “max-participant-count” element



The  “info” element SHALL support the “display-name” element.



The conditions of “authorization-rules”



a) SHALL support the “identity” element as described in [COMMONPOL]



b) SHALL support the “is-on-dialout-list” element



The actions of “authorization-rules”



a) SHALL support the “allow-conference-state” element



b) SHALL support the “join-handling” element



c) SHALL support the “allow-initiate-conference” element



The transformations of “authorization-rules”



a) SHALL support the “provide-anonymity” element



b) SHALL support the “is-key-participant” element



5.3.2 Application Unique ID



The AUID SHALL be “org.openmobilealliance.poc-groups”.



Note: The AUID defined in [CPCP-XCAP] is dedicated to conventional conferences. To distinguish between PoC groups and conventional conferences this document defines own AUID.



5.3.3 XML Schema



The PoC Group document SHALL be composed according to the XML schema detailed in [CPCP].



5.3.4 MIME Type



As described in [CPCP], the MIME type for the PoC Group document SHALL be “application/conference-policy+xml”.



5.3.5 Validation constraints



The PoC Group document SHALL conform to the XML Schema and constraints described in [CPCP] with the clarifications given in this sub‑clause.



The conference URI (content of the <conference-uri> element) SHALL be a SIP URI. The local policy MAY impose additional constraints on the conference URI format; if so, the PoC XDMS SHALL validate that the Conference URI conforms to the local policy. If the Conference URI does not conform to the local policy, the PoC XDMS SHALL respond with an HTTP “409 Conflict” response as described in [XCAP].



If the received HTTP “409 Conflict” response includes an “alt-value” element, the XDM Client SHOULD repeat the XCAP request using one of the Conference URI provided in the received “alt-value” element.



5.3.6 Data Semantics



The PoC Group document SHALL conform to data sematic described in [CPCP] with the clarifications given in this sub‑clause.



The PoC Group dialout list MAY contain references URI Lists stored in Shared XDMS (as defined in [SHAREDXDM]).



When creating a PoC Group document, the XDM Client SHALL propose a conference URI, as discussed in Section 5.3.5.



The “id” identity sub‑element can contain SIP, TEL or any other supported URI. The “id” identity SHOULD contain a valid PoC Subscriber identity.



The <allow-initiate-conference> is used to indicate that the identity matching this rule is allowed to initiate a PoC group session.



The <is-key-participant> is used to indicate that the identity matching this rule is a ”distinguished participant”. The semantics of the “distinguished participant” is defined in [PoC CP].



5.3.7 Naming conventions



The naming conventions SHALL be defined according to [XDMSPECS].



5.3.8 Global documents



This application usage defines no global documents.



5.3.9 Resource interdependencies



This application usage defines no additional resource interdependencies.



5.3.10 Authorization policies



The authorization policies SHALL be defined according to [XDMSPECS].



5.4 PoC User Access Policy



5.4.1 Structure



The PoC User Access Policy document SHALL conform to the structure of the “ruleset” document described in [COMMONPOL] with the extensions and clarifications given in this sub‑clause.



The PoC User Access Policy document SHALL be composed of two parts: 



· “conditions”



· “actions”



The “conditions” element SHALL support the "identity" element.



The “actions” element SHALL support the “allow-invite” element.



5.4.2 Application Unique ID



The AUID SHALL be “org.openmobilealliance.poc-rules”.



5.4.3 XML Schema



The PoC User Access Policy document SHALL be composed according to the XML schema detailed in [COMMONPOL] with the extensions given in this sub‑clause.



<?xml version="1.0" encoding="UTF-8"?>



<xs:schema targetNamespace="urn:ietf:params:xml:ns:poc-rules"



  xmlns:cr="urn:ietf:params:xml:ns:common-policy"



  xmlns:xs="http://www.w3.org/2001/XMLSchema"



  elementFormDefault="qualified" attributeFormDefault="unqualified">



 <xs:import namespace="urn:ietf:params:xml:ns:common-policy"/>



 <xs:element name="allow-invite" type="xs:boolean" substitutionGroup="cr:action"/>



</xs:schema>



5.4.4 MIME Type



The MIME type for PoC User Access Policy documents SHALL be “application/auth-policy+xml” defined in [COMMONPOL].



5.4.5 Validation constraints



The PoC User Access Policy document SHALL conform to the XML Schema described in [COMMONPOL] and extended in sub‑clause 5.5.3.



5.4.6 Data Semantics



The PoC User Access Policy document SHALL conform to data sematic described in [COMMONPOL] with the clarifications given in this sub‑clause.



The PoC User Access Policy document MAY contain references URI Lists stored in Shared XDMS (as defined in [SHAREDXDM]).



The “id” identity sub‑element can contain SIP, TEL or any other supported URI.



The “allow-invite” element represents a boolean action. If set to FALSE, the participating PoC server is instructed to reject incoming PoC session invitations. If set to TRUE, the participating PoC server is instructed to forward the incoming PoC session invitation to the PoC Client.



5.4.7 Naming conventions



The naming conventions SHALL be defined according to [XDMSPECS].



5.4.8 Global documents



This application usage defines no global documents.



5.4.9 Resource interdependencies



This application usage defines no additional resource interdependencies.



5.4.10 Authorization policies



The authorization policies SHALL be defined according to [XDMSPECS].



Appendix A. Static Conformance Requirements



The SCR’s defined in the following tables include SCR for:



· PoC XDM Application Usages



Each SCR table identifies a list of supported features as:



Item: Identifier for a feature. 



Function: Short description of the feature. 



Reference: Section(s) of this specification with more details on the feature. 



Status: Whether support for the feature is mandatory or optional. MUST use “M” for mandatory support and “O” for optional support in this column. 



Requirement: This column identifies other features required by this feature. If no other features are required, this column is left empty. 



This section describes the dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234]. 



TerminalExpression = ScrReference / NOT TerminalExpression / TerminalExpression LogicalOperator TerminalExpression / “(“ TerminalExpression “)” 



ScrReference = ScrItem / ScrGroup 



ScrItem = SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId / SpecScrName “–“ DeviceType “–“ NumericId 



ScrGroup = SpecScrName “:” FeatureType / SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType 



SpecScrName = 1*Character; 



GroupType = 1*Character; 



DeviceType = “C” / “S”; C – client, S – server 



NumericId = Number Number Number 



LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive 



FeatureType = “MCF” / “OCF” / “MSF” / “OSF”; See Section A.1.6 



Character = %x41-5A ; A-Z 



Number = %x30-39 ; 0-9 



A.1 PoC XDM Application Usages



			Item


			Function


			Reference


			Status


			Requirement





			


			


			


			


			





			POC_XDM-AU-S-001


			PoC XDMS implements the XDM Mandatory Server functionality


			5.2


			M


			See  [XDMSPEC] Appendix A – “SCR” for the list of the mandatory server functions and their dependencies:
  GM-XDMS-S-001,
  GM-XDMS-S-002,
  GM-XDMS-S-006,
  GM-XDMS-S-007,
  GM-XDMS-S-009,
  GM-XDMS-S-010,
  GM-XDMS-S-011,
  GM-XDMS-S-012





			POC_XDM-AU-S-002


			PoC XDMS implements the optional XDM Server functionality


			5.2


			O


			See  [XDMSPEC] Appendix A – “SCR” for the list of the optional server functions and their dependencies:
  GM-XDMS-S-003,
  GM-XDMS-S-004,
  GM-XDMS-S-005,
  GM-XDMS-S-008





			POC_XDM-AU-S-003


			PoC XDMS implements the XCAP “users” tree segements in order to be able to 1. define multiple PoC group documents, and 2. to define the PoC User Access Policy


			5.2


			M


			





			


			


			


			


			





			POC_XDM-AU-S-003


			PoC Group document structure and elements supported


			5.3.1 Structure


			M


			





			POC_XDM-AU-S-004


			AUID of PoC group document


			5.3.2 Application Unique ID



5.4.2 Application Unique ID


			M


			





			POC_XDM-AU-S-005


			XML schema of PoC Group documents


			5.3.3


5.3.5 


			M


			





			POC_XDM-AU-S-004


			PoC Conference URI validation of unique URI and conformance with local policy


			5.3.5


			M


			





			POC_XDM-AU-S-006


			MIME type of PoC Group documents


			5.3.4





			M


			





			POC_XDM-AU-S-007


			Data semantics of PoC Group document


			5.3.6


			M


			





			


			Data sematics of a PoC Group dialout list and PoC User Acess Policy documents may contain reference to URI lists in Shared XDMS


			5.3.6


5.4.6


			O


			





			POC_XDM-AU-S-008


			Naming conventions for PoC Group and User Access policy documents


			5.3.7


5.4.7 


			M


			





			POC_XDM-AU-S-009


			Authorization policies for manipulating PoC Group and User Access policy documents


			5.3.10


5.4.10 


			M


			





			POC_XDM-AU-S-010


			PoC User Access Policy document structure and elements supported


			5.4.1


			M


			





			POC_XDM-AU-S-011


			XML schema of PoC User Access Policy document


			5.4.3 XML Schema



5.4.5 Validation constraints


			M


			





			POC_XDM-AU-S-012


			Data semantics of PoC User Access Policy document


			5.3.6 Data Semantics


			M


			








A.2 PoC Application Usages of XDM Client



			Item


			Function


			Reference


			Status


			Requirement





			PoC_XDM-CAU-C-001


			XDM Client functionality to interact with PoC-specific XDM Server.


			5.1 Functional element descriptions


			M


			





			PoC_XDM-CAU-C-002


			XDM Client handling of HTTP “409 Conflict” response from the PoC XDMS


			5.3.5


			M


			





			PoC_XDM-CAU-C-003


			Data semantics of PoC Group document


			5.3.6


			M


			








Appendix B. Examples
(Informative)



B.1 Manipulating PoC Group Documents



B.1.1 Obtaining a PoC Group Document



Figure B.1 describes how XDM client obtaines a particular PoC Group document.
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Figure B.1- XDM Client obtaines a particular PoC Group document



The details of the flows are as follows:



1) The user “sip:ronald.underwood@example.com” wants to obtain document describing the group “sip:myconference@example.com”. For this purpose the XDMC sends a HTTP GET request to the Aggregation Proxy.


GET http://xcap.example.com/services
/org.openmobilealliance.poc-groups/users/sip:ronald.underwood@example.com/~~/conference[settings/conference-uri="sip:myconference@example.com"] HTTP/1.1



...



Content-Length: 0



2) Based on the AUID the Aggegation Proxy forwards the request to PoC XDMS.



3) After the PoC XDMS has performed the necessary authorisation checks on the request originator, the PoC XDMS sends an HTTP “200 OK” response including the requested document in the body.



HTTP/1.1 200 OK



Etag: "et53"



...



Content-Type: application/conference-policy+xml



<?xml version="1.0" encoding="UTF-8"?>



<conference xmlns="urn:ietf:params:xml:ns:conference-policy" xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance
xmlns:cr="urn:ietf:params:xml:ns:common-policy">



  <settings>



    <conference-uri>sip:myconference@example.com</conference-uri>



    <max-participant-count>10</max-participant-count>



  </settings>



  <info xml:lang="en-us">



    <display-name>Friends</display-name>



  </info>



  <dialout-list>



    <target uri="sip:hermione.blossom@example.com"/>



    <target uri="tel:5678;phone-context=+43012349999"/>



  </dialout-list>



  <cr:ruleset>



    <cr:rule id="a7c">



      <cr:conditions>



        <cr:identity>



          <id>tel:+43012345678</id>



          <id>sip:hermione.blossom@example.com</id>



        </cr:identity>



      </cr:conditions>



      <cr:actions>



        <join-handling>allow</join-handling>



      </cr:actions>



      <cr:transformations>



        <provide-anonymity>true</provide-anonymity>



      </cr:transformations>



    </rule>



  </cr:ruleset>



</conference>



4) The Aggregation Proxy routes the response to the XDM Client.



B.1.2 PoC Conference URI negotiation



Figure B.2 describes how the PoC XDMS can negotiate a Conference URI.
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Figure B.2- PoC XDMS negotiates a Conference URI



The details of the flows are as follows:



1) The user “sip:ronald.underwood@example.com” wants to create a conference URI “sip:wrongname@example.com”. For this purpose the XDMC sends a HTTP PUT request to the Aggregation Proxy.


PUT http://xcap.example.com/services
/org.openmobilealliance.poc-groups/users/sip:ronald.underwood@example.com/~~
/conference[1]/settings/conference-uri HTTP/1.1



...



Content-Type: application/xcap-el+xml



Content-Length: (...)



<conference-uri>sip:wrongname@example.com</conference-uri>



2) Based on the AUID the Aggegation Proxy forwards the request to PoC XDMS.



3) The PoC XDMS detects that the conference URI does not conform to the local policy. The PoC XDMS generates a valid conference name “sip:correctname@example.com” and sends an HTTP “409 Conflict” response including the generated URI.



HTTP/1.1 409 Conflict



...



Content-Type: application/xcap-error+xml



<?xml version="1.0" encoding="UTF-8"?>



<xcap-error xmlns="urn:ietf:params:xml:ns:xcap-error">



  <uniqueness-failure>



    <exists field="conference-uri">



      <alt-value>sip:correctname@example.com</alt-value>



    </exists>



  </uniqueness-failure>



</xcap-error>



4) The Aggregation Proxy routes the response to the XDM Client.



5) The XDM Client repeats the XCAP request (sent in step 1) using the received PoC conference URI.



PUT http://xcap.example.com
/services/org.openmobilealliance.poc-groups/users/sip:ronald.underwood@example.com/~~
/conference[1]/settings/conference-uri HTTP/1.1



...



Content-Type: application/xcap-el+xml



Content-Length: (...)



<conference-uri>sip:correctname@example.com</conference-uri>



6) Based on the AUID the Aggegation Proxy forwards the request to PoC XDMS.



7) The PoC XDMS creates the request PoC conference URI and sends an HTTP “201 Created” response.



HTTP/1.1 201 Created



Etag: "et17a"



...



Content-Length: 0



8) The Aggregation Proxy routes the response to the XDM Client.



B.2 Manipulating PoC User Access Policy



B.2.1 Obtaining PoC User Access Policy rules



Figure B.3 describes how XDM client obtaines PoC User Access Policy rules.
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Figure B.3- XDM Client obtaines PoC User Access Policy rules



The details of the flows are as follows:



1) The user “sip:ronald.underwood@example.com” wants to obtain document describing his PoC User Access Policy rules. For this purpose the XDMC sends a HTTP GET request to the Aggregation Proxy.


GET http://xcap.example.com
/services/org.openmobilealliance.poc-rules/users/sip:ronald.underwood@example.com/~~
/ruleset HTTP/1.1



...



Content-Length: 0



2) Based on the AUID the Aggegation Proxy forwards the request to PoC XDMS.



3) After the PoC XDMS has performed the necessary authorisation checks on the request originator, the PoC XDMS sends an HTTP “200 OK” response including the requested document in the body.



HTTP/1.1 200 OK



Etag: "etu15"



...



Content-Type: application/auth-policy+xml



<?xml version="1.0" encoding="UTF-8"?>



<ruleset xmlns="urn:ietf:params:xml:ns:common-policy"
xmlns:pr="urn:ietf:params:xml:ns:poc-rules">



  <rule id="f3g44r1">



    <conditions>



      <identity>



        <id>tel:5678;phone-context=+43012349999</id>



        <id>sip:percy.underwood@example.com</id>



      </identity>



    </conditions>



    <actions>



      <pr:allow-invite>true</pr:allow-invite>



    </actions>



  </rule>



</ruleset>



4) The Aggregation Proxy routes the response to the XDM Client.
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1. Scope



The Presence XDMS specific data formats and XCAP application usages are described in this specification.


2. References



2.1 Normative References



			[IOPPROC]


			“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/





			[RFC2119]


			“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt





			[RFC2234]


			“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt





			[COMMONPOL]


			“A Document Format for Expressing Privacy Preferences”, H. Schulzrinne et al., October 2004, URL: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-common-policy-03.txt


Note: IETF Draft work in progress





			[PRESAUTH]


			“Presence Authorization Rules”, J. Rosenberg, April 2004, URL:http://www.ietf.org/internet-drafts/draft-ietf-simple-presence-rules-00.txt


Note: IETF Draft work in progress





			[PRESSPEC]


			“SIP/SIMPLE Presence Specification”, Version 1.0.0, Open Mobile Alliance™, OMA-PAG-SIMPLE-Spec-V1_0_0-20040824-D, URL:http://www.openmobilealliance.org/ 





			[XDMSPEC]


			“XML Document Management (XDM) Specification”, Version 1.0, Open Mobile Alliance™, OMA-XDM_Specification-V1_0-20040929-D, URL:http://www.openmobilealliance.org/ 








2.2 Informative References



			[GMAD]


			OMA Group Managemetn Architecture Document, Version 1.0. Open Mobile Alliance(. OMA-GM-AD-VX_X-2004XXXX





			[PRESAD]


			“Presence Architecture Document”, Version 1.0.0, Open Mobile Alliance™, OMA-PAG-SIMPLE-AD-V1_1_0-20040928-D, URL:http://www.openmobilealliance.org/








3. Terminology and Conventions



3.1 Conventions



The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].



All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.



3.2 Definitions



			


			





			


			





			


			








3.3 Abbreviations



			AUID


			Application Unique ID





			IETF


			Internet Engineering Task Force





			OMA


			Open Mobile Alliance





			URI


			Uniform Resource Identifier





			XDMS


			XML Data Manipulation Server





			XML


			Extensible Markup Language








4. Introduction



This specification describes the structure of a particular type of XML document used for watcher authorisation in the Presence service. As stated in [PRESAD] there are two different “levels” of a watcher authorisation: subscription authorisation and presence content authorisation. The former defines if a watcher is allowed to subscribe to a presentity’s presence information, and the latter the limitations in presence information that the watcher can get.



This specification provides the XCAPapplication usage of the Presence Authorisation Rules. It reuses the document structure described in [PRESAUTH].



The Presence XDMS (see [GMAD]) is the logical repository for Presence Authorisation Rules documents. The common protocol specified in [XDMSPEC] is used for access and manipulation of such Presence Authorisation Rules by authorized principals.


5. Presence XDM Application Usages


5.1 Functional element descriptions



The Presence XDMS (see [PRESAD]) is the logical repository for Presence-specific XML documents.


5.2 Procedure descriptions



The Presence XDMS SHALL implement the XDM Server functionality as described in [XDM_Spec] for Presence specific XML documents, such as presence authorisation rules.


5.3 Presence Authorisation Rules


The Presence Authorisation Rules document contains a set of rules which determine: 


· who is authorised to subscribe to a presentity’s presence information (subscription authorisation rules), and


· the content of notifications sent to each watcher (presence content rules)



These rules SHALL be described in one single XML document named as Presence Authorisation Rules document. 



The authorisation decision in the Presence Server SHALL be determined based on authorisation policies defined by the service provider (local policy) and the Presence Authorisation Rules documents stored in the Presence XDMS. 



The application usage of the Presence Authorisation Rules document is described in the subsections below.


5.3.1 Subscription Authorisation Rules


5.3.1.1 Structure



As described in [PRESAUTH] the Presence Authorisation Rules document SHALL be composed of three parts: 



· “conditions”



· “actions”



· “transformations”



The Subscription Authorisation Rules are described from the first two elements: “conditions” and “actions”. 



The "conditions" element SHALL support the "identity" element.



The “identity” element SHALL be used in order to determine the identities of the potential watchers that the Presence Authorisation Rules apply.



The "actions" element SHALL support the "sub-handling" element.



The “sub-handling” element SHALL define the actions that the Presence Server needs to take to process the incoming subscription. The following values SHALL be supported:



· “block” 



· “confirm” 



· “polite-block”



· “allow” 



5.3.1.2 Application Unique ID



The AUID SHALL be “pres-rules” within the IETF tree, as specified in [PRESAUTH] section 9.1. 


5.3.1.3 XML Schema



The Subscription Authorisation Rules SHALL be composed according to the XML Schema detailed in [PRESAUTH] section 5. 



5.3.1.4 MIME Type



The MIME type for this application usage SHALL be “application/auth-policy+xml” defined in [COMMONPOL].





5.3.1.5 Validation constraints



The validation constraints SHALL conform to those imposed by the XML schema.


5.3.1.6 Data Semantics



The data semantics SHALL conform to those defined in [PRESAUTH].


5.3.1.7 Naming conventions



The naming conventions SHALL be defined according to [PRESAUTH] section 7.4.



5.3.1.8 Global documents



This application usage defines no global documents


5.3.1.9 Resource interdependencies



This application usage defines no additional resource interdependencies.


5.3.1.10 Authorisation policies



The authorisation policies SHALL be defined according to [XDMSPEC] section 6.4.2.



5.3.2 Presence Content Rules


5.3.2.1 Structure



The Presence Content Rules are described from the “transformations” element of the Presence Authorisation Rules document.



The “transformations” element SHALL be used to define the visibility a watcher is granted to a particular component of the Presence documents. 



The "transformations" element SHALL support the "provide-tuples" element.



Editor’s Note: The “provide unknown status” element will be defined in more detail when the Presence information format will be detailed in [PRESSPEC] and will be determined if OMA extensions to the PIDF will take place.



5.3.2.2 Application Unique ID



The AUID SHALL be “pres-rules” within the IETF tree, as specified in [PRESAUTH] section 9.1.



5.3.2.3 XML Schema



The Presence Content Rules SHALL be composed according to the XML Schema detailed in [PRESAUTH] section 5. 



5.3.2.4 MIME Type



The MIME type for this application usage SHALL be “application/auth-policy+xml” defined in [COMMONPOL].





5.3.2.5 Validation constraints



The validation constraints SHALL conform to those imposed by the XML schema.



5.3.2.6 Data Semantics



The data semantics SHALL conform to those defined in [PRESAUTH].


5.3.2.7 Naming conventions



The naming conventions SHALL be defined according to [PRESAUTH] section 7.4.



5.3.2.8 Global documents



This application usage defines no global documents.



5.3.2.9 Resource interdependencies



This application usage defines no additional resource interdependencies.



5.3.2.10 Authorisation policies



The authorisation policies SHALL be defined according to [XDMSPEC] section 6.4.2.



Appendix A. Static Conformance Requirements


The SCR’s defined in the following tables include SCR for:



· Presence XDM Application Usages



Each SCR table identifies a list of supported features as:



Item: Identifier for a feature. 



Function: Short description of the feature. 



Reference: Section(s) of this specification with more details on the feature. 



Status: Whether support for the feature is mandatory or optional. MUST use “M” for mandatory support and “O” for optional support in this column. 



Requirement: This column identifies other features required by this feature. If no other features are required, this column is left empty. 



This section describes the dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234]. 



TerminalExpression = ScrReference / NOT TerminalExpression / TerminalExpression LogicalOperator TerminalExpression / “(“ TerminalExpression “)” 



ScrReference = ScrItem / ScrGroup 



ScrItem = SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId / SpecScrName “–“ DeviceType “–“ NumericId 



ScrGroup = SpecScrName “:” FeatureType / SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType 



SpecScrName = 1*Character; 



GroupType = 1*Character; 



DeviceType = “C” / “S”; C – client, S – server 



NumericId = Number Number Number 



LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive 



FeatureType = “MCF” / “OCF” / “MSF” / “OSF”; See Section A.1.6 



Character = %x41-5A ; A-Z 



Number = %x30-39 ; 0-9 



A.1 Presence XDM Application Usages



			Item


			Function


			Reference


			Status


			Requirement





			Presence_XDM-AU-S-001


			XDMS implements mandatory XDM Server functionality for presence-specific XML documents


			5.2


			M


			See [XDMSPEC] - Appendix A – “SCR” for the list of the mandatory server functions and their dependencies:
  GM-XDMS-S-001,
  GM-XDMS-S-002,
  GM-XDMS-S-006,
  GM-XDMS-S-007,
  GM-XDMS-S-009,
  GM-XDMS-S-010,
  GM-XDMS-S-011,
  GM-XDMS-S-012





			Presence_XDM-AU-S-002


			Presence XDMS implements optional XDM Server functionality for presence-specific XML documents


			5.2


			M


			See [XDMSPEC] - Appendix A – “SCR” for the list of the optional server functions and their dependencies:
  GM-XDMS-S-003,
  GM-XDMS-S-004,
  GM-XDMS-S-005,
  GM-XDMS-S-008





			Presence_XDM-AU-S-003


			Single XML document describing who can subscribe to a presentity’s presence, and content of notifications


			5.3 


			M


			





			Presence_XDM-AU-S-004


			Structure of Presence Authorisation Rules XML document, 
and function of Subscription Authorization and Presence Content parts


			5.3.1.1,


5.3.2.1


			M


			





			Presence_XDM-AU-S-005


			AUID in Presence Authorisation Rules XML document


			5.3.1.2, 


5.3.2.2 


			M


			





			Presence_XDM-AU-S-006


			XML schema, including validation constraints, of Presence Authorisation Rules


			5.3.1.3,


5.3.1.5,


5.3.2.3,


5.3.2.5


			M


			





			Presence_XDM-AU-S-007


			XML document conforms to MIME type


			5.3.1.4,


5.3.2.4


			M


			





			Presence_XDM-AU-S-008


			Data semantics of Presence Authorisation Rules


			5.3.1.6,


5.3.2.6


			M


			





			Presence_XDM-AU-S-009


			Naming conventions for Presence Authorisation Rules 


			5.3.1.7,


5.3.2.7


			M


			





			Presence_XDM-AU-S-010


			Authorization policies for manipulating Presence Authorisation Rules


			5.3.1.10,


5.3.2.10


			M


			








Appendix B. Examples
(Informative)


B.1 Manipulating Presence Authorisation Rules


B.1.1 Obtaining Presence Authorisation Rules


Both Subscription Authorisation Rules and Presence Content Rules are stored in one XML document. Figure B.1 describes how XDM client obtaines Presence Authorisation Rules.
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Figure B.1- XDM Client obtains Presence Authorisation Rules



The details of the flows are as follows:



1) The user “sip:ronald.underwood@example.com” wants to obtain the document describing his Presence Authorisation Rules. For this purpose the XDM Client sends a HTTP GET request to the Aggregation Proxy.


GET http://xcap.example.com/services/pres-rules/users/sip:ronald.underwood@example.com/~~/ruleset HTTP/1.1



...



Content-Length: 0



2) Based on the AUID the Aggegation Proxy forwards the request to the Presence XDMS.



3) After the Presence XDMS has performed the necessary authorisation checks on the request originator, the Presence XDMS sends an HTTP “200 OK” response including the requested document in the body.



HTTP/1.1 200 OK



Etag: "ett5e"



...



Content-Type: application/auth-policy+xml



<?xml version="1.0" encoding="UTF-8"?>



<cr:ruleset



   xmlns:cr="urn:ietf:params:xml:ns:common-policy"



   xmlns:rpid="urn:ietf:params:xml:ns:rpid"



   xmlns="urn:ietf:params:xml:ns:pres-rules"



   xmlns:cr="urn:ietf:params:xml:ns:common-policy"



   xmlns:rs="urn:ietf:params:xml:ns:pidf:status:rpid-status"



   xmlns:ts="urn:ietf:params:xml:ns:pidf:rpid-tuple"



   xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">



  <cr:rule id="ck81">



    <cr:conditions>



      <cr:identity>



        <cr:id>tel:+43012345678</cr:id>



        <cr:id>sip:hermione.blossom@example.com</cr:id>



      </cr:identity>



    </cr:conditions>



    <cr:actions>



      <sub-handling>allow</sub-handling>



    </cr:actions>



    <cr:transformations>



      <provide-tuples>



        <all-tuples></all-tuples>



      </provide-tuples>



    </cr:transformations>



  </cr:rule>



</cr:ruleset>



4) The Aggregation Proxy routes the response to the XDM Client.
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