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1 Reason for Change

The OMA-PAG-GM-AD-V1_0_0-20041111-D does only place requirements on the Aggregation Proxy to perform authentication of the XDMC. It is therefore proposed to remove the requirement on individual XDMSs to also support this functionality in the XDM Specification.

It is also proposed to clarify the direction of authentication provided by HTTP Digest and TLS respectively. In the reviewed version of the OMA-XDM_Specification-V1_0-20041112-D both are written as “mechanism for server to client authentication”, which is somewhat unclear.

2 Impact on Backward Compatibility

Not applicable.

3 Impact on Other Specifications

Not applicable.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and adopt the proposed text to OMA-XDM_Specification-V1_0-20041112-D.

6 Detailed Change Proposal

7. Security Procedures

7. Authentication

The GM-3 reference point (see [GMAD]) SHALL provide mutual authentication.

For a 3GPP/3GPP2 realizsation the GM-3 corresponds to the Ut interface. In this case the XDM Client and the Aggregation Proxy SHOULD comply to the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] and the authentication SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-003-0].
The XDM Client and the Aggregation Proxy (see [GMAD]) SHALL support the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication SHALL conform to [RFC2617] with the following clarifications:
· Both HTTP server and HTTP proxy authentication SHALL be supported;

· the Aggregation Proxy SHOULD send the Authentication-Info header with a “nextnonce” parameter in order to avoid unnecessary round trips for HTTP digest authentication challenge;

· the “username” parameter SHALL contain the SIP URI identifying the user (the public user identity);

The XDM Client and the Aggregation Proxy SHALL support HTTP over TLS as specified in [RFC2818] for server authentication.

The XDM Client and the Aggregation Proxy SHALL support the Transport Layer Security (TLS) as specified in [RFC2246] with the following clarifications:

· The following cipher suites SHALL be supported:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA

· TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA

· other cipher suites defined in [RFC2246] MAY be supported.

When the SIP/IP Core corresponds with 3GPP IMS, the XDM Client, XDM Server and the Aggregation Proxy SHALL support the TLS version and profile as specified in clause 5.3 of [3GPP TS 33.222].

7. Authorization

The XDMS shall check that the identity of the requesting XDMC has granted access rights to perform the requested operations.

When realized in 3GPP/3GPP2 IMS, the identity of the requesting XDM is obtained from the X-3GPP-Asserted-Identity or the X-3GPP-Intended-Identity.

By default, the initial creator of a document is its primary principal. The primary principal SHALL have permission to perform all operations defined in Sections 6.1.1 and 6.1.2.
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