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1 Reason for Change

To define HTTP Digest as one Method to do authentication of the Presence Source in case of content indirection.

The OMA-PAG-2005-0136R01 does not define a method to authenticate a Presence Source that is storing content on a content server used for content indirection of presence information. 

This contribution suggests that in case of when a Presence source is provisioned with a CONTENT-SERVER-URI it is also possible to include a CONTENT-SERVER username and a CONTENT-SERVER password. If this parameter exists it shall be possible for a Content Server to do HTTP DIGEST authentication using the procedures defined in the contribution. The procedures used are the same as used in the XDM_core specification.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the proposed text under the proposed sections in the Presence Spec (OMA-TS-Presence_SIMPLE-20050208-D).  

6 Detailed Change Proposal

>>>>>>>>>>>>Add the following references in section 2.1 >>>>>>>>>>>>>
[RFC2617]  “HTTP Authentication: Basic and Digest Access Authentication
[RFC2818]
“HTTP Over TLS”

[RFC2246]
“The TLS Protocol Version 1.0”

>>>>>>>>>>>>Make the proposed changes in section 5.1.1.2.1>>>>>>>>>>>>>

5.2.1.1.1 Performing content indirection

If the Presence Source decides to use the content indirection mechanism for publishing an initial or modified value of a presence attribute, the Presence Source SHALL follow the following procedures:

1. Construct as many HTTP or optionally HTTPS URIs as objects to be stored; and

· Store the MIME objects behind the created HTTP or optionally HTTPS URI(s) in the Content Server using the HTTP PUT method defined in [RFC 2616].

The Presence Source MAY be provisioned with the HTTP or optionally HTTPS URI of the content server where the MIME objects will be stored. This can be done with OTA Provisioning or local configuration. In case it is performed with OTA Provisioning it SHALL use the value of  CONTENT-SERVER-URI defined in Appendix B. The Presence Source MAY be provisioned with a HTTP username and a HTTP digest password to be able to connect to a Content server that may use HTTP Digest Authentication [RFC2617] to authenticate a Presence Source storing a MIME object. This can be done  with OTA Provisioning or local configuration. In case it is performed with OTA Provisioning it SHALL use the values of CONTENT-SERVER-USERNAME and CONTENT-SERVER-PASSWORD defined in Appendix B
The HTTP Digest authentication SHALL conform to [RFC2617] with the following clarifications.The HTTP server (“401 Unauthorized” SHALL be used. The “rspauth” parameter MAY be used to provide mutual authentication. The “qop” header shall be set to “auth-int”. 
If the Presence Source is provisioned with an HTTPS URI it SHALL perform according to [RFC2818].
2. Use the “multipart/related” content type as described in [RFC2387] with the content indirection mechanism as specified in [CONTENTIND] for the publication of presence information format as follows:

· Set a CID URI referencing to other MIME multipart body which contains the content indirection information as the value of the XML element whose value is delivered as an indirect content; 

· Include the presence document of the format “application/pidf+xml” or “application/pidf-partial+xml” in the root of the body of the “multipart/related” content;

Specify the part having information about the MIME object by using the “message/external-body” content type, defining the HTTP or optionally HTTPS URI, versioning information and other information about the MIME object as described in [CONTENTIND]. The versioning information is used for determining whether or not the MIME object indirectly referenced by a URI has changed or not.
>>>>>>>>Make the proposed changes in section 5.2.8.1>>>>>>>>>>>>>>>>>>

5.2.1.2 Fetching indirect content

A watcher MAY support the content indirection mechanism [CONTENTIND]. If supported, the watcher SHALL indicate the support for the “message/external-body” content type by using the “Accept” header field in the SUBSCRIBE request. 

If the watcher receives an indirect content in a NOTIFY request, the watcher SHALL fetch the content from the Content Server as defined in [CONTENTIND].
If the URI received as indirect content in the NOTIFY request is an HTTPS URI the watcher SHALL perform according to [RFC2818].

>>>>>>>Make the proposed changes in section 5.3.1.3>>>>>>>>>>>>>>>>>>

5.2.1.3 Handling of large objects

The PS MAY support the “multipart/related” content type in accordance with [RFC2387]:

If supported, the PS SHALL process a presence document represented as “multipart/related” content type as follows:

· If the  “multipart/related” content type contains direct MIME object data,
· The PS SHALL check the size of the direct MIME object data. If the size exceeds the upper limit as defined by Presence Server policies the Presence Server SHALL stop processing and return the SIP response “413 Request Entity Too Large”. The upper limit used by the Presence Server SHALL be at least equal to or greater than the respective limit defined for the Presence Source.

· If the size of the direct MIME object data is within the PS's upper limit, the PS SHALL either store the MIME object in case of initial publication or replace an existing content in case of modify operation. The PS MAY store the received MIME object in the Content Server by creating an appropriate HTTP or optionally HTTPS URI therein (according to the procedures described in 5.2.1.1.1) and uploading the content via the HTTP PUT method [RFC2616].

· If the “multipart/related” content type contains an indirect MIME object included in a “message/external-body” content type and the content indirection [CONTENTIND] mechanism is supported by the PS, 

· The PS SHALL check the existence of the MIME object by fetching the content stored behind the HTTP or optionally HTTPS URI from the Content Server using the HTTP GET method [RFC 2616] and associate the value of the relevant presence attribute with the fetched content.  If the PS cannot access the MIME object referenced by the HTTP or optionally HTTPS URI, the PS SHOULD exclude the MIME object from the presentity’s presence document and continue the processing.

If the URI used for the storage of the indirect content is an HTTPS URI the PS SHALL perform according to [RFC2818].
If the PS does not support the “multipart/related” content type, then the PS shall send a 415 (Unsupported Media Type) response and indicate the supported content types in the “Accept” header field.
>>>>>>>>Make the proposed changes in section 5.3.2.2>>>>>>>>>>>>>>>>>>

5.2.1.4 Handling of large objects

The PS MAY generate notifications using the “multipart/related” content type in accordance with [RFC2387], if:

· the presence information formatted as “application/pidf+xml” includes references to other MIME objects; and 

· the watcher indicates support for the “multipart/related” content type using the “Accept” header field in the SUBSCRIBE request.

If the watcher does not indicate support for the “multipart/related” content type or a MIME object cannot be accessed by the PS, the PS SHOULD exclude the MIME object from the notification.

If the size of the MIME object data in the NOTIFY request exceeds the limit defined for the Watcher the PS SHALL handle the MIME object data as indirect content, i.e. store the MIME object data in the Content Server and include an HTTP or optionally HTTPS URI in the notification pointing to the stored MIME object. 

If the reference to the MIME object is an HTTPor optionally HTTPS URI, the PS SHALL either:

· fetch the content using the HTTP GET method defined in [RFC 2616] and include as direct content in the notification; or

· include an HTTP or optionally HTTPS URI as indirect content in the notification pointing to the MIME object.

Access to indirect content SHALL be restricted to the watcher.  Any appropriate mechanism may be used, given it does not impose any requirements to the watcher other than having to issue an HTTP GET to fetch the indirect content from the provided URI.

In the case of sending the MIME object as direct content, the PS SHALL modify the value of the relevant presence attribute in the presence document to refer to the MIME object included in the “multipart/related” content type.

>>>>>>>>>>>Make the proposed changes in section 5.8>>>>>>>>>>>>>>>>>>

9.4 Content Server

The Content Server SHALL support the HTTP protocol GET and PUT methods [RFC2616], and the procedures defined in [CONTENTIND]. 
The Content Server MAY support TLS as defined in [RFC2246]. 
If the Content Server supports TLS it SHALL follow the procedures defined in [RFC2818].
The Content Server SHALL authenticate the Presence Sources that attempt to store MIME objects. Any appropriate mechanism may be used, given it does not impose any requirements to the Presence Source other than having to issue an HTTP PUT to store the indirect content to the provided URI. If the Content server is using HTTP Digest Authentication [RFC2617] to authenticate a Presence Source that has been provisioned with a Content-Server URI, a Content-Server-Username and a Content-Server Password the clarifications of the HTTP Digest authentication in 5.2.1.1 SHALL apply.
It is used to store MIME objects needed for content indirection of presence information. 

The MIME objects are pointed using URLs included in publication of Presence Sources, and in notification for Watchers. 

The Presence Server MAY according to the Presence Source, Watchers and local policy, support indirect notification using the Content Server for publications that did not use content indirection. The Presence Server MAY also support direct notification for publications that did use the content indirection.

Editors Note: May need to use this in 5.3.

The Content Server can be used by Presence Sources as described in section 5.1.1.2, Watchers as described in 5.2.7 and the Presence Server as described in sections 5.3.1.2 and 5.3.2.2.

>>>>>>>>>>>Make the proposed changes in Appendix B1     >>>>>>>>>>>>>>
A.1 Presence Client provisioning parameters

The following table lists the parameters available in an instance of the Presence Application Characteristic 

	Parameter Name
	Req / Opt
	Instances
	Default

	Standard Application Characteristic fields as defined in [PROVCONT]

	APPID
	Required
	1
	“PRS” 

	PROVIDER-ID
	Optional
	0 or 1
	none

	TO-APPREF
	Required
	1
	n/a

	NAME
	Required
	 1
	n/a

	TO-NAPID
	Required
	   1 or more
	n/a

	Application Characteristic fields specifically required for the Presence Enabler

	CLIENT-OBJ-DATA-LIMIT
	Required
	1
	n/a

	CONTENT-SERVER-URI
	Optional
	0 or 1
	n/a

	CONTENT-SERVER-USERNAME
	Optional
	0 or 1
	n/a

	CONTENT-SERVER-PASSWORD
	Optional
	0 or  1
	n/a

	SERVICE-ENABLED
	Optional
	0 or 1
	0

	SOURCE-THROTTLE-PUBLISH
	Optional
	1
	Not available


The provisioning document in a AC file format 

IDENTIFYING INFORMATION

#######################

APPID: ???

APPID type: OMNA.

Owner: OMA Presence and Availability Working Group.

Contact: OMA Presence and Availability Working Group <TECHNICAL-COMMENTS@MAIL.OPENMOBILEALLIANCE.ORG>. 

Registration version: 1.0

Registration timestamp: 2004-11-11.

Application description: Presence

Application reference: 

    OMA SIMPLE presence Enabler Release 1.0 specifications,

    URL:http://www.openmobilealliance.org/documents.asp.

Legal text:

    Use of this document is subject to all of the terms and conditions 

    of the Use Agreement located at 

        http://www.openmobilealliance.org/UseAgreement.html.

    You may use this document or any part of the document for internal 

    or educational purposes only, provided you do not modify, edit or 

    take out of context the information in this document in any manner. 

    Information contained in this document may be used, at your sole 

    risk, for any purposes.

    You may not use this document in any other manner without the prior 

    written permission of the Open Mobile Alliance.  The Open Mobile 

    Alliance authorizes you to copy this document, provided that you 

    retain all copyright and other proprietary notices contained in the 

    original materials on any copies of the materials and that you 

    comply strictly with these terms.  This copyright permission does 

    not constitute an endorsement of the products or services.  The 

    Open Mobile Alliance assumes no responsibility for errors or 

    omissions in this document.

    Each Open Mobile Alliance member has agreed to use reasonable 

    endeavors to inform the Open Mobile Alliance in a timely manner of 

    Essential IPR as it becomes aware that the Essential IPR is related 

    to the prepared or published specification.  However, the members 

    do not have an obligation to conduct IPR searches.  The declared 

    Essential IPR is publicly available to members and non-members of 

    the Open Mobile Alliance and may be found on the "OMA IPR 

    Declarations" list at http://www.openmobilealliance.org/ipr.html. 

    The Open Mobile Alliance has not conducted an independent IPR review 

    of this document and the information contained herein, and makes no 

    representations or warranties regarding third party IPR, including 

    without limitation patents, copyrights or trade secret rights.  This 

    document may contain inventions for which you must obtain licenses 

    from third parties before making, using or selling the inventions. 

    Defined terms above are set forth in the schedule to the Open Mobile 

    Alliance Application Form.

    NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE 

    MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER 

    OR ITS AFFILIATES REGARDING ANY OF THE IPR'S REPRESENTED ON THE "OMA 

    IPR DECLARATIONS" LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, 

    COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR 

    NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

    THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY 

    DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR 

    EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF 

    DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

    © 2004 Open Mobile Alliance Ltd.  All Rights Reserved.

    Used with the permission of the Open Mobile Alliance Ltd. under the 

    terms set forth above.

WELL-KNOWN PARAMETERS

#####################

Characteristic/name: APPLICATION/APPID.

Status: Required.

Occurs: 1/1.

Default value: None.

Used values: “PRS”

Interpretation:

To uniquely identify the Presence enabler.

-------

Characteristic/name: APPLICATION/TO-APPREF.

Status: Required

Occurs: 1/1

Default value: None.

Used values: N/A.

Interpretation:

It provides the linkage between the application characteristic of the presence enabler with SIP/IP core application characteritstics. 

-------

Characteristic/name: APPLICATION/NAME.

Status: Required.

Occurs: 1/1.

Default value: None.

Used values: Presence.

Interpretation:

User displayable name for the presence enabler.

-------

Characteristic/name: APPLICATION/TO-NAPID.

Status: Required if direct use of Network Access Point supported.

Occurs: 0/*. 

Default value: None.

Used values: IMS-NAP.

Interpretation:

specifies the network access point used for a given application.

Characteristic/name: APPLICATION/CLIENT-OBJ-DATA-LIMIT

Status: Required.

Occurs: 1/1.

Default value: None

Used values: 0/1

Interpretation: 

Limits  the size of the MIME object data to the specified value in bytes when PUBLISH and NOTIFY methods are used in the presence client.

 Characteristic/name: APPLICATION/CONTENT-SERVER-URI

Status: Optional.

Occurs: 0/1.

Default value: None

Used values: 

Interpretation: 

Defines the HTTP URI of the content server to be used for content indirection.

------
Characteristic/name: APPLICATION/CONTENT-SERVER-USERNAME

Status: Optional.

Occurs: 0/1.

Default value: None

Used values: 

Interpretation: 

Defines the HTTP Username for accessing the content server to be used for content indirection.

---------
Characteristic/name: APPLICATION/CONTENT-SERVER-PASSWORD

Status: Optional.

Occurs: 0/1.

Default value: None

Used values: 

Interpretation: 

Defines the HTTP Digest Password for accessing the content server to be used for content indirection.

EXAMPLE

#######

<characteristic type="APPLICATION">

  <parm name="APPID" value="PRS"/>

  <parm name="NAME" value="Presence"/>

  <parm name="To-APREF" value="SIP-IP core"

  <parm name="TO-NAPID" value="IMS-NAP"/>

  <parm name="CLIENT-OBJ-DATA-LIMIT" value="5120"/>
  <parm name="CONTENT-SERVER-URI" value="HTTPS://contentserver.example.com/user1"/>

  <parm name="CONTENT-SERVER-USERNAME" value="sip:joe@example.com"/>

  <parm name="CONTENT-SERVER-PASSWORD" value="XcZ123Ghty"/>
  <parm name="SERVICE-ENABLED" value="1"/>

</characteristic>

###END###
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