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1 Reason for Contribution

This document is provided as an input paper to discuss the creation of a new work item for Global Permission Management. The WID proposal is attached to this document.
2 Summary of Contribution

Draft Work Item Document for Global Permission Management
3 Detailed Proposal

The objective of this work item is to provide the OMA with a Global Privacy Management architecture and specifications which will be used to manage permissions to access end-users' information from the various OMA enablers.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The WID is attached to this document.
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1 Description


Description and Objectives of Work to be Undertaken (including Justification and Use Cases):


The objective of this work item is to provide the OMA with a Global Privacy Management architecture and specifications which will be used to manage permissions to access end-users' information from the various OMA enablers.


The new work item will address the following issues related to permission management:


· Permission/Authorisation Checking before any end-users' related information is provided to the requesting application


· Enable the dynamic provisioning of end-users' permission settings


· Synchronise permission settings between the GPM and other entities which can store end-users permissions.

Some of the OMA working groups have dealt with permission management in their work. The following working groups list is given as an example: 


· OMA/LOC: An element known as PPR (Privacy Profile Register) is defined in the OMA Location architecture and OMA/Location has defined the PCP (Privacy Checking Protocol) to be used by the Location Server to request the PPR whether the location request can be granted.


· OMA/PAG: as for the OMA Presence architecture, it refers to the ETSI Geopriv specifications for the permission management. 


· OMA/REQ: the OMA –RD-Privacy-V1_0-20031104-C document has been approved, for all the OMA enablers. These requirements may not all correspond to the needs of the Global Permission management WI.

· OMA/ARCH: IMF Architecture Document ongoing. PEEM Architecture Document ongoing

The following use cases are provided as examples of use cases which could be supported by the WI: 


· Use case 1: Checking Permission Profile. 

Before releasing any end-users related information, the permissions will have to be checked. This use case will involve a Global Permission Management enabler which could rely on a Specific Permission Management (Location Permission Management, Presence Permission Management…).

1. The application requests the end-user's related information to the OMA Enabler


2. The OMA Enabler requests the Global Permission Management whether the information shall be given to the requesting application


3. The end-user's settings analysis shows that the information can be given. The Global Permission Management answers the OMA Enabler.


4. The OMA Enabler provides the end-user's related information to the requesting application
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· Use case 2 : Subscriber updating his permissions

The user shall be able to change/update his permission settings at any time and these changes/updates shall be taken into account as soon as there are performed.


1. The end-users requests an update of his permissions settings


2. The Global Permission Management updates the permission settings for the end-user and sends a permission settings update notification.
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Deliverable(s):


GPM Requirement Document – GPM RD 1.0

GPM Architecture Document - GPM AD 1.0

GPM Protocol Specifications

IOT specifications


Existing Specifications or Documents Affected:

OMA –RD-Privacy-V1_0-20031104-C


OMA-PCP specification for the OMA LOC enabler

OMA-IMF RD


OMA PEEM AD


Linked Work Items:


LOC WG Privacy Checking Protocol WI (OMA-TP-2003-0200-LOC_WID_PCP-v1_2-20030606-D)

Linked Affected OMA Groups and External Fora


OMA ARCH WG


OMA REQ WG


OMA LOC WG


OMA PAG WG

And potentially other WGs

2 Impacts
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Service Impacts:


None expected but to be confirmed during work effort.


Architecture Impacts:


None expected but to be confirmed during work effort.


Charging/Billing Impacts:


None.

Security Impacts:


Information should be managed through a secured manner.

Privacy Impacts:


GPM will be used to manage access to end-users' related information from OMA enablers.

IOT Impacts:


IOP specifications will be defined for the GPM set of specifications.

3 Document History
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