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1 Reason for Change

To clarify the requirements related to access control for XDM in XDM Rel.2 RD.

It is proposed that access permissions to each XDM document are stored in separate XDM document, where the identities of the principals that have access are defined.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the proposed text under the proposed sections in the Presence Spec (OMA-PAG-SIMPLE-Spec-V1_0_0-20041108-D).

6 Detailed Change Proposal

>>>>>>>>>>>>>>Add the proposed text in section XX>>>>>>>>>>>>>>>>>>

9.4.1 General

1) The end-user SHALL be able to store his per-user information (e.g., URI Lists) in the network.

2) Such information SHALL be stored as one or more documents described in an extensible and platform-neutral format.

3) Each such document SHALL be identified by at least one globally unique identifier (i.e., a URI according to RFC 2396).

4) Documents SHALL be associated with meta-data which describes certain properties of the document that are not included in its content.
5) A document SHALL be associated with at least the following meta-data, which SHALL be stored  in a separate access document:
a) Primary Principal:
By default this value indicates the original creator of the document.  The primary principal may be changed by any principal having appropriate permissions.

b) Principals’ identities that have certain rights to perform operations in the document
c) 
d) 
e) 
f) 
g) Permissions: This property identifies which principals have which rights to perform which operations on this document. Operations include all the different types of XDM operations such write, read, delete, search etc.
7) The XDM enabler SHALL allow an authorized principal to access and manage stored documents from any capable device type over any capable network.  

8) Data consistency of information stored in the XDM enabler SHALL be ensured, particularly if simultaneous access by multiple authorised end-users and/or multiple devices is allowed.

9) The XDM enabler SHALL allow a XDM principal to retrieve a list of all stored documents for which the principal is the Primary Principal.

10) The XDM enabler SHALL allow a XDM principal to retrieve a list of all stored documents for which the principal is the Primary Principal per type of service (e.g., all documents related to his PoC service).


11) It SHOULD be possible to provision the XDM client using existing OMA Device Management and Provisioning enablers. 
12) If provisioning data relevant to XDM is present in the smartcard, the XDM client SHALL be able to retrieve that data.

13) XDM documents SHALL support multiple character sets.

>>>>>>>>>>>>>>Add the proposed text in section 6.1.3>>>>>>>>>>>>>>>>>>

9.4.2 Document Management Functions

The sub-sections below identify the set of available document management functions.

1) Document management functions SHALL be controlled by permissions which determine the capabilities available to a principal wishing to perform such functions per each document.  Those permissions SHALL be stored in a separate document which is associated with the document it provides access to.
2) It SHALL be possible to define “roles” that represent a given set of permissions.  Assignment of those roles to particular principals is equivalent to assigning the corresponding set of permissions.

3) The service provider SHALL have permissions to perform all document management functions.
4) Principals SHALL be assigned permissions to perform some or all of the document management functions.

5) Permissions MAY be assigned at any time from creation to deletion of the document.  

6) Principals who try to perform a document management function SHALL first be authenticated.

7) 
The creator of a document SHALL become the initial Primary Principal of the document.

8) 
The Primary Principal SHALL always be allowed to modify the permissions on his/her document.

9) 
There SHALL always be one and only one Primary Principal of a document.

10) It SHOULD be possible for principals with the appropriate permission to query the permissions applied to a specific document.

11) XDM-based repositories MAY notify authorised principals of updates to documents, upon their request..

>>>>>>>>>>>>>>Add new text as section 6.1.3.2>>>>>>>>>>>>>>>>>>

5.2.1.1 XDM Access Document

1) An XDM Access Document SHALL have the following meta-data, in addition to those properties specified in Section 6.1.1:
·  Identities of the principals who have access to the particular XDM document, including their human readable name
· Operations these principals are allowed to perform in the XDM document the access document defines access to
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