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1 Reason for Change

The common policy I-D (http://www.ietf.org/internet-drafts/draft-ietf-geopriv-common-policy-05.txt) has removed the <anonymous> condition support in v05. This is because in the internet, it is very difficult to give a precise definition and distinction on what is authorized identity and unauthorized due to various connectivity options. As the result the common-policy doesn’t contain the evaluation against anonymous request. 

In OMA model, however, we need anonymous condition and the action associated. In PoC Control Plane specification, there are numerous sections about privacy handling. To the end user it is shown as anonymous dial-in. See section 5.2 and many sections in CF and PF functions. When inviting party requires privacy, then the invited party side network may or may not get the inviting party identity. If OMA utilizes fully common-policy model the invite can only be rejected without even parsing against the policy.

5.2 “Authenticated Originator's PoC Address

The Authenticated Originator's PoC Address is the PoC Address of the originating PoC Client that has been authenticated by the SIP/IP Core or the PoC Group Identity when the PoC Server performing the Controlling PoC Function invites PoC Users to a PoC Group Session. 

When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, then the Authenticated Originator's PoC Address is contained in the P-Asserted-Identity header according to rules and procedures of  [TS24.229] /[3GPP2 X.S0013.4]. The PoC Client MAY insert a P-Preferred-Identity header, which contains a PoC Client preferred identity, for the SIP/IP Core to use inside the P-Asserted-identity header. If privacy is required, the From header SHALL contain an anonymous URI and optionally a nickname or "Anonymous". “
Also 3GPP IMS and 3GPP2 MMD have specified procedure on the anonymous condition. The IMS/MMD network authenticates every single request; however it treats the source of the request as anonymous when the request includes a Privacy header. The IMS specification defines (3GPP TS 24.229, section 5.1.2A.1):

“The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P-CSCF in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].”

Furthermore, the user identify verification at the AS is defined to be”

“When the AS receives a SIP initial or standalone request that does not contain credentials, the AS shall:

a)
if a Privacy header is present in the initial or standalone request and the Privacy header value is set to "id" or "user", then the user and the request are considered as anonymous, and no further actions are required. The AS shall consider the request as authenticated;”

Therefore in PoC application we need an <anonymous-request> condition to be consistent with the procedure in IMS and complete the logic chain. 

For presence it is the similar situation. In Presence XDM spec, section 5.1 Presence Authorisation Rules, it consistently defines how to handle anonymous request in section 5.1.1.2 Data Semantics:

“The <anonymous> child element of <identity>” is evaluated to true if the incoming subscription is considered as anonymous, as described in [PRESSPEC] section 7.1.3.”
The pres-rules I-D uses the common-policy scope so the anonymous subscription is not supported. That is why the Presence specification needs to support the <anonymous-request> condition to be defined by OMA.

Since the condition is served as a common condition, it should be added in XDM core spec, which can be then used by both PoC and Presence feature. 

This CR proposes the change in XDM Core specification, to be referenced by the PoC XDM specification, the Presence specification, and the Presence XDM specification. By this the feature will be consistent between inviting and invited side. Below is the process flow. The Application Server will always check the anonymous request condition by searching the Privacy header in the request, then proceed with rest as previously specified in XDM specifications.
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2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

Presence specification, Presence XDM specification and PoC XDM specification.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To adopt the changes proposed in Section 6.
6 Detailed Change Proposal
6.6.2.1 Structure

Every rule in an authorization policy document SHALL support the following extensions to [COMMONPOL]: 

· the <external-list> condition element (as defined in section 6.6.2.2);

· the <anonymous-request> condition element (as defined in section 6.6.2.2);

· the <other-identity> condition element (as defined in section 6.6.2.2)..
If present in any rule, the <external-list> element allows for matching those identities that are part of a URI List (as defined in section 6.6.2.2).
If present in any rule, the <anonymous-request> element matches those incoming requests that have been identified as anonymous.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, an AS SHALL use the procedures as defined in chapter 5.7.1.4 in [3GPP TS 24.229]  / [3GPP2 X.S0013.4] how to identify the source of the request anonymous.

If present in any rule, the <other-identity> element, which is empty, matches all identities that are not referenced in any rule. It allows for specifying a default policy.
The <conditions> element of a rule SHALL contain no more than one of <identity>, <external-list>, <anonymous-request> or <other-identity>..

6.6.2.2 XML Schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:oma:params:xml:ns:common-policy"

   xmlns="urn:oma:params:xml:ns:common-policy"

   xmlns:xs="http://www.w3.org/2001/XMLSchema"

   elementFormDefault="qualified" attributeFormDefault="unqualified">
<!-- OMA specific "conditions" child elements -->    

<xs:element name="other-identity" type="emptyType"/>

    <xs:element name="external-list">

      <xs:complexType>

        <xs:sequence>

          <xs:element name="entry" type="anchorType" minOccurs="0" maxOccurs="unbounded"/>

        </xs:sequence>

      </xs:complexType>

    </xs:element>
  <xs:element name="anonymous-request" type="emptyType"/>

  <xs:complexType name="anchorType">

    <xs:attribute name="anc" type="xs:anyURI"/>

    <xs:anyAttribute namespace="##any"/>

  </xs:complexType>
<xs:complexType name="emptyType"/>
</xs:schema>

Editor note: It must be clarified how to register the OMA specific namespace.

6.6.2.3 Combining Permissions 

When evaluating any authorization policy document based on [COMMONPOL] together with the extensions described in section 6.6.2.1 against a URI value, the algorithm for obtaining the different rules that are applicable SHALL be as follows:

a Those rules matching the URI value against the <identity> element SHALL take precedence over those rules based on matching it against an <external-list>, <anonymous-request> or an <other-identity> element. That is, if there are applicable rules based on <identity> matches, only those shall be used for the evaluation of the combined permission.

b Those rules containing an <other-identity> element SHALL be used for the evaluation of the combined permission only if there are no other matching rules.
Note: The above algorithm for obtaining all the applicable rules differs from that described in [COMMONPOL].
After the applicable rules have been derived based on the above algorithm, the evaluation of the combined permission SHALL be based on [COMMONPOL] Section 10.2.
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