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1 Reason for Change

Regarding XDM Forward and XDM History, this contribution proposes the following:

· “XDM Forward” section is reordered under Document Management Function section.

· “XDM History Document” is extended such that all the operations on Document Management Functions can be stored as history.
· “XDM History Document” requirements are labelled separately.
In addition, the following are proposed:

· Labels in section 6.2 System Elements are separated for their easy understanding and extensibility.

· The role of Aggregation Proxy to aggregate the responses from Network side is added in section 6.2.3 Aggregation Proxy.

The change proposals are made upon the agreed contribution OMA-PAG-2006-0091R03-XDM2-RD-garbage-collection. For clarify, the proposed changes are highlighted in yellow.
R01:

· There was comment to change the term ‘document’ to ‘associated information’ according to the RDRR comments. 
However, as the term ‘document’ occurs in many place across the current RD, it is proposed to handle this issue as a separate CR.
· As PAG-148 handles Section 6.2 extensively, all proposals against Section 6.2 have been cancelled.

· The format of numbering is revised in the consistent manner.

· The XDM history information for other Document Management Operations (e.g., Copy, Forward, Suspend) than the document modification is optionalized as a separate requirement. 
This is to reflect the comment that such operation may not be clear for the perspective of XDMS.
· The handling of XDM history information upon the deletion of the document is to be handled separately. Such NOTE is added.

· The description on the format of XDM history information and the format of the searchable information is revised considering for extensibility. (I.e. the word of ‘at least’ has been added.)
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Samsung recommends the acceptance of this contribution and addition of the texts proposed in the section 6 of this document into the XDM RD.
6 Detailed Change Proposal

6. Requirements
(Normative)

6.1 High-Level Functional Requirements 

This section describes the functional requirements that are common to all document management functions.
6.1.1 General

	Label
	Description
	Enabler Release

	GEN-001
	The end-user SHALL be able to store his per-user information (e.g., URI Lists) in the network.
	XDM 2.0

	GEN-002
	Such information SHALL be stored as one or more documents described in an extensible and platform-neutral format.
	XDM 2.0

	GEN-003
	Each such document SHALL be identified by at least one globally unique identifier (i.e., a URI according to RFC 2396).
	XDM 2.0

	GEN-004
	Documents SHALL be associated with meta-data which describes certain properties of the document that are not included in its content. Such meta-data SHALL include at least the following:

a. Timestamp of document creation;

b. Timestamp of last document access.
	XDM 2.0

	GEN-005
	A document SHALL be associated with access permissions, which SHALL be stored  in a separate access document. The type of data contained in the access control document is described in section 6.1.3.2.
	XDM 2.0

	GEN-006
	The XDM enabler SHALL allow an authorized principal to access and manage stored documents from any capable device type over any capable network.
	XDM 2.0

	GEN-007
	Data consistency of information stored in the XDM enabler SHALL be ensured, particularly if simultaneous access by multiple authorised end-users and/or multiple devices is allowed.
	XDM 2.0

	GEN-008
	The XDM enabler SHALL allow a XDM principal to retrieve a list of all stored documents for which the principal is the Primary Principal.
	XDM 2.0

	GEN-009
	The XDM enabler SHALL allow a XDM principal to retrieve a list of all stored documents for which the principal is the Primary Principal per type of service (e.g., all documents related to his PoC service).
	XDM 2.0

	GEN-010
	It SHOULD be possible to provision the XDM client using existing OMA Device Management and Provisioning enablers.
	XDM 2.0

	GEN-011
	If provisioning data relevant to XDM is present in the smartcard, the XDM client SHALL be able to retrieve that data.
	XDM 2.0

	GEN-012
	XDM documents SHALL support multiple character sets.
	XDM 2.0

	GEN-013
	A document MAY be associated with XDM history information, which SHALL be stored in a separate XDM history document. The type of data contained in the XDM history document is described in section 6.3.1.2. The XDM history management SHOULD be supported when the Delegation (section 6.1.2) is supported.
	XDM 2.0


Table 2: Functional Requirements -Delegation
6.1.2 Delegation

	Label
	Description
	Enabler Release

	FUNC-DEL-001
	Principals SHALL be able to authorise other principals to perform selected operations on their behalf.  
	XDM 2.0

	FUNC-DEL-002
	For the document management functions identified in Section 6.1.3, there SHALL be a permission which allows principals to delegate those functions to other principals.
	XDM 2.0

	FUNC-DEL-003
	Having the permission to perform a function SHALL be separate from the permission to delegate the function to other principals
	XDM 2.0


Table 3: Functional Requirements -Delegation

6.1.3 Document Management Functions

The sub-sections below identify the set of available document management functions.

	Label
	Description
	Enabler Release

	FUNC-DMT-001
	Document management functions SHALL be controlled by permissions which determine the capabilities available to a principal wishing to perform such functions in each document. Those permissions SHALL be stored in a separate document which is associated with the document it provides access to. 
	XDM 2.0

	FUNC-DMT -002
	It SHALL be possible to define “roles” that represent a given set of permissions.  Assignment of those roles to particular principals is equivalent to assigning the corresponding set of permissions.
	XDM 2.0

	FUNC-DMT -003
	The service provider SHALL have permissions to perform all document management functions.
	XDM 2.0

	FUNC-DMT -004
	It SHALL be possible to assign permissions to Principals to perform some or all of the document management functions.
	XDM 2.0

	FUNC-DMT -005
	Permissions MAY be assigned at any time from creation to deletion of the document.  
	XDM 2.0

	FUNC-DMT -006
	At the creation of a document, a default access document SHALL be created. The default permissions SHALL express the denial for all principals, except the creator of the document, to perform any document management functions.
	XDM 2.0

	FUNC-DMT -007
	Principals who try to perform a document management function SHALL first be authenticated.
	XDM 2.0

	FUNC-DMT -008
	The creator of a document SHALL become the initial Primary Principal of the document.
	XDM 2.0

	FUNC-DMT -009
	The Primary Principal SHALL always be allowed to modify the permissions on his/her document.
	XDM 2.0

	FUNC-DMT -010
	There SHALL always be one and only one Primary Principal of a document.
	XDM 2.0

	FUNC-DMT -011
	It SHOULD be possible for principals with the appropriate permission to query the permissions applied to a specific document.
	XDM 2.0

	FUNC-DMT -012
	XDM-based repositories MAY notify authorised principals of updates to documents, upon their request
	XDM 2.0

	FUNC-DMT-013
	The service provider SHALL be able to set the expiry time of a document based on one or more of the following:

a. Time-to-live after creation:  The expiry time relative to when the document was created.

b. Time-to-live after last access:  The expiry time relative to when the document was last accessed.

c. Expiration time:  An absolute expiry time.
	XDM 2.0

	FUNC-DMT-014
	A principal with appropriate management permissions MAY be able to set the expiry time of a document to a value that does not exceed the maximum expiry time set by the service provider.
	XDM 2.0

	FUNC-DMT-015
	An expired document MAY be deleted automatically.
	XDM 2.0


Table 4: Functional Requirements –Document Management
6.1.3.1 Create

	Label
	Description
	Enabler Release

	FUNC-CREAT-001
	Principals with appropriate permissions SHALL be able to create a document
	XDM 2.0

	FUNC-CREAT-002
	When creating a document, it SHALL be possible to define document meta-data at a minimum including the meta-data described in Section 6.1.1 GEN-004
	XDM 2.0


Table 5: Functional Requirements –Document Management Create
6.1.3.2 
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6.1.3.3 Retrieve

	Label
	Description
	Enabler Release

	FUNC-RETR-001
	Principals with appropriate permissions SHALL be able to retrieve a document
	XDM 2.0


Table 7: Functional Requirements –Document Management Retrieve
6.1.3.4 Copy

	Label
	Description
	Enabler Release

	FUNC-COPY-001
	Principals with appropriate permissions SHALL be able to copy documents from one repository to the same or another repository.
	XDM 2.0


Table 8: Functional Requirements –Document Management Copy

6.1.3.5 Delete

	Label
	Description
	Enabler Release

	FUNC-DEL-001
	Principals with appropriate permissions SHALL be able to delete a document.
	XDM 2.0


Table 9: Functional Requirements –Document Management Delete

6.1.3.6 Modify

	Label
	Description
	Enabler Release

	FUNC-MOD-001
	Principals with appropriate permissions SHALL be able to modify a document.
	XDM 2.0

	FUNC-MOD-002
	When modifying a document, it SHALL be possible to add, edit or delete document meta-data
	XDM 2.0


Table 10: Functional Requirements –Document Management Modify
6.1.3.7 XDM Forward

	Label
	Description
	Enabler Release

	FUNC-FWD-001
	Principals with appropriate permissions SHOULD be able to forward documents to other principals
	XDM 2.0

	FUNC-FWD-002
	Forwarding Principals SHOULD be able to select an XML document that need to be forwarded and perform modification to its content with out affecting the original document, before the document is forwarded to other principals so that the Receiving Principals receive the modified document.

1) Forwarding Principals SHALL be able to add new elements to the XML Document

2) Forwarding Principals SHALL be able to delete elements from the XML Document

3) Forwarding Principals SHALL be able to update the content of the XML Document
	XDM 2.0

	FUNC-FWD-003
	Once the documents are forwarded, the Receiving Principals SHALL be able to accept or reject the forwarded XML documents. 
If accepted, the Receiving Principals SHALL own the forwarded documents and SHALL be regarded as creator of the documents. The accessibility of documents SHALL follow the requirements described in Section 6.1.3.
	XDM 2.0


Table 21: XDM Forward
6.1.3.8 Suspend

1) Principals with appropriate permissions SHALL be able to suspend access to and use of a document.

2) When access to and use of a document is suspended, no operation can be performed on that document, except to take it out of the suspend state or delete it.

	Label
	Description
	Enabler Release

	FUNC-SUSP-001
	Principals with appropriate permissions SHALL be able to suspend access to and use of a document.
	XDM 2.0

	FUNC-SUSP-002
	When access to and use of a document is suspended, no operation can be performed on that document, except to take it out of the suspend state or delete it.
	XDM 2.0


Table 11: Functional Requirements –Document Management Suspend
6.1.3.9 Resume

	Label
	Description
	Enabler Release

	FUNC-RESM-001
	Principals with the appropriate permission SHALL be able to resume usage of a suspended document.
	XDM 2.0

	FUNC-RESM-002
	After a resume operation, all operations can be performed on that document (except for the resume operation).
	XDM 2.0


Table 12: Functional Requirements –Document Management Resume
6.1.3.10 Search

	Label
	Description
	Enabler Release

	FUNC-SRCH-001
	It SHOULD be possible to search for the existence of certain content (e.g., the identifier of a user) in a document.
	XDM 2.0

	FUNC-SRCH -002
	It SHOULD be possible to search for the existence of a document based on meta-data associated with the document.
	XDM 2.0

	FUNC-SRCH -003
	Principals with the appropriate permission SHALL be able to define the visibility of a document when performing a search.
	XDM 2.0

	FUNC-SRCH -004
	It SHALL be possible to limit the number of search results
	XDM 2.0

	FUNC-SRCH -005
	Searches MAY be limited to documents hosted by the Service Provider.  
	XDM 2.0

	FUNC-SRCH -006
	Search results SHALL be subject to Service Provider policy or end-user privacy settings.
	XDM 2.0

	FUNC-SRCH -007
	Wildcards MAY be used when searching for documents.
	XDM 2.0

	FUNC-SRCH -008
	Search SHALL be limited to one document type (e.g. Shared Group document) at a time.
	XDM 2.0


Table 13: Functional Requirements –Document Management
6.1.3.11 Administration and Configuration

	Label
	Description
	Enabler Release

	FUNC-CONF-001
	Principals with appropriate permissions SHALL be able to configure the following:

1) Different values for the maximum number of documents that can be created for different principals.

2) Different values for the maximum number of documents that can be created for different document types.

3) Permission to receive notification of administration or configuration changes.
	XDM 2.0


Table 14: Functional Requirements –Document Management Admin

6.1.4 Security

	Label
	Description
	Enabler Release

	SEC-001
	XDM protocol SHALL support:

1) Mutual authentication of the XDM server and XDM client implementations.

2) Integrity and confidentiality of XDM message exchanges.
	XDM 2.0

	SEC-002
	It SHALL be possible to log all XDM interactions.
	XDM 2.0

	SEC-003
	If there is a mechanism to perform the security functions mentioned above in a common way, the XDM protocol SHOULD support the use of such a mechanism instead of duplicating such functionality.
	XDM 2.0


Table 15: Security

6.1.5 Charging

	Label
	Description
	Enabler Release

	CHA-001
	Mechanisms SHALL be provided for the Service Provider to charge for the use of XDM.

Examples of charging events include:

1) The creation, modification or deletion of a document.
2) The number of documents for which the end-user is the Primary Principal.
	XDM 2.0

	CHA-002
	Mechanisms SHALL be provided for the Service Provider to charge for the use of XDM as part of another service enabler.
	XDM 2.0


Table 16: Charging
6.1.6 Usability

	Label
	Description
	Enabler Release

	USA-001
	The XDM protocol SHOULD support version control of documents that it manages.  
	XDM 2.0

	USA-002
	The XDM client MAY use a version control mechanism to avoid unnecessary document retrievals prior to document manipulation. 
	XDM 2.0


Table 17: Usability
6.1.7 Interoperability

	Label
	Description
	Enabler Release

	IOP-001
	Interoperability of the XDM enabler is provided through the definition of open interfaces and a consistent format of documents and XDM functions in compliance with the requirements presented in this document.  The XDM functions, open interfaces and document formats SHALL provide interoperability to include at least the following:

1) Administration of documents.

2) Transfer of documents over open interfaces.

3) General structure of the documents transferred over open interfaces.

4) Collection and general format of charging information.
	XDM 2.0


Table 18: Interoperability 

6.1.8 Privacy

	Label
	Description
	Enabler Release

	PRV-001
	Access to XDM information SHALL conform to privacy requirements specified in [Privacy].
	XDM 2.0


Table 19: Privacy
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6.2 System Elements

This section contains high-level requirements on the basic functionality required by any system that implements the XDM specifications (e.g. a data repository containing shared documents, a data repository containing application-specific documents, a terminal accessing repositories as a XDM client, an application server (e.g. PoC Server) accessing repositories as a XDM client, etc.).

6.2.1 XDM Clients

	Label
	Description
	Enabler Release

	SYS-001
	The XDM client SHALL support document management functions identified in Section 6.1.3.
	XDM 2.0

	SYS-002
	The XDM client SHALL support secure communications with the XDM Server.
	XDM 2.0

	SYS-003
	The XDM client MAY Subscribe to and receive notifications regarding updates to documents.
	XDM 2.0


Table 22: XDM Clients

6.2.2 XDM Servers

	Label
	Description
	Enabler Release

	SYS-004
	The XDM Server SHALL support document management functions identified in Section 6.1.3.
	XDM 2.0

	SYS-005
	The XDM Server SHALL support secure communications with the XDM client.
	XDM 2.0

	SYS-006
	The XDM Server SHALL support charging mechanisms.
	XDM 2.0

	SYS-007
	The XDM Server MAY notify authorized principals of updates to documents
	XDM 2.0

	SYS-008
	The XDM Server MAY  in case of group document advertise group automatically 

a) to all members of that group when group is created

b) to new member(s) of existing group when new member(s) is added to that group.

In both of the above cases group advertisement SHALL include information about which communication means it is related (e.g. audio, message, video, application).
	XDM 2.0


Table 23: XDM Servers

6.2.3 Aggregation Proxy

	Label
	Description
	Enabler Release

	SYS-009
	The Aggregation Proxy SHALLact as a single contact point for the XDM client to access XML documents stored in any XDM servers.
	XDM 2.0

	SYS-010
	The Aggregation Proxy SHALL perform authentication of the XDM client..
	XDM 2.0

	SYS-011
	The Aggregation Proxy SHALL route individual requests to the correct XDM Servers or the Search Proxy
	XDM 2.0

	SYS-012
	The Aggregation Proxy MAY support charging.
	XDM 2.0

	SYS-013
	The Aggregation Proxy MAY perform compression/decompression over the radio interface 
	XDM 2.0


Table 24: Aggregation Proxy

6.2.4 Search Proxy

	Label
	Description
	Enabler Release

	SYS-014
	The Search Proxy SHALL act as a single contact point for the XDM Client to search XML documents stored in any XDM Servers.
	XDM 2.0

	SYS-015
	The Search Proxy SHALL route search request to the correct XDM Servers of its own network .
	XDM 2.0

	SYS-016
	The Search Proxy SHALL receive responses from XDM Servers of its own network.
	XDM 2.0

	SYS-017
	The Search Proxy SHALL send search responses to the XDM client.
	XDM 2.0

	SYS-018
	The Search Proxy MAY route search request to XDM Servers of other networks when needed
	XDM 2.0

	SYS-019
	The Search Proxy MAY receive responses from XDM Servers of other networks when needed.
	XDM 2.0

	SYS-020
	The Search Proxy MAY combine results from XDM Servers of its own network and also from other network before sending response to XDM Client
	XDM 2.0


Table 25: Search Proxy

6.2.5 Network Interfaces

6.2.5.1 Interface Between XDM Clients and XDM Servers

	Label
	Description
	Enabler Release

	SYS-021
	The interface between the XDM client and XDM server SHALL be access technology neutral.
	XDM 2.0

	SYS-022
	The interface between the XDM client and XDM server SHALL support the secure exchange of XDM messages.
	XDM 2.0

	SYS-023
	The interface between the XDM client and XDM server SHALL support document management functions as described in Section 6.1.3.
	XDM 2.0

	SYS-024
	The interface between the XDM client and XDM server SHALL support the secure provisioning of XDM client parameters
	XDM 2.0

	SYS-025
	The interface between the XDM client and XDM server SHOULD support the synchronisation of changed data
	XDM 2.0


Table 26: Interface XDM Client Server
6.2.5.2 Interfaces to XDM Servers from Applications/Enabler Implementations

Applications and/or Enablers would assume the role of a XDM Client, and therefore the above requirements apply.
6.3 Document Types

6.3.1 Associated Documents 

6.4 An Associated Document is a document type that may be created automatically by an XDMS in association with a document created by an XDM Client.
	Label
	Description
	Enabler Release

	DOC-ASS-001
	An Associated Document SHALL be deleted when the document it is associated with is deleted.
	XDM 2.0


Table 27: Associated Documents

6.4.1.1 Access Permissions Document
5.2.1.1 The Access Permissions Document defines which principals have rights to perform which XDM functions on the associated XML document.

	DOC-ACP-001
	An Access Permissions Document SHALL have the following meta-data, in addition to those properties specified in Section 6.1.1:

c. Identities of the principals who have access permissions to the associated XML document, including their human readable name.
d. Operations these principals are allowed to perform in the XDM document this access document defines permissions. Operations include all the XDM functions that are defined:

viii. Read

ix. Write

x. Delete

xi. Create

xii. Search

xiii. Copy

xiv. Subscription for changes
	XDM 2.0

	DOC-ACP-002
	The Primary Principal of the associated XML document is the only one, who SHALL have rights to modify the Access Permissions Document.
	XDM 2.0


Table 6: Access Permissions Document
6.4.1.2 XDM History Document
5.2.1.2 The XDM History Document contains a history of XDM operations performed on the associated XML document.

	Label
	Description
	Enabler Release

	DOC-HST-001
	The Primary Principal SHALL be able to enable and disable the XDM history function, on a per-document basis.
	XDM 2.0

	DOC-HST-002
	If the XDM history function is enabled, the XDM history information  of Document Management Operation for the modification of the document SHALL be stored. Such information SHALL include at least:
6) Type of operation:

a) Create of an element or attribute

b) Modify of an element or attribute

c) Delete of an element or attribute

7) Timestamp of operation

8) Identity of Principal that performed the operation

9) 
i. 
c) 
d) 

	XDM 2.0

	DOC-HST-003
	If the XDM history function is enabled, the XDM history information of other Document Management Operations than that for the modification of the document MAY be stored, at least, with the timestamp of the operation and the identity of the principal that performed the operation.
1) 
ii. 
iii. 
iv. 
b) 
c) 
	XDM 2.0

	DOC-HST-004
	Principals with appropriate permissions SHALL be able to retrieve the stored XDM History information.
	XDM 2.0

	DOC-HST-005
	Principals with appropriate permissions MAY be able to search XDM history information.  If supported, it SHALL be possible to search, at least, using the following criteria:
1) Type of Document Management Operation
2) Time range\
3) Identity of Principal that performed the Document Management operation(s).
	XDM 2.0

	DOC-HST-006
	The service provider SHALL be able to limit the size of the XDM History information.
	XDM 2.0


Table 20: XDM History Document
NOTE: The handling of XDM history information upon the Deletion Operation of the document is FFS.
6.4.2 Shared Documents 

	Label
	Description
	Enabler Release

	DOC-SHD-001
	It SHALL be possible to share the following types of documents: URI List, User Profile, Group document  such that they can be used by multiple enablers (e.g. PoC, Presence, IM, etc.).
	XDM 2.0


Table 27: Shared Documents
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