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1 Reason for Change
Contribution adds some examples of XDM Access Control functionality.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Approve proposed modifications to the specification.
6 Detailed Change Proposal

Change 1:  Add following Access Control examples to the Appendix C
C.7 Sample Access Control Operation
An XDMC client can always request the created ACL with PROPFIND method from the XDMSACL server. An ACL for a WebDAV resource can be set with the ACL method which always publishes the full access control list.  

PROPFIND /resource-lists/users/joe/

   Host: xcap.example.com

   Depth: 1

   Content-Type: application/xml

   Content-Length: xxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <propfind xmlns="DAV:">

     <prop>

       <owner/>

       <acl/>

       <getetag/>

     </prop>

   </propfind>

Response from a server:

HTTP/1.1 207 Multi-Status

   Content-Type: application/xml

   Content-Length: xxxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <multistatus xmlns="DAV:">

    <response>

     <href>http://xcap.example.com/resource-lists/users/joe/</href>

     <propstat>

      <prop>

       <owner>

        <href>http://principals.example.com/joe/self</href>

       </owner>

       <acl>

        <ace>

         <principal>

          <property><owner/></property>

         </principal>

         <grant>

          <privilege><all/></privilege>

         </grant>

        </ace>

       </acl>

       <getetag>"cf223434-cc347899"</getetag>

      </prop>

      <status>HTTP/1.1 200 OK</status>

     </propstat>

    </response>

    <response>

     <href>http://xcap.example.com/resource-lists/users/joe/index</href>

     <propstat>

      <prop>

       <owner>

        <href>http://principals.example.com/joe/self</href>

       </owner>

       <acl>

        <ace>

         <principal>

          <href>http://principals.example.com/joe/self</href>

         </principal>

         <grant>

          <privilege><all/></privilege>

         </grant>

        </ace>

       </acl>

       <getetag>"de33443434-af343455"</getetag>

      </prop>

      <status>HTTP/1.1 200 OK</status>

     </propstat>

    </response>

   </multistatus>

C.8 Sample Access Control Grant Operation
An XDMC client gives read access to "friends".

ACL /resource-lists/users/joe/index

   Host: xcap.example.com

   Depth: 0

   Content-Type: application/xml

   Content-Length: xxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <acl xmlns="DAV:">

     <ace>

       <principal>

         <href>http://principals.example.com/joe/self</href>

       </principal>

       <grant>

         <privilege><all/></privilege>

       </grant>

     </ace>

     <ace>

       <principal>

         <href>http://principals.example.com/joe/friends</href>

       </principal>

       <grant>

         <privilege><read/></privilege>

       </grant>

     </ace>

   </acl>

Response:

HTTP/1.1 200 OK
And the referenced "friends" group can be queried:
   PROPFIND /joe/

   Host: principals.example.com

   Depth: 1

   Content-Type: application/xml

   Content-Length: xxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <propfind xmlns="DAV:">

     <prop>

       <group-membership/>

       <displayname/>

     </prop>

   </propfind>

Response:
HTTP/1.1 207 Multi-Status

   Content-Type: application/xml

   Content-Length: xxxx

   <?xml version="1.0" encoding="UTF-8" ?>

   <multistatus xmlns="DAV:">

    <response>

     <href>http://principals.example.com/joe/</href>

     <propstat>

      <prop>

       <group-membership/>

       <displayname/>

      </prop>

      <status>HTTP/1.1 403 Forbidden</status>

     </propstat>

    </response>

    <response>

     <href>http://principals.example.com/joe/self</href>

     <propstat>

      <prop>

       <displayname>Joe Smith</displayname>

      </prop>

      <status>HTTP/1.1 200 OK</status>

     </propstat>

     <propstat>

      <prop>

       <group-membership/>

      </prop>

      <status>HTTP/1.1 404 Not Found</status>

     </propstat>

    </response>

    <response>

     <href>http://principals.example.com/joe/friends</href>

     <propstat>

      <prop>

       <displayname>Friends of Joe Smith</displayname>

       <group-membership>

        <href>http://principals.example.com/lisa/self</href>

        <href>http://principals.example.com/jack/self</href>

        <href>http://principals.example.com/tom/friends</href>

       </group-membership>

      </prop>

      <status>HTTP/1.1 200 OK</status>

     </propstat>

    </response>

   </multistatus>
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