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1 Reason for Contribution

The XDM 2.0 enabler has the following requirements related to delegation and generic access control:
	Label
	Description
	Enabler Release

	GEN-006
	A document SHALL be associated with access permissions.
	XDM 2.0

	GEN-007
	The access permissions SHALL be managed with the same underlying mechanisms as defined is section 6.1.3. The type of data denoting the access permissions is described in section 6.2.1
	XDM 2.0

	FUNC-DLG-001
	Principals SHALL be able to authorise other Principals to perform document management operations, as listed in section 6.1.3.2, 6.1.3.9 and 6.1.3.10, on their documents. 
	XDM 2.0

	FUNC-DMT-004
	At the creation of a document, the default permissions of the document SHALL prevent all Principals, except the creator of the document, to perform any document management functions. 
	XDM 2.0 

	
	Access Permissions SHALL include the following data, in addition to those properties specified in Section 6.1.1:
	

	MD-ACP-001
	1) Identities of the principals who have access permissions to the associated document, including their human readable name.
	XDM 2.0

	MD-ACP-002
	2) Operations these principals are allowed to perform in the associated document. Operations SHALL include following XDM functions:
	XDM 2.0

	MD-ACP-003
	a) Retrieve
	XDM 2.0

	MD-ACP-004
	b) Search
	XDM 2.0

	MD-ACP-005
	c) Subscription for changes
	XDM 2.0

	MD-ACP-013
	The Primary Principal of the associated document is the only one, who SHALL have rights to modify the Access Permissions.
	XDM 2.0

	DOC-USP-038
	The authorized Principal of the Shared User Profile SHALL be able to set the privacy that defines the limitation in searching or accessing the information in the Shared User Profile.
	XDM 2.0


However, it is important to keep in mind that the main drivers for XDM 2.0 feature content and schedule is IM 1.0 and PoC 2.0:

· IM 1.0 and PoC 2.0 have no requirements related to delegation.
· For User Profile document used by IM 1.0, the Primary Principal must have all access permissions, while Principals other than the Primary Principal must have read (search) permission only.

· For Group document used by IM 1.0, the Primary Principal must have all access permissions, while Principals other than the Primary Principal must have read (search that return Group Identity) for Public Chat Rooms

· PoC 2.0 does not introduce any new access control requirements compared to PoC 1.0.

OMA PAG has been reviewing two proposals to resolve all of the above requirements (generic and enabler-specific):

1. WebDAV ACL (OMA-PAG-2006-0679-INP)

2. XCAP (OMA-PAG-2006-0727)

However, this contribution introduces a third proposal which has the following benefits:
1. Resolves the specific requirements of IM 1.0 and PoC 2.0 in XDM 2.0;

2. Leaves open the question of delegation and generic access control for a future release (e.g. XDM 2.1), which enables discussion of potential solutions to continue without time pressure;
NOTE: such a delay would also allow PAG to consider requirements from other enablers (e.g. PoC 2.1) which are expected to require more complex access control than IM 1.0 and PoC 2.0.

3. Enables PAG to maintain alignment of XDM 2.0 schedule with IM 1.0 & PoC 2.0.

.
2 Summary of Contribution

A proposal to move support of delegation and generic access control to a future XDM release (e.g. XDM 2.1) while satisfying the access control related requirements of IM 1.0 and PoC 2.0 is illustrated, by showing changes that would be needed to the XDM RD, XDM Specification, Shared User Profile Specification, and Shared Group Specification.
3 Detailed Proposal

Illustration of changes to XDM2 RD:
	Label
	Description
	Enabler Release

	GEN-006
	A document SHALL be associated with access permissions.
	Future release

	GEN-007
	The access permissions SHALL be managed with the same underlying mechanisms as defined is section 6.1.3. The type of data denoting the access permissions is described in section 6.2.1
	Future release

	FUNC-DLG-001
	A Primary Principal SHALL be able to authorise other Principals to perform document management operations, as listed in section 6.1.3.2, 6.1.3.9 and 6.1.3.10, on their documents. 
	Future release

	FUNC-DMT-004
	At the creation of a document, the default permissions of the document SHALL prevent all Principals, except the Primary Principal of the document, to perform any document management functions. 
	Future release 

	
	Access Permissions SHALL include the following data, in addition to those properties specified in Section 6.1.1:
	

	MD-ACP-001
	3) Identities of the principals who have access permissions to the associated document, including their human readable name.
	Future release

	MD-ACP-002
	4) Operations these principals are allowed to perform in the associated document. Operations SHALL include following XDM functions:
	Future release

	MD-ACP-003
	d) Retrieve
	Future release

	MD-ACP-004
	e) Search
	Future release

	MD-ACP-005
	f) Subscription for changes
	Future release

	MD-ACP-013
	The Primary Principal of the associated document is the only one, who SHALL have rights to modify the Access Permissions.
	Future release

	DOC-USP-038
	The authorized Principal of the Shared User Profile SHALL be able to set the privacy that defines the limitation in searching or accessing the information in the Shared User Profile.
	Future release


Illustration of changes to XDM Specification:
6.4.3
Authorization

The XDMS SHALL check that the identity of the requesting XDMC has been granted access rights to perform the requested operations. 
The XDMS SHALL use the information in the X-XCAP-Asserted-Identity header provided by the Aggregation Proxy to determine the identity of the XDM Client. 

When realized in 3GPP IMS and the GAA is present, the identity of the requesting XDMC is obtained from the X-3GPP-Asserted-Identity or the X-3GPP-Intended-Identity.

For XCAP resources in the “users” tree, Application Usages MAY define their own authorization policies.  In the absence of an Application Usage specific authorization policy, the default SHALL be as follows:

· the PrimaryPprincipal SHALL have permission to perform all operations defined in Sections 6.1.1 and 6.1.2;
· Principals other than the Primary Principal SHALL NOT be granted any access permissions.

Note: Local policy may allow trusted applications to be granted some or all of the permissions defined in Sections 6.1.1 and 6.1.2.
Any application usage defining the use of any global documents SHALL specify the authorization policy associated with the use of such documents.
Illustration of changes to Shared Profile XDM Specification:
5.1.11
Authorization policies

The authorization policies for accessing and manipulating a Shared User Profile SHALL conform to the following:
· the Primary Principal SHALL have permission to perform all operations as specified in [XDMSPEC] sections 6.1.1 and 6.1.2;
· Principals other than the Primary Principal SHALL have permission only for the operation to retrieve XCAP resources.
Illustration of changes to Shared Group XDM Specification:
5.1.11
Authorization policies

The authorization policies for documents in the “users” tree SHALL be defined according to [XDMSPEC].

The authorization policies for documents in the “global” tree shall be as follows:

· Global Documents SHALL be “read-only”

· Access to Global Documents SHALL be restricted based on local policy.

NOTE: It is expected that Application Servers will access documents in the “global” tree. Local policy may also allow a User limited access to documents in the “global” tree, for example to perform a search of Join-in Groups and return the Group ID of those matching the User-specified criteria.  
4  Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
It is recommended that OMA PAG agree in principal to move requirements related to delegation and generic access control to a future release of XDM.
Such an agreement is based on the understanding that IM 1.0 and PoC 2.0 requirements related to access control can be met using an approach such as the one illustrated in Section 3 above.  However, Change Requests must of course be agreed by PAG.
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