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1 Reason for Change

With OMA-PAG-2007-0074R03-INP_CONRR_Comments_needing_PAG_assistance_PAG, MWG-IM has requested PAG to resolve the following SIMPLE IM v1.0 CONRR comment against IM XDMS:

	X849.
	2007.01.09
	E
	5.1.11
	Source: Siemens AG

Form:  

Comment: 

Since this is not in line with standard behaviour, it is recommended to describe how the request to manipulate conversation history is rejected (e.g. error code, xcap error value, xcap error text, etc.)

Proposed Change: 
	Status: OPEN

AI IM to check with PAG.

Jaekwon will take a look on.


The problem is that there’s found no normative description in XCAP or XDM Core, on how XDMS to behave upon the authorization failure. As such, this CR aims to resolve this issue by proposing to add texts in XDM Core that describe the XDMS’s error responses which to be generated upon its authorization failure against XCAP/HTTP request received.
The candidate HTTP error codes upon authorization failure would be either “403 Forbidden”, “404 Not Found”. “403 Forbidden” delivers most correct meaning, while “404 Not Found” can be used for polite rejection. This CR proposes to use “403 Forbidden”.
R01: 

· Target document is updated to the latest version of XDM Core

· [Note to Implementer] has been clarified.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Upon WG agreement, it is recommended to implement the changes in section 6 and notify MWG-IM that SIMPLE IM v1.0 CONRR comment of X849 can be closed.
6 Detailed Change Proposal

Change 1:  Section 6.5  Error cases
6.5 Error Cases

If the Aggregation Proxy or XDMS receives an HTTP request targeted at an XCAP Resource whose Application Usage is not recognized or understood, the Aggregation Proxy or XDMS SHALL reject the request with an HTTP “404 Not Found” error response.

Additional validation constraints might be applied which may result in a HTTP “409 Conflict” error response. An HTTP “409 Conflict” error response SHALL include a document in the HTTP body that conforms to that defined in [XCAP] Section 9 and the extensions defined in Section 6.6.3. 
For additional details of the handling of those, see [XCAP] Section 8.2.5 and Section 6.6.3. 
Other specifications MAY define the value of the “phrase” attribute, which contains text for rendering to a human user, that is optionally present in an error element identifying an error condition.
An HTTP “403 Forbidden” error response SHALL be sent to the XDMC if the HTTP request by the XDMC fails to get authorized by the XDMS per the authorization policy defined by the target Application Usage.
An HTTP "403 Forbidden" error response SHALL be sent to the XDMC after several failed responses to a challenge. The exact count of challenges is decided by local policy.
[Note to Implementor]

When implementing the above Change 1, please combine the above 2nd, 3rd, 4th paragraphs into one paragraph, i.e., the resulting texts should be:

“Additional validation constraints might be applied which may result in a HTTP “409 Conflict” error response. An HTTP “409 Conflict” error response SHALL include a document in the HTTP body that conforms to that defined in [XCAP] Section 9 and the extensions defined in Section 6.6.3. For additional details of the handling of those, see [XCAP] Section 8.2.5 and Section 6.6.3. Other specifications MAY define the value of the “phrase” attribute, which contains text for rendering to a human user, that is optionally present in an error element identifying an error condition.”
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