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1 Reason for Change

This CR aims to handle the following CONRR comments:
	C112
	2007.01.23
	
	6.1
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Need clarification on the sementics and usages of the ‘User-Agent’ request header. The examples have used both ‘XDM-client/OMA1.0’ and ‘XDM-client/OMA2.0’.

Proposed Change: 
	Status: Closed.
Resolved by PAG-161R01.

	C176
	2007.01.23
	
	6.2
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Need clarification on the sementics and usages of the ‘Server’ response header. The examples have used both ‘XDM-server/OMA1.0’ and ‘XDM-server/OMA2.0’.

Proposed Change: 
	Status: Closed.
Resolved by PAG-161R01.


R01:

· The use of version header is mandatory for XDMC to inform XDM Systems of the XDM version of the requesting XDMC.
· XDMC SHALL use “XDM-client/OMA2.0”.
· The use of version header is optional for XDMS Systems which include Aggregation Proxy, Search Proxy, and XDMS. This is because there could be security concern on exposing the network constitutes to outside systems.

· If XDMS Systems use the version header, 

· Aggregation Proxy use “XDM-proxy/OMA2.0”;

· Search Proxy use “XDM-proxy/OMA2.0”;

· XDMS use “XDM-server/OMA2.0”
· The aggregation of version header is handled. 
· The examples are also revised per the changes by this CR.

· Some editorial fixes.

2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

n/a.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Upon WG agreement, it is recommended to implement the changes in section 6 and close the CONRR comments listed in section 1.
6 Detailed Change Proposal
[NOTE to Implementer] The base texts in this CR reflects the agreed PAG-206R04 and 228R01. As such, PAG-206R04 and 228R01 have to be implemented first, before implementing this CR.
Change 1:  Modification to Section 6.1, XDM Client procedures
6.1 Procedures at the XDM Client

An XDM Client (XDMC) is an entity that accesses an XCAP Resource in an XML Document Management Server (XDMS). Such XCAP Resources correspond to elements and attributes of an XML document. An XCAP Resource is identified via an HTTP URI following the conventions for constructing URIs in [XCAP]. 

The XDMC SHALL support the following security functions:

1. authentication function described in section 6.4.1 “Authentication”;

2. client identity assertion function described in section 6.4.2 “XDM Client Identity Assertion”;

3. HTTP traffic protection function described in section 6.4.4 “Integrity and Confidentiality Protection”.
The XDMC SHALL, when generating HTTP requests, include “User-Agent” HTTP header as defined in [RFC2616] with the value set to “XDM-client/OMA2.0” to indicate that the XDMC is compliant with this specification. 

When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMC MAY be implemented in a UE or an AS as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A] respectively.

Change 2:  Modification to Section 6.2, XDM Server procedures
6.2
Procedures at the XDM Server

An XDMS is a HTTP origin server that manipulates XCAP Resources according to the conventions described in [XCAP], and processes Search Requests.

An XDMS SHALL authorize the requests as described in section 6.4.5 “Authorization”.
An XDMS receiving an HTTP POST request containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search SHALL be processed as described in chapter 6.2.3. All other HTTP POST requests SHALL be rejected with an HTTP 405 “Method not allowed” response.
An XDMS receiving an XCAP Request SHALL process the request as described in section 6.2.1 “Document Management”.
The XDMS MAY, when generating HTTP responses towards XDMC, include “Server” HTTP header as defined in [RFC2616] with the value set to “XDM-serv/OMA2.0” to indicate that the XDMS is compliant with this specification.

When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL be implemented in an AS as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A] respectively.

Change 3:  Modification to Section 6.3, Aggregation Proxy procedures
6.3
Procedures at the Aggregation Proxy

The Aggregation Proxy is the contact point for XDMC implemented in an UE to access XCAP Resources stored in XDMS.
The Aggregation Proxy: 
1. SHALL act as an HTTP Proxy defined in [RFC2616] and be configured as an HTTP Reverse Proxy [RFC 3040]; 
2. SHALL, upon receiving an XCAP or HTTP request targeted to the Aggregation Proxy, authenticate the originating XDMC as specified in the subclause 6.4.1 “Authentication”;
3. SHALL, upon the successful authentication, assert the identity of the originating XDMC as described in the subclause 6.4.2 “XDM Client Identity Assertion”;
4. SHALL forward the requests as described in the subclause 6.3.1 “HTTP Request Handling”.
[Note to Implementer: Remove CRLF here]
6.3.1
HTTP Request Handling
6.3.1.1
General

Upon receiving an XCAP Request targeted to the Aggregation Proxy, the Aggregation Proxy: 
1. SHALL check whether the domain of the XUI matches with the domain of the Aggregation Proxy;
2. SHALL perform one of the following:

a. If the domain of the XUI matches with the domain of the Aggregation Proxy, forward the XCAP request to the corresponding XDMS based on the AUID in the HTTP Request-URI; or
b. If the domain of the XUI does not match the domain of the Aggregation Proxy and the identified domain is trusted, forward the XCAP request to the domain of the XUI’s Aggregation Proxy of the remote network with the XCAP Root URI set to the XCAP Root URI of the domain of the XUI.

Upon receiving an HTTP POST request containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search, the Aggregation Proxy SHALL forward the HTTP POST request to the Search Proxy. 

Upon receiving the responses to the XCAP Request, the Aggregation Proxy SHALL aggregate and forward responses back to the XDMC. [Note to Implementer: Add CRLF here]
Upon receiving the responses to the HTTP POST request, the Aggregation Proxy SHALL forward the responses back to the XDMC.
The Aggregation Proxy MAY, when generating or forwarding HTTP responses towards XDMC, include the “Server” HTTP header [RFC2616] with the value set to “XDM-proxy/OMA2.0”. 
NOTE: It is out of scope of this specification how the Aggregation Proxy to handle the received “Server” HTTP headers included in the received HTTP responses, when aggregating and forwarding those HTTP responses. 
The Aggregation Proxy SHALL protect the HTTP traffic between the XDMC and the Aggregation Proxy and between the Aggregation Proxy and the Aggregation Proxy of Remote Network as specified in section 6.4.4 “Integrity and Confidentiality Protection”.
Change 4:  Modification to Section 6.9, Search Proxy procedures
6.9.2 Search Response Aggregation

Upon receiving the responses for the Search Requests, the Search Proxy: 
· SHALL forward the response back to the originator in case that the corresponding Search Request was forwarded to single XMDS.

· SHALL aggregate and forward responses back to the originator in case that the corresponding Search Request was forwarded to multiple XDMSs in different domains.
When the responses from multiple XDMSs in different domains are aggregated, the Search Proxy SHALL ensure that the total amount of results do not exceed the value of “max-results” attribute in corresponding Search Request if included. The mechanism of the selection of the subset of results in case that total amount of aggregated results is higher than requested by the XDMC is out of scope of this specification.

The Search Proxy MAY, when forwarding HTTP responses towards XDMC, include the “Server” HTTP header [RFC2616] with the value set to “XDM-proxy/OMA2.0”. 

NOTE: It is out of scope of this specification how the Search Proxy to handle the received “Server” HTTP headers included in the received HTTP responses, when aggregating and forwarding those HTTP responses. 
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