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1 Reason for Change

This CR incorporates CONRR C109, C428, C450 and C462 comments on OMA-TS-XDM_Core. 

The comments included are the ones listed below.

	C109
	2007.01.24
	T
	5.6
	Source: Ericsson.

Form: INP doc

Comment: Is Search Proxy of Remote Network needed? In order to limit the number of connection point between two domains it is proposed that the search proxy sends the search requests to the AP Of Remote Network instead. 

Proposed Change: Remove section and update section 5.4 replacing Search Proxy of Remote Network with Aggregation Proxy of Remote Network.
	Status: 
Closed by OMA-PAG-2007-0225R01

	C428
	2007.01.24
	T
	6.9.1 3rd
bullet
	Source: Ericsson.

Form: INP doc

Comment:  To minimize the number of connection points between two operator domains is is suggested that the search proxy is forwarding the request to the aggregation proxy of remote domain and that the search proxy of remote domain is shipped as an entity.


Proposed Change:  Change “ Search Proxies of remote networks” to “Aggregation Proxies of remote network”
	Status: 

Closed by OMA-PAG-2007-0225R01

	C450
	2007.01.24
	T
	6.10
	Source: Ericsson.

Form: INP doc

Comment:  To minimize the number of connection points between two operator domains it is suggested that the search proxy is forwarding the request to the aggregation proxy of remote domain and that the search proxy of remote domain is shipped as an entity.

Proposed Change:  Add the information from chapter 6.11 into this chapter.
	Status: 
Closed by OMA-PAG-2007-0225R01.

	C462
	2007.01.24
	T
	6.11
	Source: Ericsson.

Form: INP doc

Comment: To minimize the number of connection points between two operator domains it is suggested that the search proxy is forwarding the request to the aggregation proxy of remote domain and that the search proxy of remote domain is shipped as an entity. 

Proposed Change:  Remove this chapter and add the information to chapter 6.10
	Status: 

Closed by OMA-PAG-2007-0225R01.

	C458
	2007.01.23
	
	6.10.1.1,

6.11.1.1
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Check whether the HTTP error response should be “401 Unauthorized”.
Proposed Change: “HTTP 401 (Unauthorized) error response”
	Status: : Closed.

Resolved by PAG-225r01.

	C459
	2007.01.23
	
	6.11
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Revise section title.
Proposed Change: “Procedures at the Search Proxy of the Remote Network”
	Status: Closed.

Resolved by PAG-36R01.

	C460
	2007.01.23
	
	6.11
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Add “the”.
Proposed Change: “Search Proxy of the remote network performs…”
	Status: Closed.

Resolved by PAG-36R01.

	C461
	2007.01.23
	
	6.11
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Revise “search requests/responses” to “HTTP Search requests/responses”.
Proposed Change: 
	Status: Closed.

Resolved by PAG-36R01.

	C463
	2007.01.24
	E
	6.11.1
	Source: Ericsson,

Form: INP doc

Comment: : Remove bullet
Proposed Change: 
	Status: Closed.

Resolved by PAG-36R01.

	C464
	2007.01.24
	T
	6.11.1.1
	Source: NOKIA

Form:
Comment: why 405?

Proposed Change: replace with more appropriate error response
	Status: Closed.

Resolved by PAG-225R01.

	C465
	2007.01.23
	
	6.11.1.1
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Revise “HTTP POST request” to “HTTP Search request”.
Proposed Change: 
	Status: Closed
This is the aligned expression with Search Proxy procedure. 

No action needed.

	C466
	2007.01.24
	E
	6.11.1.1
	Source: Ericsson,

Form: INP doc

Comment: : Replace brackets with double quotes for the error response
Proposed Change: 
	Status: Closed.

Resolved by PAG-51R02.

	C467
	2007.01.23
	
	6.11.2
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Add the notion of aggregation.
Proposed Change: “The Search Proxy of the remote network SHALL aggregate the Search responses to the Search requests and send it back to the originating Search Proxy.”
	Status: Closed.

Resolved by PAG-36R01.

	C443
	2007.01.23
	E
	6.10
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Capitalize “remote network” in section title.
Proposed Change: 
	Status: Closed.

Resolved by PAG-36R01.

	C444
	2007.01.23
	
	6.10
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Remove redundant “SHALL”.
Proposed Change: 
	Status: Closed.

Resolved by PAG-36R01.

	C445
	2007.01.23
	
	6.10
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Revise “originator” to “originating Aggregation Proxy”.

Also, add the notion of aggregation.
Proposed Change: “The Aggregation of the remote network SHALL aggregate the responses to the XCAP requests and send it back to the originating Aggregation Proxy.”
	Status: Closed.

Resolved by PAG-36R01.

	C446
	2007.01.24
	E
	6.10

First sentence
	Source: karl.soderstrom@sonyericsson.com
Form: INP doc

Comment: The first sentence includes an extra “SHALL”, since it’s included in the bullets below. 

Proposed Change: Remove the “SHALL” from the first sentence.
	Status: Closed.

Resolved by PAG-36R01.

	C447
	2007.01.24
	T
	6.10
	Source: Ericsson,

Form: INP doc

Comment: The term “originator” is ambiguous (could be the UE or client) , requester is more likely to indicate the entity that sends to the AP 
Proposed Change: Rephrase
	Status: 
Resolved by PAG-225R01

	C448
	2007.01.24
	E
	6.10
	Source: Ericsson,
Form: INP doc

Comment: Capitalize ”reverse proxy”
Proposed Change: 
	Status: Closed.

Resolved by PAG-36R01.

	C449
	2007.01.24
	E
	6.10
	Source: Ericsson,

Form: INP doc

Comment: Remove last ”SHALL” in the first sentence
Proposed Change: 
	Status: Closed.

Resolved by PAG-36R01.

	C452
	2007.01.23
	
	6.10,

6.11
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Consider to use consistent subsection for both sections.
Proposed Change: 
	Status: Closed.

Resolved by PAG-36R01.

	C453
	2007.01.24
	T
	6.10.1.1
	Source: NOKIA

Form:
Comment: why 405?

Proposed Change: replace with more appropriate error response
	Status: 
Resolved by PAG-225R01

	C454
	2007.01.24
	E
	6.10.1.1
	Source: Ericsson,

Form: INP doc

Comment: Replace brackets with double quotes for the error response
Proposed Change: 
	Status: Closed.

Resolved by PAG-51R02.



	C455
	2007.01.24
	T
	6.10.1.1
	Source: Ericsson.

Form: INP doc

Comment:  Is HTTP 405 the best error response? Is HTTP “403 Forbidden” a better one?

Proposed Change: Clarify
	Status:
Resolved by PAG-225R01

	C456
	2007.01.24
	E/T
	6.10.1.1
	Source: Ericsson.

Form: INP doc

Comment:  “Aggregation Proxy of the remote network” is in other places named “Aggregation Proxy of remote network”. Is a more correct name “Aggregation Proxy of the Remote Network”?

Proposed Change: Clarify what the correct name is and change to selected name where it is used.
	Status: Closed.

Resolved by PAG-36R01.

	C457
	2007.01.24
	T
	6.10.1.1
	Source: Ericsson.

Form: INP doc

Comment:  “Aggregation Proxy” needs to be changed to “Aggregation Proxy of the Remote Network” in the text.

Proposed Change:  Change “Aggregation Proxy” to “Aggregation Proxy of the Remote Network” or to the selected name of the entity.
	Status: Closed.

Resolved by PAG-36R01.

	C456
	2007.01.24
	E/T
	6.10.1.1
	Source: Ericsson.

Form: INP doc

Comment:  “Aggregation Proxy of the remote network” is in other places named “Aggregation Proxy of remote network”. Is a more correct name “Aggregation Proxy of the Remote Network”?

Proposed Change: Clarify what the correct name is and change to selected name where it is used.
	Status: Closed.

Resolved by PAG-36R01.

	C457
	2007.01.24
	T
	6.10.1.1
	Source: Ericsson.

Form: INP doc

Comment:  “Aggregation Proxy” needs to be changed to “Aggregation Proxy of the Remote Network” in the text.

Proposed Change:  Change “Aggregation Proxy” to “Aggregation Proxy of the Remote Network” or to the selected name of the entity.
	Status: Closed.

Resolved by PAG-36R01.


This CR also brings in changes to the OMA-TS-XDM_Core-V2_0-20070403-D to support changes in the OMA-AD by the agreed OMA-PAG-2007-0142R01-CR_XDM2_AD_CONRR_B032_035 CR.
Added some minor editorial updates to the some of the affected sub-clauses. 

R01: Merged with OMA-PAG-2007-0210 and -211. This means that the CR also will closed some more CONRR items.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change the text according to detailed proposal.
6 Detailed Change Proposal

Change 1:  Update section 6.3 Procedures at the Aggregation Proxy.
6.3 Procedures at the Aggregation Proxy

The Aggregation Proxy is the contact point for XDMC implemented in a UE to access XCAP resources stored in XDMS. The Aggregation Proxy is also the contact point for XDMC implemented in an Enabler Specific Server to access XCAP resources stored in an XDMS of a remote network.
The Aggregation Proxy: 
1. SHALL act as an HTTP Proxy defined in [RFC2616] and be configured as an HTTP Reverse Proxy [RFC 3040]; 
2. SHALL, upon receiving an XCAP or HTTP request targeted to the Aggregation Proxy, authenticate the originating XDMC implemented in a UE  as specified in the subclause 6.4.1 “Authentication”;
3. SHALL, upon the successful authentication, assert the identity of the originating XDMC as described in the subclause 6.4.2 “XDM Client Identity Assertion”;
4. SHALL forward the requests as described in the subclause 6.3.2 “HTTP Request Forwarding”.
Change 2:  Update section 6.4.3 XDM Client Identity Sharing.

6.4.3    XDM Client Identity Sharing
The XDMC authentication and identity assertion provided by the Aggregation Proxy SHALL be shared on the following reference points (see [XDMAD]):

1. The XDM-4 reference point between the Aggregation Proxy and the Shared XDMS;

2. the XDM-6 reference point between the Aggregation Proxy and the Search Proxy;
3. the XDM-7 reference point between the Search Proxy and the Shared XDMS;
4. the Enabler Specific reference point between the Aggregation Proxy and the Enabler Specific XDMS;

5. the Enabler Specific reference point between the Search Proxy and the Enabler Specific XDMS;

6. the XDM-8 reference point between the Aggregation Proxy and the Aggregation Proxy of the Remote Network in case of a trusted remote network;

7. the XDM-9 reference point between the Search Proxy and the Aggregation Proxy of the Remote Network in case of a trusted remote network.

Further details of the security mechanisms for the above listed reference points are out of scope of this specification.

For a 3GPP/3GPP2 realization, the above listed reference points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.
Change 3:  Update section 6.4.4 Procedures at the Aggregation Proxy.
6.4.4     Integrity and Confidentiality Protection

The integrity and confidentiality protection for XCAP/HTTP traffics SHALL be provided on the following reference points (see [XDMAD]):

1. The XDM-3 reference point between the XDMC and the Aggregation Proxy;

2. the XDM-5 reference point between the XDMC and the Aggregation Proxy;

3. the XDM-8 reference point between the Aggregation Proxy and the Aggregation Proxy of Remote Network;

4. the XDM-9 reference point between the Search Proxy and the Aggregation Proxy of Remote Network.
The TLS SHALL be supported as specified in [RFC2246] with the following clarifications: TLS_RSA_WITH_3DES_EDE_CBC_SHA cipher suites SHALL be supported; other cipher suites defined in [RFC2246] MAY be supported.
When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMC and the Aggregation Proxy SHALL support the TLS version and profile as specified in clause 5.3 of [3GPP TS 33.222].
The XDM-3 and XDM-5 reference points SHALL protect HTTP requests by enabling TLS transport security mechanism. The TLS resumption procedure SHALL be used as specified in [RFC2818].

The XDM-8 and XDM-9 reference point SHALL protect HTTP traffic by enabling the TLS transport security mechanism or other inter-network domain security mechanism. When using TLS, the TLS resumption procedure SHALL be used as specified in [RFC2818]. When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the protection of the HTTP traffic between trusted domains MAY be implemented using Network Domain Security as defined in [3GPP TS 33.210] and [3GPP2 S.S0086-B] respectively.

The integrity and confidentiality protection for SIP traffics SHALL be provided per the underlying SIP/IP Core.
Change 4:  Update section 6.9.1

6.9.1  Search Request Forwarding
Upon receiving the HTTP Search Request, the Search Proxy:

1. SHALL get the AUID from the “target” query parameter included in the HTTP URI;
2. SHALL get the target search domain information from the optional “domain” query parameter included in the HTTP URI. If the “domain” query parameter does not exist, the target search domain SHALL be home domain only;
3. SHALL forward the Search Request to appropriate XDMS based on the AUID if the target search domain is home domain, or to appropriate Aggregation Proxies of remote networks if inter domain search is requested and supported. When forwarding, the “domain” query parameter, if it exists, it SHALL be removed from the HTTP URI.
Change 5:  Update section 6.10
6.10  Procedures at the Aggregation Proxy of Remote Network
The Aggregation Proxy of Remote Network SHALL act as an HTTP Proxy defined in [RFC2616] with the following clarifications. Upon receiving XCAP requests or Search Requests from remote networks, the Aggregation Proxy of Remote Network:

1. SHALL be configured as an HTTP Reverse Proxy (see [RFC3040]);

2. SHALL share the XDMC authentication and its identity assertion with the originating network as described in section 6.4.3 “XDM Client Identity Sharing” if they are XCAP requests or Search Requests from originating networks of trusted domains;
3. SHALL verify whether the Aggregation Proxy of Remote Network is responsible for the target domain of the received XCAP requests or Search Requests;
4. SHALL forward XCAP requests to the corresponding XDMSs that store the targeted XML documents and Search Requests to the Search Proxy;
5. SHALL aggregate XCAP responses from XDMSs as appropriate, then forward those back to the originating network;
6. SHALL forward Search Request responses from the Search Proxy back to the originating network;
7. SHALL protect the HTTP traffics as described in section 6.4.4 “Integrity and Confidentiality Protection”.
If the Aggregation Proxy of Remote Network receives an XCAP request or a Search Request for a target domain that it is not responsible for, the Aggregation Proxy of Remote Network SHALL reject the request with an HTTP “404 Not Found” error response.
If it receives an XCAP request or a Search Request from an untrusted remote network, the Aggregation Proxy of Remote Network SHALL reject the request with an HTTP “403 Forbidden” error response.
Change 6:  Remove section 6.11



1. 
2. 
3. 
4. 

Change 7:  Update the following table entry in section B.4
	XDM_Core –SEC-S-006-M
	Using TLS transport security mechanism with the Aggregation Proxy of Remote Network (XDMv2.0)
	6.9
	


Change 8:  Add the following table entry to section B.5.
	XDM_Core-SRC-S-008-M
	Forward Search Requests from trusted domains.(XDMv2.0)
	6.10
	


Change 9:  Remove section B.6

	
	
	
	

	
	
	
	

	
	
	
	


7 References

N/A
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