Doc# OMA-PAG-2007-0xxx-CR_XDM2_Change_in_Shared_Policy_MAO_rule[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-PAG-2007-0xxx-CR_XDM2_Change_in_Shared_Policy_MAO_rule
Change Request



Change Request

	Title:
	Allow Manual Answer Override Access Rule 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	PAG WG

	Doc to Change:
	OMA-TS-XDM_Shared_Policy-V2_0-20070510-D

	Submission Date:
	2007-05-22

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Enrique Izaguirre, Telefónica SA, leig@tid.es
Diego González, Telefónica SA, dgm352@tid.es

	Replaces:
	n/a


1 Reason for Change

Justification

The following access rule was included in Shared Policy document: <prohibit-manual-answer-override>.

After discussions in PoC WG Group during Dallas interim meeting, the Group thinks that setting the default value to allow the inviting User to override the Manual Answer mode could be problematic in some scenarios (e.g. in inter-operator scenarios).
The Manual Answer Override is a feature that has to be authorized both in the originating and in the terminating network. The inviting User has to be authorized to use the feature, which does not mean that the inviting User is authorized to apply the manual answer override to any other User. The invited user has to authorize the inviting User to apply the Manual Answer Override. 

In a scenario with only one network it could be assumed that the server in the originating part will have all the information and will be able to authorize or not the inviting User to use the Manual Answer override, depending on who the inviting User wants to apply the Manual Answer Override to.

But when the scenario involves more than one network and operator, the rule as it is now is problematic. The authorization coming from other network operated by a different operator may not give guarantees enough to apply the manual answer override without explicit permission from the invited User.
Therefore, to avoid these conflicts and potential risks, the rule should be changed and the default value should be set to reject the request to override.

Scope of change

The <prohibit-manual-answer-override> access rule is changed to <allow-manual-answer-override> and the default value is set to block the originating User to apply the manual answer override procedure.
In other words, the access rule defines if the invited User explicitly gives permission to an inviting User to override the manual answer setting.

Impacted subclauses

5.1.1 and 5.1.7

Consequence if not accepted

A User from an (unknown) network will be able to override the ‘manual answer’ answer mode of other users of other networks. This User may be authorized to use the manual answer override right, but this does not guarantee that the inviting User is allowed to use the manual answer override to any user in any network.
2 Impact on Backward Compatibility

No impact.

3 Impact on Other Specifications

No impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed changes in next version of Shared Policy TS.
6 Detailed Change Proposal

5. Shared Policy XDM Application Usages

5.2 User Access Policy

5.2.2 Structure

The User Access Policy document SHALL conform to the structure of the “ruleset” document described in [RFC4745], with the extensions and constraints given in this subclause.

The User Access Policy document makes use of the following two elements defined for the <rule> element in [RFC4745]: 

· <conditions>

· <actions>

The <transformations> child element defined for the <rule> element in [RFC4745] SHALL be ignored, if present.

The <conditions> child element of any <rule> element:

a) MAY include the <identity> element, as defined in [RFC4745], except the sub-elements that are ignored as defined in [XDM_Spec] “Common Extensions”;

b) MAY include the <external-list> element, as defined in [XDM_Spec]  “Common Extensions”;

c) MAY include the <other-identity> element, as defined in [XDM_Spec]   “Common Extensions”;
d) MAY include the <anonymous-request> element, as defined in [XDM_Spec] “Common Extensions” ;
e) MAY include the <media-list> element, as defined in [XDM_Spec]  “Common Extensions”;
f) MAY include the <service-list> element, as defined in [XDM_Spec] “Common Extensions”;
g) MAY include other elements from other namespaces for the purposes of extensibility.
The <actions> child element of any <rule> element:

a) MAY include the <allow-reject-invite> element;

b) MAY include the <allow-offline-storage> element;

c) MAY include the <allow-auto-answermode> element;

d) MAY include the <allow-manual-answer-override> element;
e) MAY include other elements from other namespaces for the purposes of extensibility.

5.2.3 Application Unique ID

The AUID SHALL be “org.openmobilealliance.access-rules”.

5.2.4 XML Schema

The User Access Policy document SHALL conform to the XML schema described in [RFC4745], with extensions described in [XSD_COMMONPOL], [XSD_UAP-RULES] and [XSD_XDM2_EXT] and with extensions described in enabler defined XML schemas.

5.2.5 Default Namespace

The default namespace used in expanding URIs SHALL be “urn:ietf:params:xml:ns:common-policy” defined in [RFC4745].

5.2.6 MIME Type

The MIME type for the User Access Policy document SHALL be “application/auth-policy+xml” defined in [RFC4745].

5.2.7 Validation constraints

The User Access Policy document SHALL conform to the XML Schema described in subclause 5.1.3 “XML Schema”, with the additional validation constraints described in this sub-clause.

The “id” attribute of the <one> element SHALL contain a SIP URI or a TEL URI. 

If present, the “id” attribute of the <except> element SHALL contain a SIP URI or a TEL URI.

Any AUID value other than “resource-lists” in the Document URI contained in an <external-list> element SHALL be a validation error. If so, the <external-list> insertion SHALL fail with an HTTP “409 Conflict” response which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Wrong type of shared list”.

If the XUI value of the Document URI proposed in an <external-list> element does not match the XUI of the User Access Policy Document URI, this SHALL be a validation error. If so, the <external-list> element insertion SHALL fail with an HTTP “409 Conflict” response, which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Access denied to shared list”.

5.2.8 Data Semantics

The User Access Policy document SHALL conform to the semantics for the “conditions” and “actions” described in [RFC4745] and [XDM_Spec] “Common Extensions”, with the additional extensions and clarifications given in this subclause.

The <allow-reject-invite> element defines the action the Application Server is to take when processing a communication request for a particular User. This element instructs the Application Server performing the terminating participant function to reject an incoming communication request. The value is of a Boolean type:

 “false”
instructing the Application Server performing the terminating participant function to not to reject the communication request. This SHALL be the default value taken in the absence of the element;

“true”
instructing the Application Server performing the terminating participant function to reject the communication request using procedures as define the enabler.

The <allow-auto-answermode> element defines the action the Application Server performing the terminating participant function is to take when processing an automatic answer mode procedure for a particular User. The value is of a Boolean type:

“false”
instructing the Application Server performing the terminating participant function not to perform an automatic answer mode procedures as defined by the enabler. This SHALL be the default value taken in the absence of the element;

“true”
instructing the Application Server performing the terminating participant function to perform the automatic answer mode procedure as defined by the enabler.

The <allow-offline-storage> element defines the type of Offline Communication Storage to be connected when the incoming communication session invitation is decided to route to an Offline Communication Storage. The <allow-offline-storage> element:

a) SHALL include the Boolean attribute to define the action the Application Server is to take when processing a  communication session invitation for a particular User who is offline The value of Boolean attribute:

"false"
instructs the Application Server not to route the incoming communication session invitation to the Offline 
Communication Storage when the User is offline. This is the default value of the attribute.

"true"
instructs the Application Server to route the incoming communication session invitation to the Offline 
Communication Storage when the User is offline. The type of Offline Communication Storage to 

be routed to is defined as a child element of <allow-offline-storage> element.

b) MAY contain one or more elements from any other namespace defining enabler defined Offline Communication Storage types. 
The <allow-manual-answer-override> element defines the action the Application Server is to take when processing a communication request for a particular User and when the communication request contains a request to override the manual answer procedure (i.e. override the decision of the served User of leaving him to decide the acceptance). The value is a Boolean type:

"false"
instructing the Application Server to reject the communication request. This SHALL be the default value taken in the absence of the element.

"true"
instructing the Application Server to process the communication request using automatic answer procedure (i.e: accept the invitation without asking the User for acceptance). 
5.2.9 Naming conventions

The name of the User Access Policy document SHALL be “access-rules”.

5.2.10 Global Documents

This Application Usage defines no Global Documents.

5.2.11 Resource interdependencies

This Application Usage defines no additional resource interdependencies.

5.2.12 Authorization policies

The Primary Principal SHALL have permission to perform all XDM operations defined in [XDM_Spec] “Authorization”.
Principals other than the Primary Principal SHALL be granted the read permission for all documents stored in the Users Tree.
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