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1 Reason for Change


-The RFC2396 has been replaced by RFC 3986, “Uniform Resource Identifier (URI): Generic Syntax”
This is only partly reflected in the TS where both references are used. The RFC2396 reference should be updated.
-Various bugs and editorials found in the latest XDM Core TS

R01 Corrected change 9 and 17
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change the text according to detailed proposal. 

6 Detailed Change Proposal

Change 1:  Chapter 2.1 Normative References (Editor: remove empty row)
	[RFC2234]
	IETF RFC 2234 “Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL: http://www.ietf.org/rfc/rfc2234.txt

	[RFC2246]
	IETF RFC 2246 “The TLS Protocol”, T.Dierks at al, January 1999, 
URL: http://www.ietf.org/rfc/rfc2246.txt

	
	

	[RFC2616]
	IETF RFC 2616 “Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding, June 1999, URL: http://www.ietf.org/rfc/rfc2616.txt 

	[RFC2617]
	IETF RFC 2617 "HTTP Authentication: Basic and Digest Access Authentication", Franks, J., Hallam-Baker, P., Hostetler, J., Lawrence, S., Leach, P., Luotonen, A. and L. Stewart, June 1999, URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC2818]
	IETF RFC 2818 "HTTP Over TLS", Rescorla, E., May 2000, 
URL: http://www.ietf.org/rfc/rfc2818.txt

	[RFC3040]
	IETF RFC 3040 “Internet Web Replication and Caching Taxonomy”, I. Cooper, I. Melve, G. Tomlinson, January 2001, URL: http://www.ietf.org/rfc/rfc3040.txt

	[RFC3261]
	IETF RFC 3261 “SIP: Session Initiation Protocol”, J. Rosenberg et al, June 2002, URL: http://www.ietf.org/rfc/rfc3261.txt

	[RFC3265]
	IETF RFC 3265 “Session Initiation Protocol (SIP)-Specific Event Notification”, A. B. Roach, June 2002, URL: http://www.ietf.org/rfc/rfc3265.txt

	[RFC3428]
	IETF RFC 3428 “Session Initiation Protocol (SIP) Extension for Instant Messaging”, B. Campbell, J. Rosenberg, H. Schulzrinne, C. Huitema, D. Gurle, December 2002, URL: http://www.ietf.org/rfc/rfc3428.txt

	[RFC3840]
	IETF RFC 3840 “Indicating User Agent Capabilities in the Session Initiation Protocol (SIP)”, J. Rosenberg, H. Schulzrinne, P. Kyzivat, August 2004, URL: http://www.ietf.org/rfc/rfc3840.txt

	[RFC3966]
	IETF RFC 3966 “The tel URI for Telephone Numbers”, H. Schulzrinne, December 2004, URL: http://www.ietf.org/rfc/rfc3966.txt

	[RFC3986]
	IETF RFC 3986 “Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, January 2005, URL http://www.ietf.org/rfc/rfc3986.txt

	[RFC4745]
	IETF RFC 4745 “Common Policy: A Document Format for Expressing Privacy Preferences”, H. Schulzrinne, J. Morris, H. Tschofenig, J. Cuellar, J. Polk, J. Rosenberg, February 2007, URL: http://www.ietf.org/rfc/rfc4745.txt


Change 2:  Chapter 3.2 
	Search Request
	A request to perform a search operation towards XCAP Resources.

	Service Provider
	A legal or administrative entity that provides a service to its clients or customers. Typically it is (but is not restricted to) a network operator.

	SIP NOTIFY
	The SIP method NOTIFY as defined by [RFC3265]

	SIP SUBSCRIBE
	The SIP method SUBSCRIBE as defined by [RFC3265]

	SIP URI
	A communication resource as defined by [RFC3261]

	Tel URI
	A globally unique identifier used to describe a resource identified by a telephone number as defined by [RFC3966]

	URI
	A Uniform Resource Identifier as defined by [RFC3986]

	User
	A User is any entity that uses the described features through the User Equipment.

	User Address
	A User Address identifies a User. The User Address can be used by one User to request communication with other Users. If the SIP/IP Core is 3GPP/3GPP2 IMS, the User Address is a public user identity.

	Users Tree
	A URI that represents the parent for all user documents for a particular Application Usage within a particular XCAP Root.


Change 3:  Chapter 5.1.3

5.1.3     XDM Client Identity Sharing
The XDMC authentication and identity assertion provided by the Aggregation Proxy SHALL be shared on the following reference points (see [XDM_AD]):

1. The XDM-4 reference point between the Aggregation Proxy and the Shared List XDMS, the Shared Group XDMS, the Shared Policy XDMS and the Shared Profile XDMS;

2. the XDM-6 reference point between the Aggregation Proxy and the Search Proxy;
3. the XDM-7 reference point between the Search Proxy and the Shared List XDMS, the Shared Group XDMS, the Shared Policy XDMS and the Shared Profile XDMS;
4. the Enabler Specific reference point between the Aggregation Proxy and the Enabler Specific XDMS;

5. the Enabler Specific reference point between the Search Proxy and the Enabler Specific XDMS;

6. the XDM-8 reference point between the Aggregation Proxy and the Aggregation Proxy of the Remote Network in case of a trusted remote network;

7. the XDM-9 reference point between the Search Proxy and the Aggregation Proxy of the Remote Network in case of a trusted remote network.

Further details of the security mechanisms for the above listed reference points are out of scope of this specification.

Change 4:  Chapter 5.1.4
5.1.4   Integrity and Confidentiality Protection

The integrity and confidentiality protection for XCAP/HTTP traffics SHALL be provided on the following reference points (see [XDM_AD]):

1. The XDM-3 reference point between the XDMC and the Aggregation Proxy;

2. the XDM-5 reference point between the XDMC and the Aggregation Proxy;

3. the XDM-8 reference point between the Aggregation Proxy and the Aggregation Proxy of Remote Network;

4. the XDM-9 reference point between the Search Proxy and the Aggregation Proxy of Remote Network.
The TLS SHALL be supported as specified in [RFC2246] with the following clarifications: TLS_RSA_WITH_3DES_EDE_CBC_SHA cipher suites SHALL be supported; other cipher suites defined in [RFC2246] MAY be supported.
Change 5:  Chapter 5.2.2

5.2.2   Authorization Rules

Authorization rules (also called authorization policies) are based on the common policy framework described in [RFC4745], and extended by OMA-defined common extensions in order to meet some additional requirements of OMA applications. These include the need to:

· reference identities in external URI lists, which is an explicit non-goal of  [RFC4745];

· enable the user to define a default rule that applies in the absence of any other matching rule;

· allow rules to be matched based on hierarchical precedence assigned to the different types of allowed conditions, prior to combining permissions;

· constrain, for predictability in UE design and end user expectation, the conditions in a rule to no more than a single expression or set of expressions.

NOTE 1:
Individual enablers may also define extensions to [RFC4745] to meet application-specific needs.  Such extensions must not change or cause to change the semantics of the common extensions defined in section 5.2.2.1 or the evaluation algorithm for combining permissions defined in section 5.2.2.4.

NOTE 2:
An authorization policy using the extensions defined in this sub-clause must declare the “urn:ietf:params:xml:ns:common-policy” and “urn:oma:xml:xdm:ns:common-policy” namespace names in the XML schema.

Change 6:  Chapter 6.1 (Broken link=> Make yellow marked reference to link or plain text)
6.1   Procedures at the XDM Client

An XDM Client (XDMC) is an entity that accesses an XCAP Resource in an XML Document Management Server (XDMS). Such XCAP Resources correspond to elements and attributes of an XML document. An XCAP Resource is identified via an HTTP URI following the conventions for constructing URIs in [RFC4825]. 

The XDMC SHALL support the following security functions:

1. authentication function described in section 5.1.1 “Authentication”;

2. client identity assertion function described in section 5.1.2 “XDM Client Identity Assertion”;

3. HTTP traffic protection function described in section 5.1.4 “Integrity and Confidentiality Protection”.
The XDMC SHALL, when generating HTTP requests, include “User-Agent” HTTP header as defined in [RFC2616] with the value set to “XDM-client/OMA2.0” to indicate that the XDMC is compliant with this specification.
When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMC MAY be implemented in a UE or an AS as defined in [3GPP-TS_23.228] and [3GPP2-X.S0013-002] respectively.

Change 7:  Chapter 6.1.1.1 (2 missing spaces) 
6.1.1.1     XDM URI Construction

An XCAP URI represents an XML document , an element within an XML document or an attribute of an element with an XML document stored in an XDMS. The rules for constructing such XCAP URIs SHALL follow the rules described in [RFC4825] Section 6 with the clarifications given in this sub-clause.

NOTE 1: 
An XCAP URI would be of the form [XCAP Root URI]/[AUID]/users/[XUI]/… (See Appendix C for examples.)

The XCAP Root URI SHALL include host address of the Aggregation Proxy in the XDMC’s home domain. The XDMC that resides in an UE SHALL use the XCAP Root URI provisioned to the XDMC as described in Appendix D “XDMC Provisioning”. The XDMC that resides in an AS SHALL use the XCAP Root URI as preconfigured. If the XDMC resides within an AS, it SHALL have the possibility to address the XDMS directly without going through the Aggregation Proxy; in this case, the XDMC SHALL be preconfigured per AUID with the host address of the XDMS, in addition to the XCAP Root URI.
The XDMC SHALL compare whether the XCAP Root URI of any XCAP Resource to be accessed is the same as the XCAP Root URI that has been provisioned or preconfigured. If the validation fails, the XDMC SHALL replace the XCAP Root URI with the provisioned/preconfigured XCAP Root URI.

NOTE 2: 
The XDMC may become aware of XCAP Resources having XCAP Root URI that differs from the one that is provisioned/preconfigured, e.g., via links.

The path segment corresponding to the XUI SHALL either be a User Address that is a SIP URI of form sip: user@domain or a Tel URI, e.g., tel:+1720-555-1212, identifying the Primary Principal of the document.

NOTE 3: 
If the User has multiple User Addresses available, each single User Address constitutes an independent and unrelated XUI. For example, if a user has two UserAddresses of sip:user_public1@example.com and sip:user_public2@example.com, the XUIs of sip:user_public1@example.com and sip:user_public2@example.com represent two different XUIs. Any relationship between User Addresses of a user, allowing e.g. interchangeable XUI usage, is out of the scope of this specification.
Change 8:  Chapter  6.1.2.1.1
6.1.2.1.1     XDMC residing in an Application Server
When the XDMC resides in an Application Server:

1. SHALL set the Request-URI to the public SIP URI or TEL URI identifying the Primary Principal, or to the SIP URI or TEL URI identifying the service instance (e.g. Group Identity, or Presence List URI);

2. SHALL include the Document Selector of the document to be watched in the “path” Event header parameter in case a specific document is to be watched;
3. SHALL include the part of the Document Selector that identifies the folder (in form of “/AUID/users/XUI/”) to be watched in the “path” Event header parameter in case of all documents under the AUID owned by the User identified by the XUI are to be watched;
4. SHALL include all Document Selectors of the folders or the documents from a single AUID and owned by a single Primary Principal only in case that more documents or folders are subscribed in a single subscription;
5. SHALL in case the service instance SIP URI or TEL URI is set as Request-URI of the SIP SUBSCRIBE request, then set the path Event header parameter to specify the relevant document or the relevant element inside the document stored in the “global” tree for this service instance SIP URI or TEL URI.

NOTE:
For example, if the Request-URI SIP URI identifying the service instance is “sip:my_friends@example.com” stored in Shared Group XDMS, the “path” parameter  has to be set to “path= “global/index/~~/group/list-service[@uri=sip:my_friends@example.com]””.
6. SHALL include an Accept header to indicate acceptable content-type for notifications. The Accept header SHALL include the value “application/xcap-diff+xml” to indicate support for partial XML updates described in [IETF-XCAP_Diff];
Change 9:  Chapter 6.1.2.1.2

6.1.2.1.2     XDMC residing in an UE
When the XDMC resides in the UE:
1. SHALL set the Request-URI to the public SIP URI or TEL URI identifying the Primary Principal that it is subscribing to;

2. SHALL in case a specific document is to be watched, then set the “path” Event header parameter to the Document Selector of the relevant document; 
NOTE: 
The mechanism used by the XDMC to retrieve the SIP URI of the Primary Principal and the Document Selector of the document to be watched is out of scope of the present specification.

3. SHALL include the part of the Document Selector that identifies the folder (in form of “/AUID/users/XUI/”) to be watched in the “path” Event header parameter in case of all documents under the AUID owned by the User identified by the XUI are to be watched;
4. SHALL include all Document Selectors of the folders or the documents from a single AUID and owned by a single Primary Principal only in case that more documents or folders are subscribed in a single subscription;
5. SHALL include an Accept header to indicate acceptable content-type for notifications. The Accept header SHALL include the value “application/xcap-diff+xml” to indicate support for partial XML updates described in [IETF-XCAP_Diff];
Change 10:  Chapter 6.1.3
6.1.3     Searching for Data in XML Documents
The XDMC MAY support searching for data in XML documents using Limited XQuery over HTTP as described in this subsection. 

When performing a search operation, the XDMC SHALL generate the Search Request by using HTTP POST request containing a Search document as defined in chapter 5.4.1 “Search Document”. 
The HTTP Request-URI for the Search Request SHALL be constructed as http://[XCAP Root URI]/org.openmobilealliance.search. For routing purposes, the HTTP Request-URI of the Search Request SHALL include the mandatory query parameter of “target” and whose value is equal to the parameter of the collection input function of the XQuery request in the Search document that identifies the document(s) to be searched as described in section 5.4.1 “Search Document”. When the search target is the set of all documents stored in the Users Tree of an appropriate Application Usage, there needs to specify which domain is to be searched for. For the identification of target search domain, the HTTP Request-URI of the Search Request MAY include the optional query parameter of “domain” and whose value includes ‘home’ to request home domain search, ‘all’ to request to expand the search to all possible remote domains, or target domain names to request the particular domain to be searched. Multiple values are separated using the percent encoded whitespace (i.e., “%20”) as specified in [RFC3986]. The default interpretation in the absence of “domain” query parameter SHALL be home domain search.

When using the “target” and “domain” query parameter, the HTTP Request-URI for the Search Request SHALL be constructed as http://[XCAP Root URI]/org.openmobilealliance.search?target=[value of collection input function]&domain=[home, all, or target domains].

Example: http://xcap.example.com/org.openmobilealliance.search?target=org.openmobilealliance.user-profile/users/&domain=all 
Example: http://xcap.example.com/org.openmobilealliance.search?target=org.openmobilealliance.user-profile/users/&domain=home%20example.com%20example2.com
The Search Request SHALL include the XML body of the content type “application/vnd.oma.search +xml” as defined in chapter 5.4.1.1“MIME Type”. 

Change 11:  Chapter 6.2.2.1

6.2.2.1   Initial subscription

Upon receiving a SIP SUBSCRIBE request for the “xcap-diff” event defined in [IETF-XCAP_Diff_Event] the XDMS:

1. SHALL perform necessary checks on the XCAP resources listed in the “path” Event header parameter. In case that any resource is not recognized as resource from appropriate Application usage, the XDMS SHALL return the SIP “404 Not found” error response;
2. SHALL perform the necessary authorization checks on the originator. When the SIP/IP Core corresponds to 3GPP IMS or 3GPP2 MMD the XDMS SHALL use the "P-Asserted-Identity" as defined in [3GPP-TS_24.229]/[3GPP2-X.S0013-004] to ensure that this particular XDMC is authorized to track the document changes. If the authorization check fails, the XDMS SHALL return the SIP "403 Forbidden" error response:
a. For documents in the Users tree, by default the Primary Principal of the document SHALL be authorized to subscribe to the “xcap-diff” event package;
b. For documents in the Global Tree, other principals (e.g. XDMCs residing in the UE and Application Servers) MAY be authorised to subscribe based on local policy or other enabler-specific policy;
c. Additional authorization policy MAY be defined for an Application Usage in the respective application-specific XDM Technical Specifications.
3. SHALL create a subscription to changes of XML data identified by Event header parameters as described in [IETF-XCAP_Diff_Event];

4. SHALL send a SIP “200 OK” in accordance with [RFC3265], [IETF-XCAP_Diff_Event], and the procedures of the SIP/IP Core;
Change 12:  Chapter 6.2

6.2    Procedures at the XDM Server

An XDMS is a HTTP origin server that manipulates XCAP Resources according to the conventions described in [RFC4825], and processes Search Requests.

An XDMS SHALL authorize the requests as described in section 5.1.5 “Authorization”.
An XDMS receiving an HTTP POST request containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search SHALL be processed as described in chapter 6.2.3. All other HTTP POST requests SHALL be rejected with an HTTP “405 Method not allowed” response.
Change 13:  Chapter 6.2.2.2
6.2.2.2     Generating a SIP NOTIFY request

If the “xcap-diff” event is supported the XDMS SHALL generate a SIP NOTIFY request as described in the [RFC3265] and [IETF-XCAP_Diff_Event] with the clarifications given in this sub-clause.

The XDMS

1. SHALL include an “application/xcap-diff+xml” body as defined in [IETF-XCAP_Diff];
2. SHALL send the SIP NOTIFY request towards the SIP/IP Core according to the procedures of the SIP/IP Core;
3. When the subscription is placed to all the documents under an AUID then the notification SHALL indicate all the document(s) that have changed

Change 14:  Chapter 6.3  (Broken link=> Make yellow marked reference to link (or plain text))
6.3     Procedures at the Aggregation Proxy

The Aggregation Proxy is the contact point for XDMC implemented in a UE to access XCAP Resources stored in XDMS. The Aggregation Proxy is also the contact point for XDMC implemented in an Enabler Specific Server to access XCAP resources stored in an XDMS of a remote network.

The Aggregation Proxy: 
1. SHALL act as an HTTP Proxy defined in [RFC2616] and be configured as an HTTP Reverse Proxy [RFC 3040]; 
2. SHALL, upon receiving an XCAP or HTTP request targeted to the Aggregation Proxy, authenticate the originating XDMC implemented in a UE as specified in the subclause 5.1.1 “Authentication”;
3. SHALL, upon the successful authentication, assert the identity of the originating XDMC as described in the subclause 5.1.2 “XDM Client Identity Assertion”;
4. SHALL forward the requests as described in the subclause 6.3.1 “HTTP Request Handling”.
Change 15:  Appendix C.1, example 5)
5) After the XDMS has performed the necessary authorisation checks on the request originator, the XDMS sends an HTTP “200 OK” response including the requested document in the body.

HTTP/1.1 200 OK

Server: XDM-serv/OMA2.0

Date: Thu, 08 Jan 2007 10:50:39 GMT

Etag: "eti87"

Content-Type: application/resource-lists+xml

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>

<resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists">

  <list name="friends">

    <entry uri="sip:hermione.blossom@example.com"/>

    <entry uri="tel:+430123499995678"/>

  </list>

</resource-lists>

Change 16:  Appendix C.2, example 3

3) The XDMC sends a HTTP PUT request to the just-created “index” document in “sip:joebloggs@example.com”’s home directory to add a new <entry> sub-element to the <list> element identified as “My_friends”. 

PUT /resource-lists/users/sip:joebloggs@example.com/index /~~/resource-lists/list%5b@name=%22My_friends%22%5d/entry%5b@uri=%22sip:friend2@example.com%22%5d HTTP/1.1 

Host: xcap.example.com

…

Content-Type: application/xcap-el+xml

Content-Length: (…)

<entry uri="sip:friend2@example.com">

   <display-name>Friend2</display-name>

 </entry>

4) The Shared List XDMS acknowledges the addition of new elements to the list with an HTTP “200 OK” reply. 

HTTP/1.1 200 OK

Etag: "efefefef"
…

Content-Length: 0

5) The XDMC sends an HTTP GET request to retrieve “sip:joebloggs@example.com”’s “friends” list from the Shared List XDMS. 

GET /resource-lists/users/sip:joebloggs@example.com/index HTTP/1.1

Host xcap.example.com

6) The Shared List XDMS returns the list to the XDMC in the body of an HTTP “200 OK” message. 

HTTP/1.1 200 OK

…

Etag: "ababab"
Content-Type:application/resource-lists+xml

Content-Length: (…)

<?xml version="1.0" encoding="UTF-8"?>

<resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists">

 <list name="My_friends">

  <entry uri="sip:friend1@example.com">

   <display-name>Friend1</display-name>


  </entry><entry uri="sip:friend2@example.com">

   <display-name>Friend2</display-name>

 </entry>

  </list>

</resource-lists>

7) The XDMC sends an HTTP DELETE request to delete an <entry> identified by the URI “sip:friend2@example.com” from sip:joebloggs@example.com‘s “My_friends” list in the Shared List XDMS. 

Change 17:  Appendix D.1  (Note to the Editor “XUI” shall NOT be underlined)
A URI Template SHALL describe a URI as defined in [RFC3986].  The template contains a sequence, in any order, of:

a. unreserved characters according to [RFC3986], 
b. the characters  “:” , “@” and “;”
c. substitution tags enclosed in “< >”brackets. 

The XDMC SHALL support the following substitution tags:


<id> : The XDMC SHALL replace this tag with a unique identifier, generated by the XDMC using only unreserved characters according to [RFC3986].


<user> : The XDMC SHALL replace this tag with the user part of the XUI if the XUI is a Public SIP URI.  If the XUI is a Tel URI [RFC 3966] then the XDMC SHALL replace the <user> tag with the “global-number-digits”/”local-number-digits” part of the Tel URI.  Any “visual-separator” or “+” SHALL be removed from the “global-number-digits” before the replacement takes place.


<xui> : The XDMC SHALL replace this tag with the XUI.  

NOTE 1: 
the XUI is a Public SIP URI [RFC3261] or Tel URI [RFC3966].

NOTE 2: 
usage of the <xui> tag in a URI template may result in the generation of Tel URIs, which may not be valid for certain services (e.g. services that require SIP URIs).

Illustrative examples of URI templates are shown in Table X.

	Example URI Template
	Example URI generated from template

	sip:<id>@example.com
	sip:abc123@example.com

	sip:<id>_<user>@example.com
	sip:abc123_joe@example.com

	sip:<id>_<user>@example.com
	sip:abc123_17205551212@example.com

	<xui>;group=<id>
	sip:joe@example.com;group=abc123

	<xui>;group=<id>
	tel:+1720-555-1212;group=abc123
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