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1 Reason for Change

It is not specified which error message shall an XDMS respond when authenticated users are not authorized to see XDM documents stored in that XDMS.
Appropiate mechanism (based on HTTP 1.1 (RFC 2616)) should be to send 401 from the AP to the XDMC when the user is not authenticated, and 403 from the XDMS to the XDMC
-----

HTTP 1.1
10.4.4 403 Forbidden

   The server understood the request, but is refusing to fulfill it.

   Authorization will not help and the request SHOULD NOT be repeated.

   If the request method was not HEAD and the server wishes to make

   public why the request has not been fulfilled, it SHOULD describe the

   reason for the refusal in the entity.  If the server does not wish to

   make this information available to the client, the status code 404

   (Not Found) can be used instead.
401 Unauthorized

   The request requires user authentication. The response MUST include a

   WWW-Authenticate header field (section 14.47) containing a challenge

   applicable to the requested resource. The client MAY repeat the

   request with a suitable Authorization header field (section 14.8). If

   the request already included Authorization credentials, then the 401

   response indicates that authorization has been refused for those

   credentials. If the 401 response contains the same challenge as the

   prior response, and the user agent has already attempted

   authentication at least once, then the user SHOULD be presented the

   entity that was given in the response, since that entity might

   include relevant diagnostic information. HTTP access authentication

   is explained in "HTTP Authentication: Basic and Digest Access

   Authentication" [43].

6.4.1 Authentication section in XDM Core specifies usage of 401 for authentication, but usage of 403 is not specified in 6.4.3 Authorization section.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the proposed change.
6 Detailed Change Proposal

6.4.3   Authorization

The XDMS SHALL check that the identity of the requesting XDMC has been granted access rights to perform the requested operations. Application usages MAY define their own policies for accessing different XCAP resources (e.g. global documents).

The XDMS SHALL use the information in the X-XCAP-Asserted-Identity header provided by the Aggregation Proxy to determine the identity of the XDM Client. 

When realized in 3GPP IMS and the GAA is present, the identity of the requesting XDMC is obtained from the X-3GPP-Asserted-Identity or the X-3GPP-Intended-Identity.

By default, the initial creator of a document is its primary principal. The primary principal SHALL have permission to perform all operations defined in Sections 6.1.1 and 6.1.2. In this release, it will not be possible to change the primary principal.  Additionally, it will not be possible to assign permissions to access or manipulate a document to anyone except for the primary principal or trusted applications.
If the authorization check fails, the XDM Server SHALL return the HTTP "403 Forbidden" error response.
Any application usage defining the use of any global documents SHALL specify the authorization policy associated with the use of such documents.
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