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1 Reason for Change

This contribution closes following XDM 1.1 CONRR comments:

	C010
	2007-09-14
	E
	6.4.1
	Source: Nokia Siemens Networks

Form: OMA-CONR-2007-0028
Comment: Typo.
Proposed Change: “… byt this …”
	Status: CLOSED by PAG-0608R02



	C011
	2007-09-14
	T
	6.4.1
	Source: Nokia Siemens Networks

Form: OMA-CONR-2007-0028
Comment: What does it mean to “share” authentication. Do the XDMSs need to perform authentication towards the AP and ASs? I don’t think so. I believe it would be better to state that the authenticated identity that resulted from the authentication by the AP is shared on those interfaces.
Proposed Change: “The authenticated identity XDMC authentication provided by the Aggregation Proxy, as a result from authentication, SHALL be shared on the following reference points (see [XDMAD]):”
	Status: CLOSED by PAG-0608R02



	C032
	2007-09-19
	T
	6.1.4
	Source: Telefonica

Form: OMA-PAG-2007-0601

Comment: not clear how can aggregation proxy populate the xdmc authenticated 

identity in cases 3 and 4.
Proposed Change: delete 3 and 4 but clarify how XDMSs will know who is 

performing the XDM operation (enabler specific server <-> XDMS) in order 

to make an appropriate authorization.
	Status: CLOSED by PAG-0608R02



REV1:

Removed 3rd and 4th bullet from the list as they don’t have authenticate identity from Aggregation Proxy.

Also added text “…as a result of authentication” removed from chapter as proposed in teleconference. 
REV2:

Also Telefonica’s CONRR comment “clarify how XDMSs will know who is performing the XDM operation (enabler specific server <-> XDMS) in order to make an appropriate authorization” has been taken account. A note has been added to the end of chapter to solve comment in a same way as it is done in XDM 2.0 Spec.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Approve proposed modifications to the Specification.

6 Detailed Change Proposal

6.4.1 Authentication

The XDM-3 reference point between the XDMC and the Aggregation Proxy (see [XDMAD]) SHALL provide mutual authentication.

For a 3GPP/3GPP2 realisation, the XDM-3 corresponds to the Ut reference point. In this case the authentication between the XDM Client and the Aggregation Proxy SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-002-0].

If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDM Client and the Aggregation Proxy SHALL support and use the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication by this specification SHALL conform to [RFC2617] with the following clarifications:

1. The HTTP “401 Unauthorized” error response SHALL be used;

2. the “rspauth” parameter MAY be used to provide mutual authentication;

3. the “username” parameter SHALL have the value of the XUI (i.e. the SIP or TEL URI) identifying the user (the public user identity);

NOTE: 
The “username” can be a part of the Device Provisioning parameters (see Appendix C). When using such provisioned “username” the XDM client must use it exactly as provisioned.

The XDM Client and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the XDM-3 reference point.

The authenticated identity provided by the Aggregation Proxy SHALL be shared on the following reference points (see [XDMAD]):

1. The XDM-4 reference point between the Aggregation Proxy and the Shared XDMS;

2. the Enabler Specific reference point between the Aggregation Proxy and the Enabler Specific XDMS;

3. 
4. 

For a 3GPP/3GPP2 realization, the above listed reference points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.
NOTE: The Enabler Specific Server should also provide the XDMC identity assertion when the Enabler Specific Server generates a HTTP request to XDMS on behalf of a User. In this case, as the Aggregation Proxy does, the Enabler Specific Server should use the “X-XCAP-Asserted-Identity” HTTP header, or the “X-3GPP-Asserted-Identity” HTTP header in 3GPP/3GPP2 realization, to carry the identity of the User for whom it generates the HTTP request.
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