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1 Reason for Change

With the existing mechanism, Presentity can authorize Watcher’s presence subscription request in either proactive or reactive manner. However, Watcher’s request on the presence content can be authorized only in proactive manner. This is problematic because, once Presence Content Rule does not authorize some contents to Watcher, then there’s no way for the Watcher to get those contents until the Presentity somehow voluntarily updates the Presence Content Rule to allow those previously banned contents.

For example, let’s assume Watcher A has requested presence subscription on Presentity along with filter describing the Watcher A’s desire to receive Presentity’s “activities” and “location” information. Let’s further assume that the current Presentity’s Presence Content Rules in Presence XDMS allow Watcher A to be provided with “activities” information only. Then, the Watcher A can get the “activities” information, but never be able to receive Presentity’s “location” information until the Presentity somehow voluntarily updates the Presence Content Rules to allow “location” information to Watcher A.

This CR purposes to fix this problem by proposing the reactive authorization also for Watcher’s presence content request, in addition to the existing reactive authorization on Watcher’s subscription request. 
For this, it is proposed to extend the Presence Subscription Authorization Rules in Presence XDMS with the new <protected-content-handling> element, which is analogous to the existing <sub-handling> element, to specify whether the pending Watcher’s content request should be reactively authorized by the Presentity or not.
If the reactive content authorization is enabled by <protected-content-handling> element, then the pending content request status will be reported in Watcher Information event notification along with subscription status.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

OMA-TS-Presence_SIMPLE-V2_0-20070904-D.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to implement the changes in section 6.
6 Detailed Change Proposal

Change 1:  Add the reference for Presence Rule XSD, which contains the <protected-content-handling> element schema definition.
2.1 Normative References

	[COMMONPOL]
	“A Document Format for Expressing Privacy Preferences”, H. Schulzrinne et al., Aug 2006, URL: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-common-policy-11.txt 

Note: IETF Draft work in progress

	[PRESAUTH]
	“Presence Authorization Rules”, J. Rosenberg, Ocotber 22, 2006, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-presence-rules-08.txt
Note: IETF Draft work in progress

	[PRESSPEC]
	“Presence SIMPLE Specification”, Version 2.0, Open Mobile Alliance™, OMA-TS-Presence_SIMPLE-V2_0, URL: http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL: http://www.ietf.org/rfc/rfc2234.txt

	[RFC3863]
	“Presence Information Data Format (PIDF)”, H.Sugano et al., Aug 2004, URL: http://www.ietf.org/rfc/rfc3863.txt

	[RFC4825]
	“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, May, 2007, URL: http://www.ietf.org/rfc/rfc4825.txt 

	[RFC4827]
	“An Extensible Markup Language (XML) Configuration Access Protocol (XCAP) Usage for Manipulating Presence Document Contents”, M. Isomaki et al, May, 2007, URL: http://www.ietf.org/rfc/rfc4827.txt 

	[XDMSPEC]
	“XML Document Management (XDM) Specification”, Version 2.0, Open Mobile Alliance™, OMA-TS-XDM_Core-V2_0, URL: http://www.openmobilealliance.org/ 

	[XSD-PRESRULES]
	“Presence SIMPLE – Presrules”, Candidate Version 1.0, Open Mobile Alliance(, OMA-SUP-XSD_prs_presrules-V1_0, URL: http://www.openmobilealliance.org/tech/profiles/ 

	[XSD-PRESRULES_V2]
	“Presence SIMPLE – Presrules”, Version 2.0, Open Mobile Alliance(, OMA-SUP-XSD_prs_presrules-V2_0, URL: http://www.openmobilealliance.org/tech/profiles/ 


Change 2:  Changes to Subscription Authorisation rules
5.1
Presence Authorisation Rules

The Presence Authorisation Rules document contains a set of rules which determine: 

· who is authorised to subscribe to a presentity’s presence information  and whether the pending subscription request and content request should be reactively authorized (subscription authorisation rules), and;
· which contents of the presentity’s presence information are authorized to be sent to each watcher (presence content rules).
These rules SHALL be described in one single XML document. 

The authorisation decision in the Presence Server SHALL be determined based on authorisation policies defined by the service provider (local policy) and the Presence Authorisation Rules document stored in the Presence XDMS. 

The application usage of the Presence Authorisation Rules document is described in the subsections below.
5.1.1
Subscription Authorisation Rules

5.1.1.1
Structure

The Subscription Authorization Rules SHALL conform to the structure of the “pres-rules” document described in [PRESAUTH] and extended in [XDMSPEC] section 6.6.2, with the extensions and constraints given in this sub‑clause.
As described in [PRESAUTH] section 1, the Presence Authorisation Rules document contains a sequence of <rule> elements, each composed of up to three parts: 

a. “conditions”

b. “actions”

c. “transformations”

The Subscription Authorisation Rules are described from the <conditions> and <actions> elements. 

The <conditions> child element of any <rule> element MAY include the following child elements: 

a. the <identity> element as defined in [COMMONPOL];

b. the <external-list> element as defined in [XDMSPEC] Section 6.6.2;

c. the <other-identity> element as defined in [XDMSPEC] Section 6.6.2;

d. the <anonymous-request> element as defined in [XDMSPEC] Section 6.6.2.

The <actions> child element of any <rule> element MAY include the following child elements:

a. the <sub-handling> element as described in [PRESAUTH] section 3.2.1;
b. the <protected-content-handling> element.
The <protected-content-handling> element:
a. MAY include any other attributes from any other namespaces for the purpose of extensibility;
b. SHALL include <handling> element;
c. MAY include other elements from other namespaces for the purposes of extensibility.
Other child elements of the <conditions> and <actions> elements described in [PRESAUTH] are not defined by this specification.
5.1.1.2
Application Unique ID

The AUID SHALL be “org.openmobilealliance.pres-rules”. 

5.1.1.3
Default Namespace

The default namespace used in expanding URIs SHALL be “urn:ietf:params:xml:ns:common-policy” defined in [COMMONPOL].  

5.1.1.4
XML Schema

The Subscription Authorisation Rules SHALL be composed according to the XML Schema detailed in [PRESAUTH] section 6 and extended in [XDMSPEC] section 5.2.2 and [XSD-PRESRULES]. 

5.1.1.5
MIME Type

The MIME type for this application usage SHALL be “application/auth-policy+xml” defined in [COMMONPOL].

5.1.1.6
Validation constraints

The validation constraints SHALL conform to those imposed by the XML schema.

The <conditions> element SHALL contain no more than one child element of <identity>, <external-list>, <other-identity> or <anonymous-request>.
5.1.1.7
Data Semantics

The data semantics SHALL conform to the semantics defined in [PRESAUTH] and extended in [XDMSPEC] section 6.6.2.
The <protected-content-handling> element controls the access to those presence information elements which are not proactively authorized to be provisioned per the Presence Content Rule, i.e., which are not specified under <transformations> element in the corresponding rule. The <handling> child element of the <protected-content-handling> element is an enumerated integer type:

“ignore”   instructs the Presence Server silently ignore the Watcher’s request on the presence contents other than proactively authorized to be provided by Presence Content Rule in section 5.1.2. This is the default value in the absence of the <protected-content-handling> element in the Presence Subscription Rule. This action has a value of zero.
“confirm”   instructs the Presence Server to obtain reactive authorisation from Presentity on those additional presence contents requested by Watcher than allowed per Presence Content Rule in section 5.1.2. This reactive content authorization is done by the Presence Server including the status of the pending presence contents in watcher information event notifications to the Presentity, and subsequently by the Presentity updating the Presence Content Rule if the Presentity wants to additionally allow the pending presence contents to be delivered to the requesting Watcher. This action has a value of ten.
5.1.1.8
Naming conventions

The name of the Presence Authorisation Rules document containing the Subscription Authorisation Rules SHALL be “pres-rules”.

5.1.1.9
Global documents

This application usage defines no global documents.

5.1.1.10
Resource interdependencies

This application usage defines no additional resource interdependencies.
5.1.1.11
Authorisation policies

The authorisation policies SHALL be defined according to [XDMSPEC] section 6.4.3.
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