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1 Reason for Change

This CR addresses the following XDM 2.1 CONRR comments: 
	C081
	2010.02.25
	T
	5.6
all sub-sections
	Source: Ericsson
Form: OMA-CONR-2010-0033
Comment: It exists an issue with how Access Permissions to a XDM Document Part shall be handled contra access to a filtered XDM Document. In 5.6.1 a conditions child element <node-selectors> is introduced but maybe a new  <transformations> child element is a better choice. The reason is that such element can be used at a read request for a document to filter out certain parts of the document and still deliver a full XDM document. A filter element is also used in XDM Forward and XDM Differential Read/ Write to limit a full XDM Document.
Proposed Change:  Remove the <node-selectors> element and add a new <transformations> child element. Try to combine the structure and syntax of this element with elements used for XDM forward etc if possible.
	Status: OPEN / CLOSED

<provide response>

	C083
	2010.02.25
	Q
	5.6
	Source: Orange

Form: INP doc

Comment: Should the <node-selectors> element be part of the <conditions>? The <actions> element could also be fit for the task.

Proposed Change: None yet.
	Status: OPEN / CLOSED

<provide response>

	C086
	2010.03.25
	T
	5.6.1
	Source: antti.laurila@nsn.com

Form: OMA-CONR-2010-0039-XDM_2_1_CONR_Comments

Comment: Clarify usage of <provide-forwarded-contents> element

Proposed Change: Clarify usage of <provide-forwarded-contents> element
	Status: OPEN / CLOSED

<provide response>

	C098
	2010.03.25
	T
	5.6.7
	Source: antti.laurila@nsn.com

Form: OMA-CONR-2010-0039-XDM_2_1_CONR_Comments

Comment: Address editors note

Proposed Change: Remove <both allow-forward-contents> and <blocked-contents> elements
	Status: OPEN / CLOSED

<provide response>

	C0101
	2010.03.21
	T
	5.6.7
	Source: Wenjie Zhu, Huawei

Form: INP doc

Comment: resolve the first editor’s notes.
Proposed Change: resolve and remove the first editor’s notes.
	Status: OPEN / CLOSED

<provide response>

	C0132
	2010.02.25
	T
	5.7.1.11
	Source: Ericsson
Form: OMA-CONR-2010-0033
Comment: Only read and delete operation are allowed to by performed by an XDMC/XDM Agent as it is always the XDMS that does the writing of history information,  

Proposed Change:  Clarify the text.
	Status: OPEN / CLOSED

<provide response>

	C0133
	2010.03.25
	T
	5.7.1.11
	Source: antti.laurila@nsn.com

Form: OMA-CONR-2010-0039-XDM_2_1_CONR_Comments

Comment: Why there is a access permission policy for modification history information. Should that same as with 5.7.2.11 Request History information.

Proposed Change:Clarify
	Status: OPEN / CLOSED

<provide response>

	C0152


C0153

	2010.02.25
	T
	5.7.2.11
	Source: Ericsson
Form: OMA-CONR-2010-0033
Comment: The text is a bit unclear about what a Principal can do and not do with the request history document.
Proposed Change: Clarify the text a bit more.
	Status: OPEN / CLOSED

<provide response>

	
	
	
	
	
	


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 XDM Core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Modify section 3.2 as described below. 
Change 2:  Modify section 3.2 as described below. 
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Change 3:  Modify section 5.6 as described below.  To the editor: The section numbering is wrong in the CR shall be 5.6.x
7.1 Access Permissions Document

Access Permissions Document defined in any Application Usage SHALL comply with the specification defined in this section.

Editor’s note:  <transformations>, <conditions> and <actions> child element to be coordinated with new XDM 2.1 operations.

7.1.1 Structure

The structure of an Access Permissions Document SHALL be as follows:

The Access Permissions Document SHALL include one root element <ap-rules>.

The <ap-rules> element

a) SHALL include one <access-permissions-document-rule> element as described in section 7.1.7;

b) SHALL include one <directory-rule> element as described in section 7.1.7; and

c) MAY include one or more <document-rule> elements as described in section 7.1.7.

The <access-permissions-document-rule> element SHALL include one <rule-set> element conforming to [RFC4745].

The <rule-set> element SHALL consist of one or more <rule> elements conforming to [RFC4745].

The <rule> element SHALL contain one <conditions> and one <actions> element but NOT a <transformations> element. 

The <conditions> element SHALL include one <identity> element as described in [RFC4745].

The <identity> element SHALL include one or more <one> elements or one <many> element as described in [RFC4745]. Other child elements of the <identity> element SHALL NOT be allowed.

The <actions> element:

a) SHALL include one <allow-any-operation> element as described in section 7.1.7;

b) SHALL include one <allow-retrieve> element as described in section 7.1.7; or

c) SHALL include one <allow-retrieve-own-data> element as described in section 5.6.7

The <directory-rule> element SHALL include one <rule-set> element conforming to [RFC4745].

The <rule-set> element SHALL consist of one or more <rule> elements conforming to [RFC4745].

The <rule> element SHALL contain one <conditions> and one <action> element but NOT a <transformations> element.

The <conditions> element in the <rule> element:

a) SHALL include one <identity> element as described in [RFC4745]. The <identity> element SHALL include one or more <one> elements as described in [RFC4745]. Other child elements of the <identity> SHALL NOT be allowed; or

b) SHALL include one <external-list> element as defined in section Error! Reference source not found.
The <actions> element in the <rule> element SHALL include one <allow-any-operation> element as described in section 7.1.7 or SHALL include one or more of the following elements:

a) the <allow-retrieve> element as described in this section 7.1.7;

b) the <allow-modify> element as described in section 7.1.7;

c) the <allow-create> element as described in section 7.1.7; and

d) the <allow-delete> element as described in section 7.1.7.

The <document-rule> element SHALL include an attribute named “path” specifying the User Directory Document Selector of the XDM Document for which the rule applies to and it SHALL include a <rule-set> element conforming to [RFC4745].

The <rule-set> element SHALL contain one or more <rule> elements conforming to [RFC4745].

The <conditions> child element of the <rule> element SHALL include one of the following child elements:

a) the <identity> element as described in [RFC4745] and in section 5.2.2.2. 

b) the <external-list> element as defined in section Error! Reference source not found.;

c) the <other-identity> element as defined in section Error! Reference source not found..



The <actions> child element of the <rule> element SHALL include one <allow-any-operation> element as described in section ‎7.1.7, SHALL include one <allow-any-operation-own-data> element as described in section 5.6.7 or SHALL include one or more of the following elements;

a) the <allow-retrieve> element as described in section 7.1.7;

b) the <allow-modify> element as described in section 7.1.7;

c) the <allow-create> element as described in section 7.1.7;

d) the <allow-delete> element as described in section 7.1.7;

e) the <allow-forwarding> element as described in section 7.1.7; and

f) the <allow-restore> element as described in section 7.1.7.

The <allow-forwarding> element MAY include the <recipients-list> element as defined in section 5.6.7.

The <recipients-list> element SHALL include any one of the following child elements:

a) the <black-list> element as defined in section 5.6.7; or, 

b) the <white-list> element as defined in section 5.6.7.

The <transformations> element MAY be included. If included it SHALL include one of the following elements

a) the <filter-set> element as described in [RFC 4661] and section 5.6.7;and
b) 
c) elements from a namespace defined by a particular Application Usage.



The <filter-set> element SHALL have a structure as defined by [RFC 4661] with the following clarifications.

a) The <filter-set> element SHALLhave a structure that include one or more <filter> element and MAY include a <ns-bindings> element but SHALL NOT include a “package” attribute.

b)  The <filter> element SHALL include one <what> element and a “id” attribute but SHALL NOT include a <trigger> element, a “uri” attribute, a “domain” attribute, an “enabled” attribute or a “remove” attribute.
c) The <what> element SHALL include one or more <include> element or SHALL include one or more <exclude> element.
7.1.2 Application Unique ID

An Application Usage MAY require the use of an Access Permissions Document in order to control access to XDM Resources. The Access Permissions Document SHALL share the Application Unique ID with the XDM Documents it controls access to. 

7.1.3  Default Namespace

The default namespace SHALL be “urn:ietf:xml:params:ns:common-policy”.

7.1.4 XML Schema

The Access Control Document SHALL conform to the XML schema defined in [XSD_ap] and the XML schemas described in section 5.2.2.3.

7.1.5 MIME Type

The MIME Type for the Access Permissions Document is “application/vnd.oma.xdm-apd+xml”.

7.1.6 Validation Constraints

The Access Permissions Document SHALL conform to the XML schema described in section 5.6.4 “XML Schema” with the following clarifications given in this section.

The <document-rule> element attribute “path” SHALL contain the path to an existing XDM Document in the directory. Only one <document-rule> element per XDM Document in the directory SHALL be allowed. If this constraints is violated, an HTTP “409” Conflict” response SHALL be returned with the error condition identified by the <constraint-failure> element. If include, the “phase” attribute of this element SHOULD be set to “Only one document rule per document is allowed”.
A <rule> element SHALL not contain an <actions> element with child elements having the Boolean value “false”.


An <access-permissions-document-rule> element SHALL always contain at least one <rule> element that grants at least one Principal access to all operations. If this constraints is violated, an HTTP “409” Conflict” response SHALL be returned with the error condition identified by the <constraint-failure> element. If include, the “phase” attribute of this element SHOULD be set to “At least one Principal requires access to all operations”.
A <directory-rule> element SHALL always contain at least one <rule> element that grants at least one Principal access to all operations. If this constraints is violated, an HTTP “409” Conflict” response SHALL be returned with the error condition identified by the <constraint-failure> element. If include, the “phase” attribute of this element SHOULD be set to “At least one Principal requires access to all operations”.
A <filter-set> element SHALL conform to the constraints defined in section 5.6.7 and to any constraint defined in the documentation for a particular Application Usage. If any of these constraints is violated, an HTTP “409” Conflict” response SHALL be returned the error condition identified in the <constraint-failure> element. If include, the “phase” attribute of this element SHOULD be set to “This type of filter is not allowed”.
7.1.7 Data Semantics

The <access-permissions-document-rule> element SHALL contain the Access Permissions to grant access to the Access Permissions Document itself. An <access-permissions-document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <directory-rule> element SHALL contain the Access Permissions rules to grant access to the Application Usage User Directory. This element SHALL enumerate Principals allowed to create and delete XDM Documents in the User Directory and allowed to perform management operations on existing XDM Documents. The element SHALL NOT define permissions for the Access Permissions Document.
This element SHALL be checked on every access to the User Directory. 
A <directory-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

The <document-rule> element SHALL contain the Access Permissions for a particular XDM Document in the Application Usage’s User Directory. This element SHALL be checked when the <directory-rule> element does not grant a Principal access to the particular XDM Document for a particular XDM operation. The “path” attribute SHALL include the User Directory Document Selector of the XDM Document. 
The <document-rule> element SHALL only grant permissions to perform an XDM operation, it SHALL NOT restrict permissions.

Each Application Usage SHALL define how the <external-list> element is used and what XDM Document Parts this element is allowed to reference. 
One example of such definition can be found in [XDM_Group] section “Group”. 

The <allow-any-operation> element SHALL be a child element to the <actions> element. This element SHALL grant access to any operation when the <conditions> element of a <rule> element is evaluated to true.

The <allow-retrieve> element SHALL be a child element to the <actions> element. This element SHALL grant access to the “retrieve” and “subscribe” operations when the <conditions> element of a <rule> element is evaluated to true.

The <allow-create> element SHALL be a child element to the <actions> element. This element SHALL grant access to the “create a document” operation and all “document share by reference” operations when the <conditions> element of a <rule> element is evaluated to true.

The <allow-modify> element SHALL be a child element to the <actions> element. This element SHALL grant access to modify an XDM Resource in the directory when the <conditions> element of a <rule> element is evaluated to true. The element SHALL also granted access to the “retrieve” and “subscribe” operations 

The <allow-delete> element SHALL be a child element to the <actions> element. This element SHALL grant access to delete an XDM resource in the directory when the <conditions> element of a <rule> element is evaluated to true.

The <allow-forwarding> element SHALL be a child element of the <actions> element. This element SHALL grant access to the “forwarding of a document” operation for an XDM Resource in the directory when the <conditions> element of a <rule> element is evaluated to true. The element SHALL also grant access to the “retrieve” and “subscribe” operations.
The <recipients-list> element SHALL be a child element of the <allow-forwarding> element. This element SHALL have one child element <black-list> element or <white-list> element. The <black-list> element SHALL be used to list a set of Principals who are allowed to receive the forwarded XDM Resource. The <white-list> element SHALL be used to list a set of Principals who are restricted to receive the forwarded XDM Resource.



The <allow-restore> element SHALL be a child element of the <actions> element. This element SHALL grant access to the “restore” operation of an XDM Document when the <conditions> element of a <rule> element is evaluated to true.

The <allow-any-operation-own-data> element SHALL be a child element of the <actions> element. This element SHALL grant access to XML nodes containing information related to the requesting Principal when the <conditions> element of a <rule> element is evaluated to true. Which such XML nodes are and how to determine which element or attribute that contain the requesting Principal’s identity is defined per Application Usage. This element is used to allow authorized Principals to administer data related to themselves in other Principals’ XDM Documents. This element for example can be used together with the <conditions> child elements <identity> <many> and <except> to control that all Principals apart from the ones in the <except> element are allowed to modify data related to themselves.

The <allow-retrieve-own-data> element SHALL be a child element of the <actions> element. This element SHALL grant retrieve access to XDM Documents that only contain information related to the requesting Principal when the <conditions> element of a <rule> element is evaluated to true. Application Usage SHALL define rules to determine what constitutes information related to the requesting Principal and what elements and attributes contain that information. This element is used to allow authorized Principals to retrieve data related to themselves in other Principals’ XDM Documents. This element, for example, can be used together with the <conditions> child elements <identity> <many> and <except> to control that all Principals apart from the ones in the <except> element are allowed to retrieve data related to themselves.
When this element is used in a <rule> element inside an <access-permissions-document-rule> element, the requesting Principal, as result of a retrieve request, SHALL obtain an Access Permissions Document that contains only the rules that specify the requesting Principal’s Access Permissions to the Application Usage’s XDM Resources. Information related to other Principals SHALL NOT be included.
The <filter-set> element SHALL be a child element of the <transformations> element. This element SHALL define which parts of an XDM Document the Principals identified by the <conditions> child element have permission to access.  
The <filter-set> element has the following use in the context of different XDM operations.
a) Retrieve operation: The <filter-set> element defines which parts of a XDM Document a requesting Principal is allowed to retrieve. The filter SHALL be applied to the XDM Document before the XDM Document is returned to the requesting Principal.
b) Subscribe for changes operations: The <filter-set> element defines which parts of a XDM Document a requesting Principal is allowed to get changes about. The requesting Principal SHALL receive notifications only about changes to the parts of the XDM Document that are defined by the <filter-set> element. 

c) Modification operations: The <filter-set> element defines which parts of a XDM Document a requesting Principal is allowed to modify. The filter SHALL be applied to the XDM Document modification information received in the modification request before the XDM Document is allowed to be modified. If the modification information contains more XDM Document Parts then the filter defines the modification request SHALL be denied else it SHALL be accepted and the XDM Document SHALL be modified as requested.
d) Forwarding operations: The <filter-set> element defines which parts of a XDM Document the requesting Principal is allowed to forward to another Principal. The filter SHALL be applied to the XDM Document before it is forwarded to the receiving Principal. The <exclude> child elements of the <what> element is used to block certain content of an XDM Document to be forwarded. The <include> elements are used to allow that only certain content of the XDM Document is forwarded.
e) Restore operations: The <filter-set> element SHALL be ignored when checking access permissions for the restore operation.
f) Differential Read and Write operations: If a Differential Read or a Differential Write operation contains a <filter-set> element, the request SHALL be reject if also a <filter-set> element exists as child element of the <transformations> element of the <rule> element that granted the requesting Principal access to the operations.
 Editor’s note: How to handle Access Permissions to the history information is FFS.

7.1.8 Naming Conventions

There is only one Access Permissions Document per Application Usage and XUI in each XDMS. The Access Permissions Document SHALL be addressed using the User Directory Document Selector “/oma_ap/access-permissions”, i.e. the Document Selector to the Access Permissions Document SHALL be “[auid]/users/[xui]/oma_ap/access-permissions” and the XDM Document name SHALL be “access-permissions”.

7.1.9 Global Documents

No Global Documents are defined.

7.1.10 Resource Interdependencies

The XDMS SHALL create the Access Permissions Document as soon as a User Directory for the corresponding Application Usage is created for a Primary Principal.

The XDMS SHALL delete the Access Permissions Document only when the User Directory for the corresponding Application Usage is deleted.

The XDMS SHALL, when an XDM Document and its History Information in the User Directory is deleted, check if there is a <document-rule> element for this XDM Document and delete such element.

The XDMS SHALL, when an XDM Document Part in the User Directory is deleted, check if there are any <node-selector> elements in the Access Permissions Document that gives access to the deleted XDM Document Part only and delete such elements.

The XDMS SHALL maintain a Modification History Document for the Access Permissions Document. Access Permissions to the Modification History Document SHALL be controlled by the <access-permissions-document> rule element in the Access Permissions Document.

Editor’s note: The text about History Information needs to be coordinated with the history function.

7.1.11 Authorization Policies

The XDMS SHALL check the <access-permissions-document-rule> element in the Access Permissions Document before allowing any XDM operation towards an Access Permissions Document. 

If the operation is not allowed the XDMS SHALL reject the operation with an HTTP “403 Forbidden” response if it is an XCAP operation or with a SIP “403 Forbidden” response if it is a SIP operation.
7.1.12 Subscription to changes
Not applicable.
Editor’s note: See Appendix H which is TBD.
7.1.13 Search Capabilities

Not applicable.

7.1.14 XDM Preferences Document
An Access Permissions Document MAY support XDM Preferences Document for handling the preferences related only to History Information if History Information is supported.
7.1.15 History Information Documents
An Access Permissions Document MAY support Modification History Document as described in section 5.7.1 “Modification History Information Document”.

An Access Permissions Document MAY support a Request History Information Document as described in section 5.7.2 “Request History Information Document”.

7.1.16 Forwarding
Not applicable.
7.1.17 Restore
Restore of an Access Permissions Document as described in section 6.1.1.3.5 “XDM Restore” MAY be supported.

7.1.18 Document Share by Reference
Document Share by References of an Access Permissions Document as described in section 6.1.1.3.1 “Document Share by Reference” MAY be supported.
Editor’s Note: TBD

7.1.19 Differential Read and Write

An Access Permissions Document MAY support Differential Write as described in section 6.1.1.3.4.2 “XDM Differential Write” A Differential Write request including a <filter-set> element is not supported.
An Access Permissions Document MAY support Differential Read as described in section 6.1.1.3.4.1 “XDM Differential Write” A Differential Read request including a <filter-set> element is not supported.
Change 4:  Modify section 5.7.1.11 as described below. 

5.7.1.11Authorization Policies

The XDMS is the only entity that is allowed to create or modify elements and attributes in the Modification History Information Document.
An authenticated Principal SHALL be able only to retrieve the whole Modification History Information Document or an XDM Document Part of it and to delete an XDM Document Part of it. Before allowing access to a Modification History Information Document,the XDMS SHALL check the <document-rule> element in the Access Permissions Document. If the operation is not allowed the XDMS SHALL reject the operation with a HTTP “403 Forbidden” response if it is an XCAP operation or with a SIP “403 Forbidden” response if it is a SIP operation.
The use of a <filter-set> element in an Access Permissions Document is not applicable to a Modification History Information Document. 
Change 5:  Modify section 5.7.2.11 as described below. 

5.7.2.11Authorization Policies

The XDMS is the only entity that is allowed to create or modify elements and attributes in the Request History Information Document.

An authenticated Principal SHALL be able only  to retrieve the whole Request History Information Document or an XDM Document Part of it and to delete the whole Request History Information Document or an XDM Document Part of  it.  Before the XDMS accept such request the XDMS SHALL do authorization as described in section 5.1.5 making use of the Access Permissions Document associated the Application Usage if such exists. If such Access Permissions Document does not exist, the XDMS SHALL apply the default authorization policy as described in section 5.1.5. The use of a <filter-set> element in an Access Permissions Document is not applicable to a Request History Information Document.
Change 6:  Modify section 6.2.2.2 as described below. 

6.2.2.2 Generating a SIP NOTIFY Request

If the “xcap-diff” event is supported the XDMS SHALL generate a SIP NOTIFY request as described in the [RFC3265] and [IETF-XCAP_Diff_Event] with the clarifications given in this sub-clause.

The XDMS

1. SHALL include an “application/xcap-diff+xml” body as defined in [IETF-XCAP_Diff];
2. SHALL check if a <rule> element that granted access to the subscribe operation also included a <filter-set> element. If a <filter-set> element is included, the XDMS SHALL apply the filter and remove all information from the body of the SIP NOTIFY, that the filter prevents the requesting Principal to monitor before continuing the next step; and
3. SHALL send the SIP NOTIFY request towards the SIP/IP Core according to the procedures of the SIP/IP Core.
The responses to the SIP NOTIFY request SHALL be handled in accordance with [RFC3265], [IETF-XCAP_Diff_Event], and the procedures of the SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD, the XDMS SHALL use 3GPP IMS or 3GPP2 MMD requirements respectively, mechanisms and procedures as defined in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] with the clarifications given in this sub-clause.
Change 7:  Modify section 6.2.4.3 as described below. 

6.2.4.3 Updating the Access Permissions Document

The XDMS SHALL follow the procedures defined in section 6.2.1 and section Error! Reference source not found. except that a PUT handling (see section Error! Reference source not found.) with the purpose to create an Access Permissions Document or DELETE handling (see section Error! Reference source not found.) with the purpose to delete an Access Permissions Document SHALL NOT be allowed. If an XDMC performs a PUT or DELETE operation of this kind, the XDMS SHALL reject the request with a HTTP “403 Forbidden” response.

The XDMS SHALL control access to the Access Permissions Document by applying the rules specified in the <access-permissions-document-rule> element inside the Access Permissions Document itself. If access is not granted the XDMS SHALL reject the request with an HTTP “403 Forbidden” response if the request is an XCAP request and with SIP “403 Forbidden” response if it is a SIP request.
The XDMS SHALL verify that the Access Permissions Document confirms to what is specified in section 5.6.
Change 8:  Modify section 6.2.5.2 as described below. 

6.2.5.2 Using the Access Permissions Document for Access Permission Control

The Primary Principal associated with the XUI and an associated Alias Principal SHALL always be permitted to retrieve any XDM Document and subscribe to receive notifications of changes of in any XDM Documents in the User Directory.

If the Application Usage specifies the use of an Access Permissions Document as defined in section 5.6, the XDMS SHALL apply the rules contained in this Access Permissions Document to control access to XDM Resources in the User Directory. Application Usage MAY define rules to prohibit certain combinations of Access Permissions in order to ensure the validity of XDM Documents after applying Access Permissions.

If a Principal requesting an XDM Document has access rights only to certain XDM Document Parts as defined by child elements to the <transformations> element (e.g. the <filter-set> element) in the Access Permissions Document, the XDMS SHALL generate a subset of the XDM Document and include all XDM Document Parts required by the XML Schema in order to ensure the validity of the generated subset. Mandatory XDM Document Parts for which the Principal does not have retrieve rights SHALL be supplied without any values (i.e. blank), or with specially defined values indicating access restriction.

If an Application Usage mandates the use of the Access Permissions Document, then the XML Schema for the XDM Documents specified by the Application Usage SHOULD define a mandatory attribute with a unique value for every XML element used in an XML sequence defined in the same XML Schema in order to ensure consistency of sequence element addressing.

The value of the mandatory unique attribute is assigned by the XDMC whenever a new element is added to a sequence. The XDMS SHALL verify that value of the attribute is unique within the sequence. If the value of the attribute is not unique the update operation SHALL fail and the error response SHALL provide the suggested unique value for the attribute.

Alternatively, if an Application Usage mandates the use of the Access Permissions Document and it does not define a mandatory attribute with a unique value for every XML element used in an XML sequence, it MAY require that all elements in an XML sequence defined in the XML Schema defined by the Application Usage SHALL have the same Access Permissions.

Editors Note: The details of the error response are FFS.

Change 9:  Modify section 6.2.6.2.1 as described below. 

6.2.6.2.1 Creation of an XDM Document to be Forwarded
5.2.1.1.1 Upon receiving an XDCP Request for forwarding of an XDM Resource, the XDMS:
1. SHALL check if the <rule> element that granted access to the forwarding operation also included a <filter-set> element. If a <filter-set> element is included, the XDMS SHALL apply the filter on the XDM Document to be forwarded before continue next step; and
2. SHALL check for the presence of <filter> element in the XDCP Document included in the XDCP Request body. If no <filter> element is present, then XDMS SHALL store the XDM Document to be forwarded in the temporary storage. If a <filter> element is present, then XDMS SHALL apply the filters to the XDM Document to be forwarded and store the resulting XDM Document in a temporary storage which can be accessed by the recipients. 

The XDMS SHALL delete the XDM Document stored in the temporary storage if all the recipients have fetched it or after the time period specified by the local policy.

Editor’s note: Details of the XDMS procedure for handling this temporary storage is TBD.

Change 10:  Modify section C.7 as described below. 

C.7 Examples of Access Permissions Documents

C.7.1      Example 1
This example shows an Access Permission Document for a user with XUI “sip:joe@domain”. A user with the identity “sip:bob@domain” is the administrator of the Access Permissions in the User Directory. The user “sip:joe@domain is allowed to do any changes in hisXDM Documents apart from changing the Access Permissions Document.
<?xml version="1.0" encoding="UTF-8"?>

<ap-rules xmlns="urn:oma:xml:xdm:ap"

    xmlns:cp="urn:ietf:params:xml:ns:common-policy"

    xmlns:ocp="urn:oma:xml:xdm:common-policy">    

<access-permissions-document-rule>

 <cp:ruleset>

  <cp:rule id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>

    </cp:ruleset>

</access-permissions-document-rule>

<directory-rule>

 <cp:ruleset>

  <cp:rule id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:joe@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>

    </cp:ruleset>

</directory-rule>

</ap-rules>

C.7.2 Example 2
This example shows an Access Permission Document for a user with XUI “sip:joe@domain”. The user with the identity “sip:bob@domain is the administrator of all XDM Document is this User Directory. The user “sip:joe@domain can still read his XDM Documents as a Primary Principal always has read access to its User Directory. 
<?xml version="1.0" encoding="UTF-8"?>

<ap-rules xmlns="urn:oma:xml:xdm:ap"

    xmlns:cp="urn:ietf:params:xml:ns:common-policy"

    xmlns:ocp="urn:oma:xml:xdm:common-policy">    

<access-permissions-document-rule>

 <cp:ruleset>

  <cp:rule id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>

    </cp:ruleset>

</access-permissions-document-rule>

<directory-rule>

 <cp:ruleset>

  <cp:rule id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>

    </cp:ruleset>

</directory-rule>

</ap-rules>

C.7.3 Example 3
This example shows an Access Permission Document for a user with XUI “sip:joe@domain”. The user “sip:bob@domain” is the administrator of all XDM Document is this User Directory. The user “sip:joe@domain can still read his XDM Documents as a Primary Principal always has read access to its User Directory.  The user “sip:john@domain is allowed to retrieve all XDM Documents in “sip:joe@domain”’s User Director. When the user sip:john@domain is retrieving the Access Permission Document he will get an Access Permissions Document with only the “ap-allow-retrieve-own” rule and the “ap-allow-retrieve” rule as the “ap-allow-retrieve-own” rule grants him and any other user access to an Access Permissions Document which only contains rules related to the requesting user.  The “ap-allow-retrieve-own” rule controls also that a user’s Access Permissions List Document is updated by the XDMS when this user is granted access to the User Directory.
<?xml version="1.0" encoding="UTF-8"?>

<ap-rules xmlns="urn:oma:xml:xdm:ap"

    xmlns:cp="urn:ietf:params:xml:ns:common-policy"

    xmlns:ocp="urn:oma:xml:xdm:common-policy">    

<access-permissions-document-rule>

 <cp:ruleset>

  <cp:rule id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>
<cp:rule id="ap-allow-retrieve-own">

    <cp:conditions>

         <cp:identity>

            <cp:many/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-retrieve-own-data/>

     </cp:actions>

    </cp:rule>
    </cp:ruleset>

</access-permissions-document-rule>

<directory-rule>

 <cp:ruleset>

  <cp:rule id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>
  <cp:rule id="ap-allow-retrieve">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:john@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-retrieve/>

     </cp:actions>

    </cp:rule>
    </cp:ruleset>

</directory-rule>

</ap-rules>

C.7.4 Example 4
This example shows an Access Permission Document for a user with XUI “sip:joe@domain”. The user with the identity “sip:bob@domain is the administrator of all XDM Document is this User Directory. The user “sip:joe@domain can still read his XDM Documents as a Primary Principal always has read access to his User Directory.  The user “sip:john@domain is allowed to retrieve all XDM Documents in the user “sip:joe@domain”’s User Director. The user “sip:alice@example.com” is blocked to retrieve any data about her Access Permissions to this User Directory.  If the user “sip:alice@example.com” tries to retrieve the Access Permissions Document, she will get a “Forbidden” response.
<?xml version="1.0" encoding="UTF-8"?>

<ap-rules xmlns="urn:oma:xml:xdm:ap"

    xmlns:cp="urn:ietf:params:xml:ns:common-policy"

    xmlns:ocp="urn:oma:xml:xdm:common-policy">    

<access-permissions-document-rule>

 <cp:ruleset>

  <cp:rule cp:id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>
<cp:rule cp:id="ap-allow-retrieve-own">

    <cp:conditions>

         <cp:identity>

            <cp:many>
              <cp:except id="sip:alice@example.com"/>
            </cp:many>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-retrieve-own-data/>

     </cp:actions>

    </cp:rule>

    </cp:ruleset>

</access-permissions-document-rule>

<directory-rule>

 <cp:ruleset>

  <cp:rule cp:id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>
  <cp:rule cp:id="ap-allow-retrieve">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:john@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-retrieve/>

     </cp:actions>

    </cp:rule>

    </cp:ruleset>

</directory-rule>

</ap-rules>

C.7.4 Example 5
This example shows an Access Permission Document for the “group” Application Usage. The user with the identity “sip:bob@domain is the administrator of all XDM Document is this User Directory. The user “sip:carl@domain is allowed to forward part of the group document “mysoccerteam” as described by the <filter set> element below.
<?xml version="1.0" encoding="UTF-8"?>

<ap-rules xmlns="urn:oma:xml:xdm:ap"

    xmlns:cp="urn:ietf:params:xml:ns:common-policy"

    xmlns:ocp="urn:oma:xml:xdm:common-policy"
    xmlns:fi="urn:ietf:params:xml:ns:simple-filter">    

<access-permissions-document-rule>

 <cp:ruleset>

  <cp:rule cp:id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>
</cp:ruleset>
</access-permissions-document-rule>

<directory-rule>

 <cp:ruleset>

  <cp:rule cp:id="ap-allow-all">

    <cp:conditions>

         <cp:identity>

            <cp:one id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation/>

     </cp:actions>

    </cp:rule>
  </cp:ruleset>

</directory-rule>
<document-rule path="mysoccerteam">

 <cp:ruleset>

   <cp:rule cp:id="ap-forward">

     <cp:conditions>

         <cp:identity>

            <cp:one id="sip:carl@domain"/>

         </cp:identity>
      </cp:conditions>

    <cp:actions>

        <allow-forward/>

    </cp:actions>
    <cp:transformations>

      <fi:filter-set>

        <fi:ns-bindings>

          <fi:ns-binding prefix="gr" urn="urn:oma:xml:poc:list-service"/>
        </fi:ns-bindings>

        <fi:filter id="ap-include">

          <fi:what>

            <fi:include type="xpath">//gr:list-service/gr:display-name/>

            <fi:include type="xpath">//gr:list-service/gr:list/>

            <fi:include type="xpath">//gr:list-service/gr:invite-members/>

           </fi:what>

        </fi:filter>

     </fi:filter-set>
    </cp:transformations>
   </cp:rule>  

 </cp:ruleset>

</document-rule>
</ap-rules>

For more examples with the <document-rule> element in an Access Permissions Documents see [XDM_Group] and [XDM_List].
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