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1 Reason for Change

This CR addresses the following XDM 2.1 CONRR comments: 
	C006
	2010.02.25
	T
	2.1
	Source: Ericsson
Form: OMA-CONR-2010-0033
Comment: [XSD_commPOL] and [XSD_xcapDirExt] is proposed to be merged to one XML schema for XDM 2.1 XML schema extension
Proposed Change: Replace the two references with a new one.
	Status: CLOSED

<provide response>by OMA-COM-XDM-2010-0162

	C010
	2010.01.23
	T
	2.1
	Source: Wenjie Zhu, Huawei

Form: INP doc

Comment: the reference [XSD_xcapDirExt] is TBD.

Proposed Change: add the referenced file link or delete it
	Status:CLOSED

 by OMA-COM-XDM-2010-0162

	C041
	2010.02.25
	T
	5.2.2
	Source: Ericsson
Form: OMA-CONR-2010-0033
Comment:  References to the XML schemas defining the namespaces are missing. Shall “urn.oma:xml:xdm.common-policy be merged into “urn.oma:xml:xdm:extensions:1.1” ?
Proposed Change: Add references and update which namespaces to be used.
	Status: CLOSED

by OMA-COM-XDM-2010-0162R01


R01: Name is changed to include XDM version.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 XDM Core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Modify section 2.1 as described below. 
2.1 Normative References

	OMA
	

	[CP_ProvCont]
	“Client Provisioning ProvBoot”, Version 1.1, Open Mobile Alliance(, OMA-WAP-TS-ProvCont-V1_1, URL: http://www.openmobilealliance.org/

	[Dict]
	“Dictionary for OMA Specifications”, Version 2.4, Open Mobile Alliance(, OMA-ORG-Dictionary-V2_4,                                                                                                                                                              URL: http://www.openmobilealliance.org/

	[DM_ERELD]
	“Device Management (based on SyncML DM)”, Version 1.2, Open Mobile Alliance(, OMA-DM-V1_2, Open Mobile Alliance(,                                                                                                                                 URL: http://www.openmobilealliance.org/

	[DMStdObj]
	“OMA Device Management Standardized Objects”, Version 1.2, Open Mobile Alliance(, OMA-TS-DM_StdObj-V1_2,                                                                                                                                             URL: http://www.openmobilealliance.org/

	[IM_TS]
	“Instant Messaging using SIMPLE”, Version 1.0, Open Mobile Alliance(, OMA-TS-SIMPLE_IM-V1_0, URL: http://www.openmobilealliance.org/

	[PoC_CP]
	“Push to talk Over Cellular (PoC) – Control Plane Specification”, Version 2.1, Open Mobile Alliance(, OMA-TS-PoC-ControlPlane-V2_1,                                                                                                             URL: http://www.openmobilealliance.org/

	[Push_ERELD-V2_2]
	“Enabler Release Definition for Push”, Version 2.2, Open Mobile Alliance(,
OMA-ERELD-Push-V2_2,                                                                                                                           URL: http://www.openmobilealliance.org/

	[SCRRULES]
	“SCR Rules and Procedures “,Version 1.0, Open Mobile Alliance(, OMA-ORG-SCR_Rules_and_Procedures-V1_0,                                                                                                               URL: http://www.openmobilealliance.org/

	[W3C-XQUERY]
	W3C Recommendation “XQuery 1.0: An XML Query Language”, Scott Boag et al, January 23 2007, World Wide Web Consortium (W3C),                                                                                                             URL: http://www.w3.org/TR/xquery/

	[XDM_AC]
	“XDM Application Characteristics file of XDM V2.0”, Version 1.0, Open Mobile Alliance(, OMA-SUP-AC_ap0007_xdm-v1_0,                                                                                                                                  URL: http://www.openmobilealliance.org/

	[XDM_AD]
	“XML Document Management Architecture”, Version 2.1, Open Mobile Alliance(, OMA-AD-XDM-V2_1,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[XDM_ERELD-V1_1]
	“Enabler Release Document for XDM”, Version 1.1, Open Mobile Alliance(,
OMA-ERELD-XDM-V1_1,                                                                                                                            URL: http://www.openmobilealliance.org/

	[XDM_ERELD-V2_0]
	“Enabler Release Document for XDM”, Version 2.0, Open Mobile Alliance(,
OMA-ERELD-XDM-V2_0,                                                                                                                           URL: http://www.openmobilealliance.org/

	[XDM_Group]
	“Group XDM Specification”, Version 1.1, Open Mobile Alliance(, OMA-TS-XDM_Group-V1_1,                                                                                                                          URL: http://www.openmobilealliance.org/

	[XDM_List]
	“List XDM Specification”, Version 2.0, Open Mobile Alliance(, OMA-TS-XDM_List-V2_1,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[XDM_MO]
	“OMA Management Object for XML Document Management”, Version 2.0, Open Mobile Alliance(, OMA-TS-XDM_MO-V2_0,                                                                                                                           URL: http://www.openmobilealliance.org/

	[XDM_RD]
	“XML Document Management Requirements”, Version 2.1, Open Mobile Alliance(, OMA-RD-XDM-V2_1,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[XDM_UPPD]
	“UPP Directory XDM Specification”, Version 1.0, Open Mobile Alliance(, OMA-TS-XDM_UPP_Directory-V1_0,                                                                                                                          URL: http://www.openmobilealliance.org/

	[XSD_ap]
	“XML Schema Definition : XDM Access Permissions”, Version 1.0, Open Mobile Alliance(,            OMA-SUP-XSD_xdm_access_permissions-V1_0,                                                                                                    URL : http://www.openmobilealliance.org/

	[XSD_commPol]
	“XML Schema Definition: “XDM – Common Policy”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_commonPolicy-V1_0,                                                                                              URL: http://www.openmobilealliance.org/

	
	

	[XSD_ext]
	“XML Schema Definition: XDM Extensions”, Version 1.0, Open Mobile Alliance(, OMA-SUP-XSD_xdm_extensions-V1_0,                                                                                                                          URL: http://www.openmobilealliance.org/

	[XSD_ext_2_1]
	“XML Schema Definition: “XDM 2.1 – Extensions”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm2_1_extensions-V1_0,                                                                                              URL: http://www.openmobilealliance.org/

	[XSD_search]
	“XML Schema Definition: “XDM – Search”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_search-V2_0,                                                                                                            URL: http://www.openmobilealliance.org/

	[XSD_xcapDir]
	“XML Schema Definition: “XDM – XCAP Directory”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_xcapDirectory-V2_0,                                                                                                   URL: http://www.openmobilealliance.org/

	
	

	[XSD_xcapErr]
	“XML Schema Definition: “XDM – XCAP Error”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_xcapError-V1_0,                                                                                                        URL: http://www.openmobilealliance.org/

	[XSD_xdcp]
	“XML Schema Definition : XDM – XDCP Commands”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_xdcp-V1_0,                                                                                                          URL: http://www.openmobilealliance.org/

	[XSD_reqHist]
	“XML Schema Definition: “XDM – Request History”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_request_history-V1_0,                                                                                                              URL: http://www.openmobilealliance.org/

	IETF
	

	[IETF-XCAP_Diff]
	IETF draft-ietf-simple-xcap-diff-14 “An Extensible Markup Language (XML) Document Format for Indicating A Change in XML Configuration Access Protocol (XCAP) Resources”, J. Rosenberg, J. Urpalainen, Feb 2010,                                                                                                                                       URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-diff-14.txt
                                                                                                                                                                   Note: Work in progress

	[IETF-XCAP_Diff_Event]
	IETF draft-ietf-sip-xcapevent-08 “An Extensible Markup Language (XML) Configuration Access Protocol (XCAP) Diff Event Package “, J. Urpalainen, D.Willis, July 2009.
URL: http://www.ietf.org/internet-drafts/draft-ietf-sip-xcapevent-08.txt.txt
Note: Work in progress 

	[RFC1952]
	IETF RFC 1952 “GZIP file format specification version 4.3”, P. Deutsch, May 1996, 
URL: http://www.ietf.org/rfc/rfc1952.txt

	[RFC2046]
	IETF RFC 2046 “Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types”, N. Freed, N. Borenstein, November 1996,
URL: http://www.ietf.org/rfc/rfc2046.txt

	[RFC2119]
	IETF RFC 2119 “Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	IETF RFC 2234 “Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997,                                                                                                                                              URL: http://www.ietf.org/rfc/rfc2234.txt

	[RFC2246]
	IETF RFC 2246 “The TLS Protocol”, T.Dierks at al, January 1999, 
URL: http://www.ietf.org/rfc/rfc2246.txt

	[RFC2616]
	IETF RFC 2616 “Hypertext Transfer Protocol – HTTP/1.1”, R. Fielding, June 1999,                                URL: http://www.ietf.org/rfc/rfc2616.txt

	[RFC2617]
	IETF RFC 2617 “HTTP Authentication: Basic and Digest Access Authentication”, Franks, J., Hallam-Baker, P., Hostetler, J., Lawrence, S., Leach, P., Luotonen, A. and L. Stewart, June 1999,                         URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC2818]
	IETF RFC 2818 “HTTP Over TLS”, Rescorla, E., May 2000, 
URL: http://www.ietf.org/rfc/rfc2818.txt

	[RFC3040]
	IETF RFC 3040 “Internet Web Replication and Caching Taxonomy”, I. Cooper, I. Melve, G. Tomlinson, January 2001,                                                                                                                                            URL: http://www.ietf.org/rfc/rfc3040.txt

	[RFC3261]
	IETF RFC 3261 “SIP: Session Initiation Protocol”, J. Rosenberg et al, June 2002,                                           URL: http://www.ietf.org/rfc/rfc3261.txt

	[RFC3265]
	IETF RFC 3265 “Session Initiation Protocol (SIP)-Specific Event Notification”, A. B. Roach, June 2002, URL: http://www.ietf.org/rfc/rfc3265.txt

	[RFC3428]
	IETF RFC 3428 “Session Initiation Protocol (SIP) Extension for Instant Messaging”, B. Campbell, J. Rosenberg, H. Schulzrinne, C. Huitema, D. Gurle, December 2002,                                                            URL: http://www.ietf.org/rfc/rfc3428.txt

	[RFC3840]
	IETF RFC 3840 “Indicating User Agent Capabilities in the Session Initiation Protocol (SIP)”, J. Rosenberg, H. Schulzrinne, P. Kyzivat, August 2004,                                                                                  URL: http://www.ietf.org/rfc/rfc3840.txt

	[RFC3966]
	IETF RFC 3966 “The tel URI for Telephone Numbers”, H. Schulzrinne, December 2004,                                  URL: http://www.ietf.org/rfc/rfc3966.txt

	[RFC3986]
	IETF RFC 3986 “Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, January 2005,                                                                                                                                    URL: http://www.ietf.org/rfc/rfc3986.txt

	[RFC4119]
	“Presence-based GEOPRIV Location Object Format”, J. Peterson, Dec. 2005,                                           URL: http://www.ietf.org/rfc/rfc4119.txt

	[RFC4480]
	“RPID: Rich Presence Extensions to the Presence Information Data Format (PIDF)”, H. Schulzrinne et al., July 2006,                                                                                                                                                        URL: http://www.ietf.org/rfc/rfc4480.txt

	[RFC4662]
	IETF RFC 4662 “A Session Initiation Protocol (SIP) Event Notification Extension for Resource Lists”, A. B. Roach, B. Campbell, J. Rosenberg, August 2006,                                                                                      URL: http://www.ietf.org/rfc/rfc4662.txt

	[RFC4745]
	IETF RFC 4745 “Common Policy: A Document Format for Expressing Privacy Preferences”, H. Schulzrinne, J. Morris, H. Tschofenig, J. Cuellar, J. Polk, J. Rosenberg, February 2007,                           URL: http://www.ietf.org/rfc/rfc4745.txt

	[RFC4825]
	IETF RFC 4825 “The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, May 2007,                                                                                                                                    URL: http://www.ietf.org/rfc/rfc4825.txt

	[RFC4826]
	IETF RFC 4826 “Extensible Markup Language (XML) Formats for Representing Resource Lists”, J. Rosenberg, May 2007,                                                                                                                                        URL: http://www.ietf.org/rfc/rfc4826.txt

	[RFC4975]
	IETF RFC 4975 “The Message Session Relay Protocol (MSRP)”, B. Campbell, R. Mahy, C. Jennings, September 2007,                                                                                                                                                URL: http://www.ietf.org/rfc/rfc4975.txt

	[RFC5261]
	IETF RFC 5261 “An Extensible Markup Language (XML) Patch Operations Framework Utilizing XML Path Language (XPath) Selectors”, J. Urpalainen, August 2008,                                                                                                                                                URL: http://www.ietf.org/rfc/rfc5261.txt

	[RFC5367]
	IETF RFC 5367 “Subscriptions to Request-Contained Resource Lists in the Session Initiation Protocol (SIP)”, G. Camarillo, A.B. Roach, O. Levin, October 2008,                                                                      URL: http://www.ietf.org/rfc/rfc5367.txt

	3GPP/3GPP2
	

	[3GPP2-S.S0086]
	3GPP2 S.S0068-B “IMS Security Framework”,                                                                                            URL: http://3gpp2.org/Public_html/specs/index.cfm

	[3GPP2-X.P0027-002]
	3GPP2 X.P0027-002 “Presence Security”,                                                                                                     URL: http://3gpp2.org/Public_html/specs/index.cfm
Note: Work in progress, awaiting IETF drafts

	[3GPP2-X.S0013-002]
	3GPP2 X.S0013-002 “All-IP Core Network Multimedia Domain: IP Multimedia Subsystem – Stage 2”, URL: http://3gpp2.org/Public_html/specs/index.cfm

	[3GPP2-X.S0013-004]
	3GPP2 X.S0013-004 “All-IP Core Network Multimedia Domain: IP Multimedia Call Control Protocol Based on SIP and SDP, Stage 3”,                                                                                                                   URL: http://3gpp2.org/Public_html/specs/index.cfm

	[3GPP-TS_23.003] 
	3GPP TS 23.003 “Numbering, addressing and identification”,                                                                     URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.003/

	[3GPP-TS_23.228]
	3GPP TS 23.228 “IP Multimedia Subsystem (IMS); Stage 2”,                                                                        URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.228/

	[3GPP-TS_24.109]
	3GPP TS 24.109 “Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details”,                                                                                                                                                           URL: http://www.3gpp.org/ftp/Specs/archive/24_series/24.109/

	[3GPP-TS_24.229]
	3GPP TS 24.229 “IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) ”; Stage 3”,                                                                                             URL: http://www.3gpp.org/ftp/Specs/archive/24_series/24.229/

	[3GPP-TS_33.141]
	3GPP TS 33.141 “Presence service; Security”,                                                                                                URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.141/

	[3GPP-TS_33.210]
	3GPP TS 33 210 “Network Domain Security; IP network layer security”,                                                   URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.210/

	[3GPP-TS_33.222]
	3GPP TS 33.222 “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”,                                              URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.222/

	[3GPP-TR_33.978]
	3GPP TR 33.978 “Security aspects of early IP Multimedia Subsystem (Release 6)”,                                    URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.978/


Change 2:  Modify section 5.2.2 as described below.  To the editor subsection number are wrong.
5.2.2 Authorization Rules

Authorization rules (also called authorization policies) are based on the common policy framework described in [RFC4745], and extended by OMA defined common extensions in order to meet some additional requirements of OMA applications. These include the need to:

· reference identities in external URI Lists, which is an explicit non-goal of  [RFC4745];

· enable the user to define a default rule that applies in the absence of any other matching rule;

· allow rules to be matched based on hierarchical precedence assigned to the different types of allowed conditions, prior to combining permissions;

· constrain, for predictability in UE design and end user expectation, the conditions in a rule to no more than a single expression or set of expressions.

NOTE 1:
Individual Enablers may also define extensions to [RFC4745] to meet application-specific needs.  Such extensions must not change or cause to change the semantics of the common extensions defined in section 5.2.1.1 or the evaluation algorithm for combining permissions defined in section 5.2.1.4.

NOTE 2:
An authorization policy using the extensions defined in this sub-clause must declare the “urn:ietf:params:xml:ns:common-policy”, “urn:oma:xml:xdm:common-policy”, “urn:oma:xml:xdm:extensions” and “urn:oma:xml:xdm:extensions:1.1”  namespace names in the XML schema.

5.2.1.1 Structure

The <conditions> element within a rule in an authorization policy: 

1) MAY include the <identity> condition element as defined in [RFC4745];

2) MAY include the <external-list> condition element as described in section 5.2.2.2 and [XSD_commPol];

3) MAY include the <anonymous-request> condition element as described in section 5.2.2.2 and [XSD_commPol];

4) MAY include the <other-identity> condition element as described in section 5.2.2.2 and [XSD_commPol];

5) MAY include the <media-list> condition element as described in section 5.2.2.2 and [XSD_ext];

6) MAY include the <service-list> condition element as described in section 5.2.2.2 and [XSD_ext];

7) MAY include the <validity> condition element as defined in [RFC4745];

8) MAY include the <invited-identities> condition element as described in section 5.2.2.2 and [XSD_ext_2_1];

9) MAY include the <activities> condition element as described in section 5.2.2.2 and [XSD_ext_2_1];

10) MAY include the <qoe-list> condition element as described in section 5.2.2.2 and [XSD_ext_2_1];

11) MAY include the <country-region-list> condition element as described in section 5.2.2.2 and [XSD_ext_2_1];

12) MAY include the <location-list> condition element as described in section 5.2.2.2 and [XSD_ext_2_1]; and

13) MAY include the <upp-list> condition element as described in section 5.2.2.2 and [XSD_ext_2_1].

NOTE:
According to [RFC4745], a rule is applicable to a request only if all <conditions> child elements of the rule evaluate to TRUE. Therefore, if a rule contains a <conditions> child element from a namespace that the Application Server does not understand or support, then that rule is not applicable.

The <conditions> element of a rule SHALL contain no more than one of the <identity>, <external-list>, <anonymous-request> or <other-identity> elements, but it MAY contain other elements (e.g. a <media-list> element and a <service-list> element).

The <external-list> element MAY include the <entry> element.  If present, the <entry> element SHALL include the “anc” attribute, whose value SHALL be percent-encoded as defined by [RFC4825] section 6 before it is inserted into an XDM Document.

The <media-list> element SHALL include one of:

1) an <all-media-except> element as described in section 5.2.2.2; or

2) a list of one or more media elements selected from the list of possible media elements below.

List of possible media elements:

1) The <message-session> media element indicating session based messaging as defined in [RFC4975];

2) The <pager-mode-message> media element indicating pager mode message requests as defined in [RFC3428];

3) The <file-transfer> media element indicating file transfer as defined in [IM_TS];

4) The <audio> media element indicating a streaming media type as defined in [RFC3840];

5) The <video> media element indicating a streaming media type as defined in [RFC3840];

6) The <poc-speech> media element indicating a PoC speech media type as defined in [PoC_CP];
7) The <group-advertisement> media element indicating a group advertisement as defined in [XDM_Group] “Extended Group Advertisements”;

8) The <media-streaming-control> media element indicating a PoC media streaming control media type as defined in [PoC_CP];

9) The <text> media element indicating a discrete media type as defined in [RFC2046];
10) The <image> media element indicating a discrete media type as defined in [RFC2046];
11) The <binary-data> media element indicating a discrete media type of arbitrary binary data (e.g., as defined in [RFC2046]); and
12) Any elements from any other namespaces defining a media element.

The <all-media-except> element MAY include a list of one or more media elements selected from the list of possible media elements above.

The <audio>, <video> and <message-session> elements:

1) MAY include the <full-duplex> element as described in section 5.2.2.2 indicating that media can be exchanged in both directions simultaneously; or

2) MAY include the <half-duplex> element as described in section 5.2.2.2 indicating that media can be exchanged in only one direction at a time; or

3) MAY include any element from any other namespace for the purpose of extensibility; and

4) MAY include attributes from any other namespaces for the purpose of extensibility.

The <pager-mode-message>, <file-transfer>, <poc-speech>, <group-advertisement>, <text>, <image> and <binary-data> elements:

1) MAY include any element from any other namespace for the purpose of extensibility; and

2) MAY include attributes from any other namespaces for the purpose of extensibility.

The <service-list> element SHALL include one of:

1) a list of one or more <service> elements or any elements from any other namespaces for the purpose of extensibility;  or

2) an <all-services-except> element.

The <all-services-except> element MAY include a list of one or more <service> elements or any elements from any other namespaces for the purpose of extensibility.

The <service> element:

1) MAY include an attribute “enabler” including a string defining an Enabler ;

2) MAY include attributes from any other namespaces for the purpose of extensibility to have other service identification definitions than using the “enabler” attribute; and

3) MAY include any other elements from any other namespaces for the purpose of extensibility to have other service identification definitions than using attributes.

The <invited-identities> element SHALL include the same elements and sub-elements as defined for the <identity> element in [RFC4745].

The <activities> element SHALL include a list of one or more activity-describing elements as defined in [RFC4480].

The <qoe-list> element SHALL include a list of one or more <qoe> elements indicating a Quality of Experience profile as defined in [XDM_Group].

The <country-region-list> element SHALL include a list of one or more <civicAddress> elements as defined in [RFC4119] but restricted to include only a subset of the subelements defined in [RFC4119].

The <civicAddress> element:

1) MAY include a <country> element as specified in [RFC4119];

2) MAY include a <A1> element as specified in [RFC4119];

3) MAY include a <A2> element as specified in [RFC4119].

The <location-list> element SHALL include a list of one or more <location-info> elements as defined in [RFC4119].

The <upp-list> element SHALL include one of:

1) a list of one or more <upp> elements as described in section 5.2.2.2; or

2) an <all-upp-except> element as described in section 5.2.2.2.

The <all-upp-except> element MAY include a list of one or more <upp> elements.

The <upp> element SHALL include an attribute “upp_id” including a User Preferences Profile identifier as described in section “UPP Directory” in [XDM_UPPD].

5.2.1.2 Data Semantics

If present in any rule, the <external-list> element SHALL match those identities that are contained in a URI List [XDM_List] or contained in an XDM Document Part as described by the Application Usage defining an authorization policy according to this section.

If present in any rule, the <anonymous-request> element SHALL match those incoming requests that have been identified as anonymous.

NOTE 1: 
In certain cases, the <identity> condition can also match anonymous requests.  For example, the <many/> child element of the <identity> condition matches any authenticated identity, either anonymous or not.  However, any rules matching the <anonymous-request> condition would have precedence as described in section 5.2.1.4 “Combining Permissions”

When the SIP/IP Core corresponds to 3GPP IMS or 3GPP2 MMD, an AS SHALL use the procedures as defined in section 5.7.1.4 in [3GPP-TS_24.229]/[3GPP2-X.S0013-004] to identify the source of the anonymous request.

NOTE 2: 
If the authorization policy document includes a rule having an <anonymous-request> condition element, an XDMC should not specify another rule containing an <identity> condition element with a <many/> child element and the same <actions> and/or <transformations> element(s) as the rule with the <anonymous-request> condition element.

If present in any rule, the <other-identity> element, which is empty, SHALL match all identities that are not referenced in any rule. It allows for specifying a default policy.

If present in any rule, the <media-list> element SHALL match incoming requests associated with particular media types.  A <media-list> element with a list of media elements SHALL be used to specify allowed media types.  A <media-list> element with an <all-media-expect> element SHALL be used to specify that all media types are allowed apart from those listed as child elements. The <media-list> condition SHALL be considered TRUE if any of its child media elements evaluate to TRUE, i.e., the results of the individual child elements are combined using a logical OR.  The <media-list> condition SHALL also be considered TRUE if all of the child media elements to an <all-media-except> element evaluate to FALSE. 

If neither a <full-duplex> nor <half-duplex> duplex specific sub element is included, it means that the access rule is applicable to both cases (i.e. half-duplex and full-duplex).

If a child element of a media element is not known or not supported, the child element SHALL be ignored and evaluated as FALSE.

NOTE 3:
How the AS determines the media type of the incoming request (i.e. in order to evaluate if a match exists for a rule containing the <media-list> condition) must be specified by the individual Enabler.

If present in any rule, the <service-list> element SHALL match incoming requests associated with a particular service.  A <service-list> element with a list of <service> element SHALL be used to specify allowed services.  A <service-list> element with an <all-services-expect> element SHALL be used to specify that all services are allowed apart from those listed as child elements.  A <service-list> element with an <all-service-expect> element without any child element SHALL be used to specify that all services are allowed.  The <service-list> element SHALL be evaluated to TRUE if one of its child <service> elements evaluates to TRUE. The <service-list> element SHALL also be evaluated to TRUE if all of the child <service> elements to an <all-services-except> element evaluate to FALSE. The <service-list> element SHALL be evaluated to TRUE if it contains an <all-services-except> element without any child elements.

The <service> element SHALL be used to define a service.

The attribute “enabler” SHALL specify the Enabler defining the service. The “enabler” attribute SHALL be used only for OMA defined Enablers. The Enabler SHALL use the OMNA registered Enabler XML schema domain token as the value of the “enabler” attribute (e.g. “poc” for the Push to talk over Cellular Enabler and “im” for the IM SIMPLE Enabler).

NOTE 4: Usage of the <service> element outside OMA can be done by extending the <service> element.

The Enabler specifies how an Application Server can use the information in an incoming request to recognize a request for a service. A <service> element SHALL be evaluated to TRUE if the incoming request to the Application Server contains the information defined and to FALSE if not.
If present in any rule, the <invited-identities> element SHALL match identities of Users being invited to communications sessions.

If present in any rule, the <activities> element SHALL match invited identities with particular activities.

If present in any rule, the <qoe-list> element SHALL match incoming requests associated with particular Quality of Experience profiles.

If present in any rule, the <country-region-list> element SHALL match invited identities with particular countries or regions of their home network.

If present in any rule, the <location-list> element SHALL match either inviting or invited identities with particular geographical locations.

If present in any rule, the <upp-list> element SHALL match the Active User Preference Profiles as described in section “UPP Directory” in [XDM_UPPD] related to the Primary Principal of the authorization policy document where the element is included.

5.2.1.3 XML Schema

The authorization policy document SHALL conform to the XML schema described in [RFC4745] Section 13 with the extensions described in [XSD_commPol], in in [XSD_ext], [XSD_ext_2_1]and in an Application Usage defined extensions to [RFC4745]].

5.2.1.4 Combining Permissions 

When evaluating any authorization policy document based on [RFC4745] together with the extensions described in section 5.2.1.1 against a URI value, the algorithm for obtaining the different rules that are applicable SHALL be as follows:

1. Those rules matching the URI value against the <anonymous-request> element SHALL take precedence over those rules based on matching it against an <identity> element. That is, if there are applicable rules based on <anonymous-request> matches, only those will be used for the evaluation of the combined permission

2. Those rules matching the URI value against the <identity> element SHALL take precedence over those rules based on matching it against an <external-list> or an <other-identity> element. That is, if there are applicable rules based on <identity> matches, only those will be used for the evaluation of the combined permission.

3. Those rules containing an <other-identity> element SHALL be used for the evaluation of the combined permission only if there are no other matching rules.

NOTE: 
The above algorithm for obtaining all the applicable rules differs from that described in [RFC4745].

After the applicable rules have been derived based on the above algorithm, the evaluation of the combined permission SHALL be based on [RFC4745] Section 10.2. 
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