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1 Reason for Change
R02:

· Based on a differential read example that is in the XDM Core TS June 10th baseline, highlighting does not appear into the baseline; therefore, highlighting and references to such highlighting is simply removed herein. 

· In the XPATH expressions of Figure C.3 and C.6, one predicate has single quotes and the other one has double quotes:  The double quotes herein are modified to single quotes for consistency. 
· Figure C.6 was missing some @ signs in front of attributes in XCAP selectors; these are added.  
· R02 includes the edits below in R01

R01:

· Clarifies differential write for Modification Information History Document, i.e., the XDMC or XDM Agent can only remove entries, it can not modify entries.  This is captured in the first two change sections.  Furthermore, the XDMC or XDM Agent cannot entirely remove the Modification History Document.   
· The third revision section updates the flow for multiple <remove> elements in a differential write in order to reflect E-Tag operation for the client when it seeks to read the document entirely according to a filter. Annex H is referenced in the flow.  
· On the June 8th CC, we discussed multiple remove operations using one <remove> patch-ops element.  However, this directly impacts RFC 5261 ("<unlocated-node>"), and so is not pursued. In any event, the use of one <remove> element per edit presented below, is a valid example for differential write operation. 
· Comment C346 was not needed, so is removed from this CR.
The first change is to allow differential write to apply to the Request History Information Document.  The second change is an example of involving the removal of "unauthorized" request entries while leaving the rest of the Request History Information Document intact.  
 An XDMC can use request history "not-authorized" status as input towards authorizes users to access the document. The XDMC can use differential read to catch-up on such attempts starting from some point in time going forward.  
Periodically, the XDMC may seek to remove all such entries, leaving the rest of the request history intact.
The XDMC reads patch-ops conveyed XDM Document Parts that match a filter.  The XDMC extracts the associated selectors from those patch-ops elements, and uses the selectors in "remove" patch-ops elements, along with the same filter, to delete the XDM Document Parts, thereby leaving other XDM Document Parts of the document unchanged. 
This CR does not close the following comments because more examples are needed 
	C0306
	2010.02.25
	T
	Appendix C
	Source: Ericsson

Form: OMA-CONR-2010-0033

Comment: Editor’s notes must be resolved and some new examples added.

Proposed Change: <Recommended action>
	Status: OPEN / CLOSED

<provide response>

	C0307
	2010.03.25
	T
	App. C
	Source: antti.laurila@nsn.com

Form: OMA-CONR-2010-0039-XDM_2_1_CONR_Comments

Comment: Examples of new XDM features are missing
Proposed Change: Add examples
	Status: OPEN / CLOSED

<provide response>

	C0308
	2010.03.21
	T
	Appendix C
	Source: Samsung

Form: OMA-CONR-2010-0042

Comment: Examples for the newly added features are missing.

Proposed Change: Add the missing examples if needed.
	Status: OPEN / CLOSED

<provide response>
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	Annex C
	Source: <Alcatel-Lucent>

Form: <Review Comment>

Comment: XDM Differential Rd/Wr examples are missing

Proposed Change: to be resolved
	Status: OPEN / CLOSED
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2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed changes.
6 Detailed Change Proposal

Change 1:  Clarification #1: Differential write for request history information document 
5.7.2.19
Differential Read and Write
A Request History Information Document SHALL support Differential Read as described in section 6.2.6.3 “Differential Read”.

The Request History Information Document MAY support Differential Write, as described in section 6.2.6.4 “Differential Write” .  See also Section 5.7.2.11 "Authorization Policies" for associated details. 
Change 2:  Clarification #2:  Differential write for request history information document 

5.7.2.11 Authorization Policies

The XDMS is the only entity that is allowed to create or modify elements and attributes in the Modification History Information Document.

An authenticated Principal SHALL be able to retrieve or delete an XDM Document Part (including all) of the  Modification History Information Document. .  However, an authenticated Principal SHALL not be able to delete the entire Modification History Information Document.  . 
Before allowing access or edit to the Modification History Information Document, the XDMS SHALL check the <document-rule> element in the Access Permissions Document.  If the operation is not allowed, the XDMS SHALL reject the operation with an HTTP “403 Forbidden” response, if it is an XCAP operation, or with a SIP “403 Forbidden” response, if it is a SIP operation. 
The use of a <filter-set> element in an Access Permissions Document is not applicable to a Modification History Information Document.
Change 3:  Reactive Authorization via Differential Read/Write 
Appendix C. Examples of XDCP Operations

C.1 Examples of XDCP Operations

C.1.1 "Reactive Authorization" via Differential Read and Write with Filter 
In this example, the XDMC uses differential read and write operations to perform some parts of the steps described in Appendix H. when handling the Request History Information Document of a List XDM Document.  
The following figure depicts the Request History Information Document for a List Document involving authorized and unauthorized requests from Bob, Alice, Ted, and Carol.  
<?xml version="1.0" encoding="UTF-8"?>

<request-history xmlns="urn:oma:xml:xdm:request-history">

 <document id="index">

  <requestor id="sip:bob@domain">

    <last-requests>


    <request type="retrieve" result="not-authorized" timestamp="time1"/>

    </last-requests>

  </requestor>

  <requestor id="sip:alice@domain">

    <last-requests>


    <request type="delete" result="not-authorized" timestamp="time2" counter="1"/>

      </request>

   </last-requests>

  </requestor>
  <requestor id="sip:ted@domain">

    <last-requests>


    <request type="retrieve" result="authorized" timestamp="time3" counter="1"/>
    </last-requests>

  </requestor>
  <requestor id="sip:carol@domain">

    <last-requests>


    <request type="retrieve" result="not-authorized" timestamp="time4" counter="1"/>
    </last-requests>

  </requestor>
 </document>
</request-history>
Figure C.1 - Starting State of Request History Information Document on the XDMS
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Figure C.2 - "Reactive Authorization" with XDCP Differential Read and Write Request
The example assumes the XDMC fetches all "not-authorized" entries, e.g., to determine whether to authorize certain XDM Users for the particular document.  The XDMC treats some of the non authorized users by updating e.g., the Access Permissions document (not shown in the sequence).
The XDMC now seeks to delete the unauthorized request entries from the request history associated with this List document that has been treated. The example assumes the XDMC does not maintain a locally stored copy of the Request History Information Document, and so the XDMC first reads the request history associated with the List Document using the filter to select unauthorized request entries.  To cause the XDMS to return all entries matching the filter, the XDMC SHALL NOT include an <etag> element in the XDCP document of the XDCP Request. 
The details of the flow are as follows:
1) The XDMC sends an HTTP POST Request to the Request History Information Document associated with the Resource-List XDM Document of the Principal “sip:joebloggs@example.com”’.  The <request> element contains the child element <diff-read>. The <diff-read> element contains a <filter-set> [RFC4661] child element containing a <filter> child element with the "id" attribute associated with the filter.  The "uri" attribute of the <filter> element does not have to be included as the XDCP Request applies to the resource identified in the Request URI of the HTTP POST Request.  The rest of the filter selects "requestor" elements that contain a child node "last-requests" that in turn contain a <request> child element with a "result" attribute equal to "not-authorized". 
POST /resource-lists/users/sip:joebloggs@example.com/oma_requests/history HTTP/1.1

Host xcap.example.com

Content-Type: application/xdcp-document+xml; charset="utf-8"

Content-Length: (…)
<?xml version="1.0" encoding="UTF-8"?>
<xd:xdcp-document 
        xmlns:xdcp="urn:oma:xml:xdm:xdcp-document"
        xmlns:fs="urn:ietf:params:xml:ns:simple-filter>


<xdcp:request>



  <xdcp:diff-read>

        <fs:filter-set> 

           <fs:ns-binding prefix="rh" urn="urn:oma:xml:xdm:request-history"/>

           <fs:filter id="not-authorized-filter">

               <fs:what>

                  <fs:include type="xpath">

                     /rh:request-history/rh:document[@id='index']/rh:requestor









[/rh:last-requests/rh:request/@result='not-authorized']
                  </fs:include>

               </fs:what>

           </fs:filter>

        </fs:filter-set>

     </xdcp:diff-read>

</xdcp:request>
</xdcp:xdcp-document>
Figure C.3 - XDCP Differential Read Request - Filter & Null E-Tag 
2) The XDMS returns a multipart MIME in an HTTP “200 OK” response.  This MIME has two parts.  One part is an XDCP Document containing a <response> element that has the child element <done>.  The second MIME part is an XCAP-Diff MIME containing a <document> child element, which in turn, contains a <replace> child element conveying entries in the request history document for the List XDMS document with id="index" that have a "result" attribute value of "not-authorized". The current E-TAG of the history document is conveyed via the XCAP-Diff MIME "new-etag" attribute.  
HTTP/1.1 200 OK

…

Content-Type: multipart/mixed boundary="boundary1

Content-Length: (…)

--boundary1

Content-Type: application/xdcp-document+xml; charset="utf-8"
<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document">


<response><done/></response>

</xdcp-document>
--boundary1
<?xml version="1.0" encoding="UTF-8"?>

<xd:xcap-diff 




xmlns:xd="urn:ietf:params:xml:ns:xcap-diff"
      

xcap-root="http://xcap.example.com/root">
  
  <xd:document 




sel="resource-lists/users/sip:joe@domain/oma_requests/history" 




new-tag="etag2">
   <xd:replace> sel=”/”>
    <request-history xmlns="urn:oma:xml:xdm:request-history">  
    <document id="index>
     <requestor id="sip:bob@domain">

       <last-requests>


       <request type="retrieve" result="not-authorized" timestamp="time1"/>

       </last-requests>

     </requestor>

     <requestor id="sip:alice@domain">

       <last-requests>


       <request type="delete" result="not-authorized" timestamp="time2" counter="1"/>
       </last-requests>

     </requestor>

     <requestor id="sip:carol@domain">

       <last-requests>


       <request type="retrieve" result="not-authorized" timestamp="time4" counter="1"/>

       </last-requests>

     </requestor>  
    </request-history>  
    </document>
</xd:replace>
</xd:xcap-diff>
Figure C.4 - XDCP Differential Read Response - Filter & Null E-Tag 
The XDMC now has the following locally stored Request History Information Document:

<?xml version="1.0" encoding="UTF-8"?>

<request-history xmlns="urn:oma:xml:xdm:request-history">

 <document id="index">

  <requestor id="sip:bob@domain">

    <last-requests>


    <request type="retrieve" result="not-authorized" timestamp="time1"/>

    </last-requests>

  </requestor>

  <requestor id="sip:alice@domain">

    <last-requests>


    <request type="delete" result="not-authorized" timestamp="time2" counter="1"/>

      </request>

   </last-requests>

  </requestor>
  <requestor id="sip:carol@domain">

    <last-requests>


    <request type="retrieve" result="not-authorized" timestamp="time4" counter="1"/>
    </last-requests>

  </requestor>
 </document>
</request-history>
Figure C.5 - XDMC Locally Stored Request History Information Document 
The authorized entry is not present because it does not match the filter.  
3) When the XDMC has treated the three non authorized users by e.g., giving them access to the “index” document,  the XDMC sends an HTTP POST Request to the Request History Information Document associated with the Resource-List XDM Document of the Principal “sip:joebloggs@example.com” to remove them from the Request History Information Document.  The <filter-set> is the same as in the previous step.  The XCAP-Diff MIME body part contains patch-ops <remove> operation elements that remove the three entries returned in the previous step.  The current E-TAG value ("etag2") of the history document is conveyed in the "previous-etag" attribute of the XCAP-Diff MIME.
POST /resource-lists/users/sip:joebloggs@example.com/oma_requests/history HTTP/1.1

Host xcap.example.com
…

Content-Type: multipart/mixed boundary="boundary1
Content-Length: (…)

--boundary1

Content-Type: application/xdcp-document+xml; charset="utf-8"

Content-Length: (…)
<?xml version="1.0" encoding="UTF-8"?>
<xd:xdcp-document 
        xmlns:xdcp="urn:oma:xml:xdm:xdcp-document"
        xmlns:fs="urn:ietf:params:xml:ns:simple-filter>


<xdcp:request>



  <xdcp:diff-write>
        <fs:filter-set> 

           <fs:ns-binding prefix="rh" urn="urn:oma:xml:xdm:request-history"/>
           <fs:filter id="not-authorized-filter">
               <fs:what>
                  <fs:include type="xpath">
                     /rh:request-history/rh:document[@id='index']/rh:requestor









[/rh:last-requests/rh:request/@result='not-authorized']
                  </fs:include>
               </fs:what>

           </fs:filter>

        </fs:filter-set>

     </xd:diff-write>

</xdcp:request>
</xdcp:xdcp-document>
--boundary1
<?xml version="1.0" encoding="UTF-8"?>
<xd:xcap-diff xmlns:xd="urn:ietf:params:xml:ns:xcap-diff"
      xcap-root="http://xcap.example.com/root">
  <xd:document 




previous-etag="etag2" 




sel="resource-lists/users/sip:joe@domain/oma_requests/history">
    <xd:remove sel="/request-history/document[@id='index']/requestor[@id='sip:bob@domain']"/>
    <xd:remove sel="/request-history/document[@id='index']/requestor[@id='sip:alice@domain']"/>
    <xd:remove sel="/request-history/document[@id='index']/requestor[@id='sip:carol@domain']"/>
  </xd:document>

</xd:xcap-diff>

Figure C.6 - XDCP Differential Write Request - Filter
4) The XDMS returns a multipart MIME in an HTTP “200 OK” Response with an XDCP Document containing a <response> element that has the child element <done-new-etag> with the new E-Tag value ("etag3") of the Request Information History Document. 
HTTP/1.1 200 OK

…

Content-Type: multipart/mixed boundary="boundary1
Content-Length: (…)

--boundary1
Content-Type: application/xdcp-document+xml; charset="utf-8"
<?xml version="1.0" encoding="UTF-8"?>
<xdcp-document xmlns="urn:oma:xml:xdm:xdcp-document">

<response><done-new-etag>etag3</done-new-etag></response>

</xdcp-document>
Figure C.7 - XDCP Differential Write Response - Filter
The Request History Information Document as stored on the XDMS is:
<?xml version="1.0" encoding="UTF-8"?>

<request-history xmlns="urn:oma:xml:xdm:request-history">

 <document id="index">
  <requestor id="sip:ted@domain">

    <last-requests>


    <request type="retrieve" result="authorized" timestamp="time3" counter="1"/>
    </last-requests>

  </requestor>
 </document>
</request-history>
Figure C.8 - Final State of Request History Information Document on the XDMS
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