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1 Reason for Change

This CR addresses the following XDM 2.1 CONRR comment: 
	C028
	2010.03.21
	T
	5.1.3


	Source: Wenjie Zhu, Huawei
Form: INP doc

Comment: Regarding to reference points XDM-13 and XDM-14, the authentication and identity assertion are not provided by AP.
Proposed Change: remove bullet 6 and 7, or revise the description
	Status: CLOSED

by OMA-MWG-XDM-2010-0096

	C031
	2010.03.21
	T
	5.1.5
	Source: Wenjie Zhu, Huawei
Form: INP doc

Comment: For case of identity provided by XDM Agent, X-XCAP-Asserted-Identity HTTP header isn’t provided by AP.
Proposed Change: Clarify it
	Status:  CLOSED

by OMA-MWG-XDM-2010-0096

	C032
	2010.03.21
	T
	5.1.5
	Source: Wenjie Zhu, Huawei
Form: INP doc

Comment: There is no mention about the authorization of Admin Principal.
Proposed Change: Add description
	Status:  CLOSED

by OMA-MWG-XDM-2010-0096

	C033
	2010.03.21
	T
	5.1.5
NOTE
	Source: Wenjie Zhu, Huawei
Form: INP doc

Comment: It is not clear that how the local policy controls the trusted application. Actually it should be out of the scope
Proposed Change: mark it as out of scope
	Status:  CLOSED

by OMA-MWG-XDM-2010-0096


For the issue of Admin Principal, it has the highest permissions of XDM Documents if I understand correctly. If the Admin Principal doesn’t have permission to operate the XDM Documents in default, how does it assign permissions to other Principals?

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 Core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Modify section 5.1.3 as described below. 
7.1.1 XDM Client Identity Sharing

The XDMC authentication and identity assertion SHALL be shared on the following Reference Points (see [XDM_AD]) within Trusted Networks:

1. The XDM-4 Reference Point between the Aggregation Proxy and the XDMSs;

2. the XDM-6 Reference Point between the Aggregation Proxy and the Search Proxy;
3. the XDM-7 Reference Point between the Search Proxy and the XDMSs;
4. the XDM-8 Reference Point between the Aggregation Proxy and the Cross-Network Proxy;

5. the XDM-9 Reference Point between the Search Proxy and the Cross-Network Proxy;

6. the XDM-13 Reference Point between the XDM Agent and the Search Proxy;

7. the XDM-14 Reference Point between the XDM Agent and the XDMSs;

8. the NNI-1 Reference Point between the Cross-Network Proxy and the Cross-Network Proxy of Remote Network in case of a trusted Remote Network.

Further details of the security mechanisms for the above listed Reference Points are out of scope of this specification.

For a 3GPP/3GPP2 realization, the above listed Reference Points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.
Change 2:  Modify section 5.1.5 as described below. 
7.1.2 Authorization

For the authorization of HTTP requests, the XDMS 
1. SHALL check that the identity of the requesting XDMC has been granted access rights to perform the requested operations, and use the information in the X-XCAP-Asserted-Identity HTTP header provided by the Aggregation Proxy to determine the identity of the XDMC. When realized in 3GPP IMS or 3GPP2 MMD networks and the GAA is present, the identity of the requesting XDMC SHALL be obtained from the X-3GPP-Asserted-Identity or the X-3GPP-Intended-Identity HTTP header; or 
2. SHALL check that the identity provided by the requesting XDM Agent has been granted access rights to perform the requested operations: 
For the authorization of SIP requests, when the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL use the identity information in P-Asserted-Identity SIP header as defined in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] to authorize the requesting XDMC or the identity provided by the requesting XDM Agent.

For XDM Resources in the Users Tree, Application Usages MAY define their own authorization policies. Such authorization policy MAY make use of the Access Permissions Document described in sections 5.6 and 6.2.4. In the absence of an Application Usage specific authorization policy, the default SHALL be as follows:

1. The Primary Principal, Admin Principal and both associated Alias Principals SHALL have permission to perform all operations defined in section 6.1.1.”Document Management” and section 6.1.2 “Subscribing to changes in the XDM Resources”;

2. Principals other than the Primary Principal, Admin Principal and both associated Alias Principals SHALL NOT have permissions to perform operations defined in section 6.1.1”Document Management” and section 6.1.2 “Subscribing to changes in the XDM Resources”;

NOTE: 
Local policy may allow trusted applications to be granted some or all of the permissions defined in sections 6.1.1”Document Management” and section 6.1.2, “Subscribing to changes in the XDM Resources”, which is out of the scope.

For XDM Resources in the Global Tree, Application Usages defining the use of Global Documents SHALL specify the authorization policies associated with their use.

An HTTP “403 Forbidden” error response SHALL be sent to the XDMC or the XDM Agent if the HTTP request by the XDMC or the XDM Agent fails to get authorized by the XDMS per the authorization policy defined by the target Application Usage.
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