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1 Reason for Change

The CR adds clarification for AP support of requests from older versions of XDMC that may not have provided all needed identities for the AP to perform authentication.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The COM-XDM WA is recommended to agree on the proposed changes in this CR and incorporate them in the XDM 2.2 TS 
6 Detailed Change Proposal

Change 1:  Update to section 5
5. Common Procedures

5.1. Security Procedures

5.1.1. Authentication

The XDM-3 and XDM-5 Reference Points between the XDMC and the Aggregation Proxy (see [XDM_AD]) SHALL provide mutual authentication.

For a 3GPP IMS or 3GPP2 MMD realization, the XDM-3 and XDM-5 Reference Points correspond to the Ut Reference Point. In this case the authentication between the XDMC and the Aggregation Proxy SHALL be performed according to one of the following methods:

a) Generic Authentication Architecture (GAA) as defined in [3GPP-TS_33.222] /[3GPP2-X.S0027-002], or 
b) GPRS-IMS-Bundled Authentication (GiBA) for Ut interface as specified in [3GPP-TS_33.141], or
c) if the Generic Authentication Architecture (GAA) and GPRS-IMS-Bundled Authentication (GiBA) are not used, the XDMC and the Aggregation Proxy SHALL support the HTTP Digest mechanism for client authentication 
The HTTP Digest authentication by this specification SHALL conform to [RFC2617] with the following clarifications:

1) The HTTP  “401 Unauthorized” error response  SHALL be used;

2) The “rspauth” parameter MAY be used to provide mutual authentication;

3) If Generic Bootstrapping Architecture (GBA) is not used, the “username” parameter SHALL have the value of the XUI (i.e. the SIP URI or Tel URI) identifying the Principal (the Public User Identity). For a 3GPP IMS or 3GPP2 MMD realization, the default Public User Identity received in the response for the last successful SIP/IP Core registration will be used (i.e. one of the SIP or TEL URIs provided in the P-Associated-URI header field returned in the 200 OK to the SIP REGISTER request as described in [3GPP TS 24.229]).

NOTE:
The “username” can be a part of the Device Provisioning parameters (see Appendix D). When using such provisioned “username” the XDMC must use it exactly as provisioned. In a request, the value of the XUI used in “username” MAY be different than the XUI used in the Request-URI, for example in the case where the owner of the target XDM resource is a different User than the Principal requestor. 


If GBA as defined in [3GPP-TS_33.222] is used with Digest method, then the “username” MAY carry other value than the XUI (e.g. a Bootstrapping Transaction Identifier). In such case, the XDMC SHALL populate the Public User Identity of the Principal in the X-3GPP-Intended-Identity header field. The Aggregation Proxy MAY assert the value of the Public User Identity provided by the header field. If successfully asserted, it SHALL add it to the X-3GPP-Asserted-Identity (in addition to other asserted Public User Identities).
The XDMC and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the XDM-3 and XDM-5 Reference Points.

An HTTP "403 Forbidden" error response SHALL be sent to the XDMC after one or more failed responses to a challenge. The exact count of challenges is decided by local policy.

5.1.2. Principal Identity Assertion

The XDMC or XDM Agent SHALL provide the Public User Identity of the Principal.

This identity SHALL be asserted and safely shared within the XDMS infrastructure.

5.1.2.1. XDMC

For all requests from an XDMC, the Aggregation Proxy SHALL provide Principal Identity Assertion of the identity of the requesting Principal that has been successfully authenticated as described below:

When the 3GPP/3GPP2 GAA is not present, the Aggregation Proxy performing HTTP digest mechanism:

4) SHALL insert the X-3GPP-Asserted-Identity header, as described in [3GPP-TS_24.109] Appendix G, to the HTTP requests after a successful HTTP Digest Authentication.

5) SHALL populate the X-3GPP-Asserted-Identity header with the SIP URI in quotation marks (“”) provided by the “username” field in the HTTP Digest Authorization header.

6) SHOULD add the Tel URI as a value of the X-3GPP-Asserted-Identity header, if the Principal has a Tel URI associated with the SIP URI (the term 'associated' means that the Tel URI can be translated to the SIP URI and vice versa, for interchangeable usage in the SIP/IP Core).

When realized with 3GPP IMS or 3GPP2 MMD networks, the procedures described in [3GPP-TS_24.109] SHALL be followed with the following clarifications:

7) The XDMC SHALL insert the X-3GPP-Intended-Identity header field as defined in [3GPP-TS_24.109] to the HTTP requests to deliver the Principal's preferred identity for Principal Identity Assertion. The value populated in the X-3GPP-Intended-Identity header field SHALL be the default Public User Identity received in P‑Associated‑URI header in 200 OK for SIP REGISTER. When not registered with 3GPP IMS or 3GPP2 MMD networks, a UE can use the default Public User Identity received during the last successful registration with the SIP/IP Core.
8) The Aggregation Proxy:
a) SHALL act as an Authentication Proxy defined in [3GPP TS 24.109].
b) SHALL check whether a Public User Identity of the Principal has been inserted in the X-3GPP-Intended-Identity header field of HTTP request

i. If the X-3GPP-Intended-Identity header field is included (i.e. as mandatory for GAA and GiBA), the Aggregation Proxy SHALL check if the value in the header is allowed to be used by the authenticated identity.

1. If it is allowed, the Aggregation Proxy SHALL insert a X-3GPP-Asserted-Identity header and populate it with the value of the X-3GPP-Intended-Identity header. The Aggregation Proxy SHOULD remove the X-3GPP-Intended-Identity header.

2. If not allowed, the Aggregation Proxy SHALL send an HTTP “401 Unauthorized” error response.
ii. If the X-3GPP-Intended-Identity header field is not included (i.e. in case of HTTP Digest without GBA): 
1. if a Public User Identity was available and was asserted, the Aggregation Proxy SHALL insert the authenticated identity in the X-3GPP-Asserted-Identity header field of the HTTP request;

2. if no Public User Identity was available, or it was not successfully asserted, the Aggregation Proxy SHALL send a HTTP “401 Unauthorized” error response.
NOTE: It is possible that older versions of XDMC do not populate the X-3GPP-Intended-Identity header field in the requests to the Aggregation Proxy. In such case, the Aggregation Proxy MAY reject or accept the requests, subject to service provider policies. 
c) SHOULD add the Tel URI as a value of the X-3GPP-Asserted-Identity header field, if the Principal has a Tel URI associated with the SIP URI (the term 'associated' means that the Tel URI can be translated to the SIP URI and vice versa, for interchangeable usage in the SIP/IP Core).

NOTE 1:
How the Aggregation Proxy determines the associated URIs is outside the scope of this specification. 

NOTE 2:
How the Aggregation Proxy checks if the value of the X-3GPP-Intented-Identity is allowed to be used is outside the scope of this specification.

The SIP/IP Core SHALL provide Principal Identity Assertion. When realized with 3GPP IMS or 3GPP2 MMD networks, the XDMC MAY use P-Preferred-Identity SIP header to deliver the Principal's preferred identity for Principal Identity Assertion and the Privacy SIP header to set its privacy preference, and the SIP/IP Core SHALL use P-Asserted-Identity SIP header to carry the asserted identity of the Principal within trusted networks, as described in [3GPP-TS_24.229]/[3GPP2-X.S0013-004].
Change 2:  End of changes
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