[image: image1.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-MWG-IM-2003-0049-Change-Password
Submitted to MWG IMSWG
16 Dec 2003
Doc# OMA-MWG-IM-2003-0049-Change-Password
Submitted to MWG IMSWG
16 Dec 2003


Input Contribution

	Title:
	Change password
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-MWG-IM

	Source:
	Soyeun Kim, Samsung, +82234160315, soyeun@samsung.com 
JungHoon Kim, Samsung, +82234160315, david_kim31@samsung.com
Jin Young Kim, Samsung, +82234160953, jy216.kim@samsung.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

For best security practices, change password is an important feature in today’s web world. Most network applications have a feature of changing password but current IMPS specification doesn’t support changing password through client.

This contribution gives the requirement details in order to support changing password. 
2 Summary of Contribution

This proposal gives the requirement details for changing password which needs to be supported in instant messaging. 
The requirement details include the client and server side requirement changes to support the change password feature.
3 Detailed Proposal
3.1. Use case

1. Network applications are in danger of hacking. For that reason, most network application’s service providers recommend users to change the password frequently. So, IMsp1( IMPS service provider ) made the rule for users to change the password twice a month. 
2. Sonya has a computer which is usually used by herself at home. So, she set “auto login” & “save password” at IMPS application to use imps application without manual login procedure. But, her brother wanted to use her computer because his computer is out of order when she was in a company. She let him to use her computer, but she doesn’t want him to login in IMPS with her ID again in the future. So, she wants to change her password to prevent him to be auto logged. 
3. IMsp1( IMPS service provide ) distributed the registration card in an university, because students are the most significant IMPS users. IMsp1 collects the registration card which Sonya wrote the registration card with her ID. Because Sonya wrote her password in paper, her friend Dave saw her password. So, Sonya wants to change her password.
3.2. Transactions


When a user changes the password, new password and current password is required. The current one is to be used for confirming that the requester is an authorized user.

The server responds with a status message. If new password is not suitable or current password is not correct, server will generate an error code. 

For security reason, password string is encoded as the same digest scheme at login time. If the client logged in two-way access control way, or PWS is used at four-way access control way, “Current-Password” and “New-Password” are in plain text. Otherwise, the client uses the password which is the BASE64-encoded result string based on the “schema” hash function on the concatenation of the “nonce” and the password. 
3.3. Error Conditions

Generic error conditions:

Service not supported. (405)

Service unavailable. (503)

Service not agreed. (506)

Not logged in. (604)

ChangeRequest error conditions:

Incorrect current password
Invalid format of new password

Invalid digest scheme 

3.4. Primitives and Information elements

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	ChangePassword
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction requested.

	Session-ID
	M
	String
	Identifies the session.

	Current-Password
	C
	String
	Identifies the current password. present at 2-way logged or PWD is used at login time.

	Current-Password-Digest-Bytes
	C
	String
	The digest is BASE64 encoded for the current password. present at 4-way logged with SHA, MD4, MD5, MD6

	New-Password
	C
	String
	Identifies the new password. present at 2-way logged or PWD is used at login time.

	New-Password-Digest-Bytes
	C
	String
	The digest is BASE64 encoded for the new password. present at 4-way logged with SHA, MD4, MD5, MD6


Table 1) Information elements in ChangePasswordRequest
4 Intellectual Property Rights Considerations

None known.
5 Recommendation

We request the MWG IMSWG to consider this proposal to be included in OMA IMPS v1.3.
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