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1 Reason for Change

Support for an Advice of Charge message towards an end-user is not directly support in existing OMA IMPS specifications.  This CR proposes a technical solution based on the use case presented in OMA-IM-2004-0114-CR_Advice-Of-Charge-for-BCP.  This solution uses the extension mechanism in the OMA IMPS 1.2 specifications to maintain backwards compatibility with OMA IMPS 1.2 based clients.

This method realizes the use case describes in OMA-IM-2004-0114-CR_Advice-Of-Charge-for-BCP and fulfills all of the technical requirements listed in that document in the following way:

· Backwards compatibility (requirement 1) – Requirement 1a is supported through the extension of an existing transaction as opposed to introducing a new transaction within it’s own namespace.  

· AoC content (requirement 2 - 3) – supported up to 512 characters

· AoC per IMPS provider (requirement 4 – 5)  – Login transaction contains the necessary information along with SAP URL to identify the IMPS provider

· AoC acceptance is determined prior to a successful login attempt (requirement 6)

· Clear acceptance is provider to the SAP (requirement 7)

· The method does not introduce an additional round-trip between client and server except for the initial acceptance (requirement 8)

· The design can be applied to next version of the standard as well by adding the AoC and AoC-Result structures to the LoginRequest and LoginResponse primtives within the 1.3 namespace (without being enveloped by the extension namespace) (requirement 9).
2 Impact on Backward Compatibility

The solution proposed in this CR maintains backward compatibility with clients based on the OMA IMPS 1.2 specifications.

3 Impact on Other Specifications

none

4 Intellectual Property Rights

The authors of this document do not have knowledge of any IPR related to this contribution

5 Recommendation

MWG IM SWG to review and approve this CR.

6 Detailed Change Proposal

This document introduces the following additions to the Login transaction using the extension mechanism in the OMA IMPS specifications:

Primitives and information elements

	Primitive
	Direction

	LoginRequest
	Client ( Server

	LoginResponse
	Client ( Server


Table 1. Primitive directions for Logging in

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginRequest
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction, set by client.

	User-ID
	M
	String
	Identifies the requesting User.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Password-String
	C
	String
	The password digest corresponding to the User-ID

	Digest-Bytes
	C
	String
	The digest is BASE64 encoded.

	Supported-Digest-Schema
	C
	String
	A list of supported digest schema (PWD, SHA, MD4, MD5, MD6)

	Session-ID
	C
	String
	The session-ID when session reestablishment is requested.

	Time-To-Live
	O
	Integer
	Time requested between client to server messages before client is considered disconnect. If information element is not present client is requesting an infinite time-to-live time. Indicated in seconds.

	Session-Cookie
	M
	String 
	The session cookie used by WV SAP to initiate communications within the session (max length 50)

	AoC-Result
	O
	Structure
	Informs the server about whether the client has accepted an AoC


Table 2. Information elements in LoginRequest primitive

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginResponse
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the request transaction.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Result
	M
	Structure
	Result of the login request.

	Nonce
	C
	String
	Random string generated by server for password digest. The string is not BASE64 encoded. 

	Digest-Schema
	C
	String
	Type of digest schema to use.

	Session-ID
	C
	String
	Session-ID. String generated by the server to identify this session. Session-ID is supplied with all following requests to the server. Present only if login was successful.

	Keep-Alive-Time
	C
	Integer
	Auto logout timer value in seconds. The server can set any timer value and the client MUST obey that. Each message transaction resets the Keep-Alive-Time timer. Present only if login was successful.

	Client-Capability-Request
	C
	Boolean
	Informs the Client that it needs to perform a Client Capability Request transaction. Present only if login was successful.

	AoC
	O
	Structure
	An AoC indication.


Table 3. Information elements in LoginResponse primitive

The client does not include the AoC-Result structure in the initial LoginRequest primitive.  If the system determines that the client must accept an AoC text, then it sends a LoginResponse primitive with error code 401 – Unauthorized and includes an AoC structure.  The AoC structure includes an AoC text and a unique identifier.  The purpose of the unique identifier is to match the acceptance to the AoC request in an unambiguous way.  This is necessary to prevent race conditions where the operator has updated the AoC text, but the end-user might be accepting an old version of the AoC text.  If the client accepts the AoC text it starts the login sequence again and includes the AoC-Result structure containing an acceptance flag and the unique identifier from AoC structure.
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This method is also compatible with existing four-way access control (using hashed password).  The client and server would then continue with four-way access control after acceptance of AoC.

The following is a description of the content of the AoC and AoC-Result structures
:

	XML PCDATA
	AoCText

	Data type
	String

	Format
	Text String.

	Description
	The AoC text.

	Range
	Max 512 characters.


	XML PCDATA
	AoCID

	Data type
	String

	Format
	Text String.  The AoC ID is case sensitive.

	Description
	Identifies an AoC.

	Range
	Max 50 characters.


	XML PCDATA
	AoCAcceptance

	Data type
	Boolean

	Format
	Defined in section 4.3.

	Description
	Indicates acceptance.

	Range
	Defined in section 4.3.


CSP-XML:

<!ELEMENT AoC (AoCText, AoCID)>

<!ELEMENT AoC-Result (AoCID, AoCAcceptance)>

<!ELEMENT AoCText (#PCDATA)>

<!ELEMENT AoCID (#PCDATA)>

<!ELEMENT AoCAcceptance (#PCDATA)>

CSP-WBXML:

The following tags are defined within code page 0x50 (reserved in OMA IMPS v1.2 for extended elements):

	Tag name
	Token

	AoC
	05

	AoC-Result
	06

	AoCText
	07

	AoCID
	08

	AoCAcceptance
	09


The new namespace for this extension cannot be assigned a Token due to backwards compatibility reasons.  It must therefore be string encoded by clients and server supporting this extension.

CSP-SMS:

The following short codes are defined for this extension.  They are only valid within the extension namespace:

	Name
	Code

	AoC
	AC

	AoC-Result
	AR


Backwards Compatibility

This design adds a new optional Information Element to the LoginRequest and LoginResponse primitives.  To be backwards compatible with the OMA IMPS v1.2 specification these new Information Elements should be added within the following namespace:

http://www.openmobilealliance.org/WV-CSP1.2/bcp/AoC
Clients not supporting the extension are required to ignore it.  The operator can include a detailed text message to the 401 – Unauthorized error message giving the end-user further information about why he is denied access to the service.

The same extension mechanism can be used on top of the OMA IMPS v1.1 specification – however OMA IMPS v1.1 does not define a specific way for how XML extensions should be added and does not describe a way to add namespace extensions to SMS bindings.  Non-compliant v1.1 clients might therefore report a protocol error to the end-user if this extension mechanism would be applied to v1.1 clients and if they are not robust enough to parse the 401 error result from the LoginResponse primitive.

Example

CSP-XML Example

The following is an example of a CSP-XML LoginRequest transaction utilizing this extension:

Login-Request primitive

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Outband</SessionType>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Request</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>




</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Login-Request>






<UserID>wv:user@im.com</UserID>






<ClientID>







<URL>http://206.226.10.25:80/IMPSAPP</URL>






</ClientID>






<Password>1my2pass3word</Password>






<TimeToLive>120</TimeToLive>






<SessionCookie>im.user.com#20011224#328746293






</SessionCookie>





</Login-Request>




</TransactionContent>



</Transaction>


</Session>

</WV-CSP-Message>

Login-Response primitive

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Outband</SessionType>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Response</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Login-Response>






<ClientID>







<URL>http://206.226.10.25:80/IMPSAPP</URL>






</ClientID>






<Result>







<Code>401</Code>







<Description>Please accept Advice of Charge</Description>






</Result>





</Login-Response>




</TransactionContent>




<ExtBlock xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/AoC”>




<AoCText>Operator Advice of Charge Text</AoCText>




<AoCID>im.user.com#20011224#328746294



</AoCID>




</ExtBlock>


</Transaction>



<Poll>F</Poll>


</Session>

</WV-CSP-Message>

Login-Request primitive

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Outband</SessionType>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Request</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>




</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Login-Request>






<UserID>wv:user@im.com</UserID>






<ClientID>







<URL>http://206.226.10.25:80/IMPSAPP</URL>






</ClientID>






<Password>1my2pass3word</Password>






<TimeToLive>120</TimeToLive>






<SessionCookie>im.user.com#20011224#328746293



</SessionCookie>





</Login-Request>




</TransactionContent>



<ExtBlock xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/AoC”>





<AoCID>im.user.com#20011224#328746294



</AoCID>





<AoCAcceptance>T</AoCAcceptance>



</ExtBlock>


</Transaction>


</Session>

</WV-CSP-Message>

Login-Response primitive

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Outband</SessionType>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Response</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Login-Response>






<ClientID>







<URL>http://206.226.10.25:80/IMPSAPP</URL>






</ClientID>






<Result>







<Code>200</Code>







<Description>Successfully logged in.</Description>






</Result>






<SessionID>im.user.com#48815@server.com</SessionID>






<KeepAliveTime>120</KeepAliveTime>






<CapabilityRequest>T</CapabilityRequest>





</Login-Response>




</TransactionContent>



</Transaction>



<Poll>F</Poll>


</Session>

</WV-CSP-Message>

CSP-SMS Example

LoginRequest primitive

WV12LR761 UI=wv:john@smith.com CI=+1234567890 PW=this1is2my3pass SC=im.user.com#20011224#328746293 TL=600 

LoginResponse primitive

WV12RL761 CI=+1234567890 ST=(401,”Please accept Advice of Charge”) 
EB=(openmobilealliance.org/WV-CSP1.2/bcp/AoC,(”Advice of Charge Text”,im.user.com#20011224#328746293))
LoginRequest primitive

WV12LR762 UI=wv:john@smith.com CI=+1234567890 PW=this1is2my3pass SC=im.user.com#20011224#328746293 TL=600 EB=(openmobilealliance.org/WV-CSP1.2/bcp/AoC,(im.user.com#20011224#3287,T))
LoginResponse primitive

WV12RL762 CI=+1234567890 ST=(200,”Successfully completed.”) SI=im.user.com#48815@server.com 
KA=300 CR=T










� Format is defined in:


WV-043 Client-Server Protocol DTD and Examples


WV-045 Client-Server Protocol Data Types
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