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1 Reason for Change

Two authorization models exist for a user to control which other users may see the IM Status of another user and subsequently message him/her. 

This CR describes the two models, Proactive and Reactive Authorization respectively. It also provides guidelines on how these are to be used. The present CR is replacing the OMA-IM-2004-0173 document incorporating commends received on conference call (20th July 204).

2 Impact on Backward Compatibility

The current Best Common Practices (BCP) document under development is the first version of each kind and therefore there is no backward compatibility issue. 
3 Impact on Other Specifications

There is no impact on other specifications - the reason of no impact is stated on paragraph 2 above.

4 Intellectual Property Rights

The authors of this document do not have knowledge of any IPR related to this contribution.

5 Recommendation

The MWG IM Sub-Working group is kindly asked to review the CR and, if satisfactory, approve it and incorporate it in the BCP document. 

6 Detailed Change Proposal

Use Case Proactive Authorization

 ASK  \* MERGEFORMAT Short Description

This use case describes the authorization of a contact. UserA adds UserB to his Contact List. If UserB has proactive authorization, then UserA may see UserB’s status and message UserB immediately. If UserB has reactive authorization, then UserA may see UserB’s status and message UserB only after UserB has authorised UserA.

Actors

	Actor
	Description

	UserA
	A human user of the IMPS Service

	UserB
	A human user of the IMPS Service, whose IMPS User ID is known to UserA

	ClientA
	The terminal and software that UserA is using to access IMPS services.

	ClientB
	The terminal and software that UserB is using to access IMPS services.

	Server
	The server providing IMPS services


The addition of User and Client entities are here to facilitate distinction regarding profiling. A user is developing or has an existing profile whereas client is one of the ends in the serve – client communications. 

Actor Specific Issues

	Actor
	Description

	UserA
	· Enlarge his/her List of Contacts.

· Be able to communicate with his/her Contacts.

· Protect his/her own privacy.

	UserB
	· Enlarge his List of Contacts.

· Be able to communicate with his/her Contacts.

· Protect his/her own privacy.

	Server
	· To enable the users to communicate by means of instant messaging and presence and store the up-to-date Contact Lists.


Actor Specific Benefits

	Actor
	Benefit

	UserA
	· Is able to see IM status of, and communicate with UserB

	UserB
	· Is able to see IM status of, and communicate with UserA without typing in UserA’s User-ID.

	Server
	· The number of communicating users increases, encouraging messaging traffic.


Pre-conditions

· UserA is a registered user of the IMPS service, logged in, and has negotiated IM functions (including blocking) and presence functions (including contact list functionality) using ClientA.

· UserB is a registered user of the IMPS service logged in, and has negotiated IM functions (including blocking) and presence functions (including contact list functionality) using ClientB.

· UserB has set his/her Authorization model to Proactive – The general public may see UserB’s IM Status and send messages to UserB

Post-conditions

· UserA is authorised to see UserB’s Online Status and is able to message him.

Normal Flow

1. UserA adds UserB to his/her Contact List.

2. UserB is added to UserA’s Contact List.

3. ClientA sends a request to the Server to see UserB’s IM Status.

4. The Server checks UserB’s authorization model, in this case it is set in proactive mode.

5. The Server notifies ClientA of UserB’s IM Status (e.g. ONLINE, OFFLINE or BUSY).

6. The Server notifies UserB that UserA has added him/her.

7. UserA sends a message to UserB

8. The Server checks UserB’s authorization model, which in this case is set on proactive mode.

9. The server delivers the message to UserB.

Alternative Flow

The alternative flow of the use case involves Reactive Authorization. In this case, the following pre-condition as to be in place instead of the support for a Proactive Authorization model.

User B has set his/her Authorization model to Reactive – Only authorised users may see UserB’s IM Status and send messages to UserB. 

1. UserA adds UserB to his/her Contact List.

2. UserB is added to UserA’s Contact List.

3. ClientA sends a request to the Server to see UserB’s IM Status.

4. The Server checks UserB’s authorization model, which in this case is set on reactive mode, and retrieves that UserA is not authorised.

5. The Server sends an authorization request to UserB on UserA’s behalf.

6. UserB does not react to the notification of the authorization request.

7. The Server notifies ClientA that UserB’s IM Status is OFFLINE.

8. UserA sends a message to UserB

9. The Server checks UserB’s authorization model, it remains reactive.

10. The server does not deliver the message to UserB.

11. Now UserB reacts to the notification of the authorization request and authorises UserA.

12. The Server notifies ClientA that UserB’s IM Status is ONLINE.

13. UserA sends a message to UserB

14. The Server checks UserB’s authorization model, (it remains reactive and UserA is authorised).

15. The server delivers the message to UserB.

Operational and Quality of Experience Requirements

· From the proactive notification and reactive authorization request, it SHALL be possible (default behaviour) to add reciprocally (i.e. UserB adds UserA)

· From the proactive notification and reactive authorization request, it SHALL be possible (non-default behaviour) to block the adding user (i.e. UserB blocks UserA)

· The Server SHALL support both proactive and reactive authorization models

· The Client SHALL support the proactive authorization model

· The Client SHOULD support the reactive authorization model
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