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1 Reason for Change

This CR proposes a recommended workaround for the System Message use case.  This workaround is based on the experience of OZ from current service deployments of solutions based on the OMA IMPS 1.2 specifications.

A number of different workarounds were considered for the System Message use case.  The workaround presented in this CR is the one that covers the largest set of requirements and is therefore the preferred solution.  It’s based on the extension framework and does not have any impact on the existing OMA IMPS 1.2 specifications.  The existing OMA IMPS 1.2 syntax is not affected.  Solutions not supporting the extension framework will not be impacted – except that by not supporting the BCP the service provider may need to deny access to the system to those clients.  The workaround does however not force the service provider to deny access to those clients.

It’s recognized that not all service deployments may require the extensive System Message mechanism presented in the use case.  Therefore the recommended workaround also contains a description of a solution that supports sending a simple text based system message to the client without requiring a response.  This facilitates for example a “System Going Down in 5 minutes” system notification in a fully backwards-compatible way for non-BCP compliant solutions already in the market.
2 Impact on Backward Compatibility

The BCP requires additional semantics on top of the existing OMA IMPS 1.2 specification.  Current OMA IMPS 1.2 solutions will therefore not be able support the main workaround presented in this CR without being updated with BCP support.  However this CR also presents a simpler workaround that only supports a very small subset of the System Message use cases.  Existing clients can support this simpler workaround without changes.

3 Impact on Other Specifications

Solutions for BCP and 1.3 should be aligned.  Therefore another CR based on the solution in this CR will be submitted towards the 1.3 specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The MWG-IM group should analyse the workaround presented in this CR and accept it for inclusion in the 1.2 BCP.

6 Detailed Change Proposal

[Note: top-level section names are based on current BCP template]

19.2 Problem Analysis

The main goal of the system message use cases is to allow the operator to notify the end user about specific system events.

The following key requirements can be extracted from the use cases:

· The system needs to support different types of system messages

· The system needs to support delivering these system messages at different stages

· The system needs to maintain consistency in the delivery / handling of the system messages

The system is here considered to be the client, the server or both.

The use cases define the concept of a system message and a system message response.  A system message is a structure containing the following set of attributes:

· Type

· Unique ID

· Verification Mechanism

· Text

· Answer Options

Type contains information about what kind of a system message is being delivered.  This can be for example AoC, Help Message, T&C, etc

Unique ID is used to match the response to the notification since the response cannot be matched on transaction level.  This is because the notification and the response need to be a part of different transaction since the notification contains information that needs to be processed by the end-user.

Verification Mechanism contains information about the mechanism is used to support verification that the end-user has processed the system message notification.  This is to guard against clients that automatically process the notification and never display it to the end-user.  This can be for example InText - information about the verification mechanism is contained within the System Message Text field),.or URL - the client needs to fetch the content of the URL and should ask the end-user to echo the information contained in the file in the Verification Key field in the response.

Text contains the text content of the System Message.

Answer Options contains the allowed answer options for the response for this specific system message.

The system message response is a structure containing the following set of attributes:

· Unique ID

· Verification Key

· Answer Option(s)

Unique ID must match the Unique ID from the notification

Verification Key is a text string based on the Verification Mechanism from the notification

Answer Option(s) is the end-user selected answer option from the list of options contained in the Answer Options field of the notification.

The top level System Message use case is split up into 3 child use cases.  These define different ways of delivering a System Message to and from the client.  The following different delivery mechanisms have been identified:

1. As a part of the login

2. As a part of a response to a client request – for client originated events

3. As a server originated notification – for server originated events

4. As a new client originated transaction – for system message response from the client

5. As an outband notification – for delivering outband offline user messages

The first mechanism is needed to support the Offline Service Message use case

The second and third mechanisms are needed to support the Online Service Message use case.  As mentioned before the information contained in the system message needs to be processed by the end-user.  Therefore it’s important that the solution supports sending the message to the end-user as soon as possible and preferably while the client is still in the context that triggers the notification.  Mechanism 2 supports this.  The solution must also not be tied to the transaction model of the protocol since the end-user may not be able to respond immediately to the notification.  Mechanism 4 supports this.

The use case also requires a new transaction to support retrieving the current status of Online System Message delivery and for enabling / disabling Online System Message delivery.


19.3 Recommended Workaround

19.3.1 Offline System Message

The following tables define the extensions defined in this workaround solution:

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginRequest
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction, set by client.

	User-ID
	M
	String
	Identifies the requesting User.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Password-String
	C
	String
	The password digest corresponding to the User-ID

	Digest-Bytes
	C
	String
	The digest is BASE64 encoded.

	Supported-Digest-Schema
	C
	String
	A list of supported digest schema (PWD, SHA, MD4, MD5, MD6)

	Session-ID
	C
	String
	The session-ID when session reestablishment is requested.

	Time-To-Live
	O
	Integer
	Time requested between client to server messages before client is considered disconnect. If information element is not present client is requesting an infinite time-to-live time. Indicated in seconds.

	Session-Cookie
	M
	String 
	The session cookie used by WV SAP to initiate communications within the session (max length 50)

	SystemMessageResponse
	O
	Structure
	System Message Response from client [extension element]


Table x. Information elements in LoginRequest primitive

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	LoginResponse
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the request transaction.

	Client-ID
	M
	Structure
	Identifies the requesting WV client. Unique (for this user) identifier.

	Result
	M
	Structure
	Result of the login request.

	Nonce
	C
	String
	Random string generated by server for password digest. The string is not BASE64 encoded. 

	Digest-Schema
	C
	String
	Type of digest schema to use.

	Session-ID
	C
	String
	Session-ID. String generated by the server to identify this session. Session-ID is supplied with all following requests to the server. Present only if login was successful.

	Keep-Alive-Time
	C
	Integer
	Auto logout timer value in seconds. The server can set any timer value and the client MUST obey that. Each message transaction resets the Keep-Alive-Time timer. Present only if login was successful.

	Client-Capability-Request
	C
	Boolean
	Informs the Client that it needs to perform a Client Capability Request transaction. Present only if login was successful.

	SystemMessage
	O
	Structure
	System Message from server [extension element]


Table x. Information elements in LoginResponse primitive

The client does not include the SystemMessageResponse structure in the initial LoginRequest primitive.  If the system determines that the client must respond to a SystemMessage before being able to login to the system, it sends a LoginResponse primitive with error code 401 – Unauthorized ending the transaction and includes a SystemMessage structure.  If the client accepts the SystemMessage it starts the login sequence again and includes the SystemMessageResponse structure detailing the end-user response to the SystemMessage.

The server can also send the client a SystemMessage without rejecting the login – for example to send informational messages to the client upon login.
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19.3.2 Offline User Message

Offline user message requires that the client be notified about system events without being logged on to the system.  Too facilitate this use case the system should send a SMS message detailing the following informational elements:

user-id related to the system event [optional]

informational text about the system event [mandatory]

list of actions [optional]

The SMS message should be sent as a normal text message to the client.  The exact structure of the message is implementation specific.

Due to the nature of a PC based client, which normally can maintain a long-lived connection to the server, a specific workaround for non-mobile clients is not specified in this document.

19.3.3 Online System Message

The following tables define the new transactions or extensions defined in this workaround solution:

	Information Element
	Req
	Type
	Description

	Message-Type
	M
	Status
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction.

	Session-ID
	O
	String
	Session ID for session.

	Client-ID
	O
	Structure
	Identifies the requesting IM client. Unique (for this user) identifier.

	Result
	M
	Structure
	The result of the transaction.

	SystemMessage
	O
	Structure
	System Message from server [extension element]


Table x. Information elements in Status primitive

	Message-Type
	M
	SystemMessageRequest
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction.

	SystemMessage
	M
	Structure
	System Message from server


Table x. Information elements in SystemMessage-Request primitive

	Message-Type
	M
	SystemMessageUser
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction.

	SystemMessageResponse
	M
	Structure
	System Message Response from user.


Table x. Information elements in SystemMessage-User primitive

	Message-Type
	M
	SystemMessageStatusRequest
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction.

	SmType
	M
	String
	System Message type

	SmState
	O
	String
	State to configure for this System Message type


Table x. Information elements in SystemMessageStatus-Request primitive

	Message-Type
	M
	SystemMessageStatusResponse
	Message identifier.

	Transaction-ID
	M
	String
	Identifies the transaction.

	SmState
	M
	String
	Current state of system message delivery


Table x. Information elements in SystemMessageStatus-Response primitive

For a system message triggered by a server event the server sends a System Message notification to the client using the System Message Request transaction.  The client responds with a Status message to close the transaction.  When the end-user has decided what action (if any) he wants to take the client sends a System Message User Request to the server.
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For a system message triggered by a client event the server sends a System Message notification to the client using the Status Information Element within the response to the client originated transaction.  If a response to the System Message is required from the user, he can respond with a new System Message User Request transaction.
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The client may in the System Message Response turn off the System Message Notifications of a certain type.  The client can view the status of the notifications by sending a SystemMessageStatus request to the server detailing the type of System Message notification that he wants to receive information about.  The server sends the information about whether notifications are enabled or not.  The client can also use the SystemMessageStatus transaction to enable or disable the delivery of System Message notifications of a certain type.
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19.3.3.1 Online System Message as IM

A System Message may not require the elaborate design detailed above as required by the Use Case and requirements.  Servers may support a simpler method using the IM messaging support of the protocol by sending a System Message as an IM message to the client.  The structure of the IM message and the sender address are implementation specific.  However it’s recommended that the sender address be configured in the client so that the client may present the IM message in a special way to indicate that it’s a System Message and not a possibly spoofed message from another end user of the system.
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19.3.5 CSP DataTypes

	XML PCDATA
	SmType

	Data type
	Enumerated String

	Format
	Text String

	Description
	Type of System Message

	Range
	HELP | AOC | TC | AUTHORIZE


	XML PCDATA
	SmID

	Data type
	String

	Format
	Text String

	Description
	System Message Unique Identifier

	Range
	Max 50 characters


	XML PCDATA
	SmText

	Data type
	String

	Format
	Text String

	Description
	System Message Text

	Range
	Max 512 characters


	XML PCDATA
	SmOptions

	Data type
	Enumerator String

	Format
	Text String

	Description
	System Message Answer Options

	Range
	ACCEPT | REJECT | AUTHORIZE | DENY | ADD | DISABLE 


	XML PCDATA
	SmVerificationType

	Data type
	Enumerated String

	Format
	Text String

	Description
	System Message verification type

	Range
	INBAND | URL


	XML PCDATA
	SmVerificationURL

	Data type
	String

	Format
	URI

	Description
	See [RFC2396]

	Range
	Max 100 characters


	XML PCDATA
	SmVerificationKey

	Data type
	String

	Format
	Text String

	Description
	End User verification key

	Range
	Max 20 characters


	XML PCDATA
	SmUserAnswer

	Data type
	Enumerated String

	Format
	Text String

	Description
	End User answer option(s)

	Range
	See definition for SmOptions


	XML PCDATA
	SmState

	Data type
	Enumerated String

	Format
	Text String

	Description
	System Message State

	Range
	ENABLED | DISABLED


19.3.6 CSP DTD

The following elements are defined within the http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage namespace.

<!ELEMENT SystemMessage-Request (SystemMessage)>

<!ELEMENT SystemMessage-User (SystemMessageResult)>

<!ELEMENT SystemMessageStatus-Request (SmType, SmState?)>

<!ELEMENT SystemMessageStatus-Response (SmState)>

<!ELEMENT SystemMessage (SmType, SmID, SmVerification?, SmText, SmOptions*)>

<!ELEMENT SystemMessageResult (SmID, SmVerificationKey?, SmUserAnswer*)>

<!ELEMENT SmType(#PCDATA)>

<!ELEMENT SmID(#PCDATA)>

<!ELEMENT SmVerification (SmVerificationType, SmVerificationURL?)>

<!ELEMENT SmText(#PCDATA)>

<!ELEMENT SmOptions(#PCDATA)>

<!ELEMENT SmVerificationType(#PCDATA)>

<!ELEMENT SmVerificationURL(#PCDATA)>

<!ELEMENT SmVerificationKey(#PCDATA)>

<!ELEMENT SmUserAnswer(#PCDATA)>

<!ELEMENT SmState(#PCDATA)>

19.3.7 CSP WBXML

OMA IMPS v1.2 defines code pages 0x50 – 0x5f as reserved for extended elements.

The following tags are defined within code page 0x50:

	Tag name
	Token

	SystemMessage-Request
	05

	SystemMessage-User
	06

	SystemMessageStatus-Request
	07

	SystemMessageStatus-Response
	08


The following tags are defined within code page 0x51:

	Tag name
	Token

	SmType
	05

	SmID
	06

	SmText
	07

	SmOptions
	08

	SmVerificationType
	09

	SmVerificationURL
	0A

	SmVerificationKey
	0B

	SmUserAnswer
	0C

	SmState
	0D


The new namespace for this extension cannot be assigned a Token due to backwards compatibility reasons.  It must therefore be string encoded by clients and server supporting this extension.

19.3.8 CSP SMS

The following short codes are defined for this extension.  They are only valid within the extension namespace.

Transaction short codes:

	Name
	Code

	SystemMessage-Request
	SM

	SystemMessage-User
	SU

	SystemMessageStatus-Request
	SS

	SystemMessageStatus-Response
	SR


Information Element short codes:

	Name
	Code

	SystemMessage
	SM

	SystemMessageResponse
	SR

	SmType
	ST

	SmState
	SS

	SmVerification
	VM


19.3.9 Usage of Verification Mechanism

This workaround supports verification of whether the end-user has read the content of the System Message and responded himself.  This is required to make sure that clients cannot spoof the end-user response automatically.  Two methods are defined:

InBand
the System Message Text attribute contains information related to the Verification Response.  For example the text may contain instructions to the end-user to enter a certain numeric value in the verification response.

Image
the client needs to retrieve an Image through an URL. The client must list the supported content types in the HTTP Accept header of the GET request when retrieving the image.  The server should support content adaptation to adapt to the image content types supported by the client.

The server may also support a non-verified response.

19.3.10 Examples

19.3.10.1 Advice of Charge During Login

Login-Request primitive:

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Outband</SessionType>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Request</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>




</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Login-Request>






<UserID>wv:user@im.com</UserID>






<ClientID>







<URL>http://206.226.10.25:80/IMPSAPP</URL>






</ClientID>






<Password>1my2pass3word</Password>






<TimeToLive>120</TimeToLive>






<SessionCookie>im.user.com#20011224#328746293






</SessionCookie>





</Login-Request>




</TransactionContent>



</Transaction>


</Session>

</WV-CSP-Message>

Login-Response primitive:

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Outband</SessionType>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Response</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Login-Response>






<ClientID>







<URL>http://206.226.10.25:80/IMPSAPP</URL>






</ClientID>






<Result>







<Code>401</Code>







<Description>Please accept Advice of Charge</Description>






</Result>





</Login-Response>




</TransactionContent>




<ExtBlock xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage
”>




<SystemMessage>




<SmType>AOC</SmType>




<SmID>im.user.com#20011224#328746294



</SmID>




<SmText>[Advice of charge text]</SmText>





<SmOptions>ACCEPT</SmOptions>





<SmOptions>REJECT</SmOptions>



</SystemMessage>



</ExtBlock>


</Transaction>



<Poll>F</Poll>


</Session>

</WV-CSP-Message>

2nd Login-Request primitive

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Outband</SessionType>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Request</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>




</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Login-Request>






<UserID>wv:user@im.com</UserID>






<ClientID>







<URL>http://206.226.10.25:80/IMPSAPP</URL>






</ClientID>






<Password>1my2pass3word</Password>






<TimeToLive>120</TimeToLive>






<SessionCookie>im.user.com#20011224#328746293



</SessionCookie>





</Login-Request>




</TransactionContent>



<ExtBlock xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage

”>





<SystemMessageResponse>




<SmID>im.user.com#20011224#328746294



</SmID>




<SmUserAnswer>ACCEPT</SmUserAnswer>





</SystemMessageResponse>


</ExtBlock>


</Transaction>


</Session>

</WV-CSP-Message>

2nd Login-Response primitive:

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Outband</SessionType>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Response</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Login-Response>






<ClientID>







<URL>http://206.226.10.25:80/IMPSAPP</URL>






</ClientID>






<Result>







<Code>200</Code>







<Description>Successfully logged in.</Description>






</Result>






<SessionID>im.user.com#48815@server.com</SessionID>






<KeepAliveTime>120</KeepAliveTime>






<CapabilityRequest>T</CapabilityRequest>





</Login-Response>




</TransactionContent>



</Transaction>



<Poll>F</Poll>


</Session>

</WV-CSP-Message>

19.3.10.2 Presence Authorization

SystemMessage-Request primitive:

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Inband</SessionType>




<SessionID>im.user.com#48815@server.com</SessionID>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Request</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>


</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Extended-Request xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage

”>






<SystemMessage-Request>





<SystemMessage>




<SmType>AUTHORIZE</SmType>




<SmID>im.user.com#20011224#328746294</SmID>




<SmText>User X has added you to his contact list.  Do you want to authorize him?</SmText>





<SmOptions>AUTHORIZE</SmOptions>





<SmOptions>DENY</SmOptions>





<SmOptions>ADD</SmOptions>





</SystemMessage>



</SystemMessage-Request>




</Extended-Request>




</TransactionContent>



</Transaction>



<Poll>F</Poll>


</Session>

</WV-CSP-Message>

Status primitive:

<WV-CSP-Message xmlns=”http://www.openmobilealliance.org/DTD/WV-CSP1.2”>


<Session>



<SessionDescriptor>




<SessionType>Inband</SessionType>




<SessionID>im.user.com#48815@server.com</SessionID>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Response</TransactionMode>





<TransactionID>IMApp01#12345@NOK5110</TransactionID>




</TransactionDescriptor>




<TransactionContent xmlns=”http://www.openmobilealliance.org/DTD/WV-TRC1.2”>





<Status>






<Result>







<Code>200</Code>






</Result>





</Status>




</TransactionContent>



</Transaction>


</Session>

</WV-CSP-Message>

SystemMessage-User primitive:

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Inband</SessionType>




<SessionID>im.user.com#48815@server.com</SessionID>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Request</TransactionMode>





<TransactionID>IMApp01#12346@NOK5110</TransactionID>




</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Extended-Request xmlns=”http://www.openmobilealliance.org/WV-CSP1.2/bcp/SystemMessage

”>






<SystemMessage-User>




<SystemMessageResponse>




<SmID>im.user.com#20011224#328746294</SmID>




<SmUserAnswer>AUTHORIZE</SmUserAnswer>





<SmUserAnswer>ADD</SmUserAnswer>



</SystemMessage>

</SystemMessage-User>




</Extended-Request>




</TransactionContent>



</Transaction>


</Session>

</WV-CSP-Message>

Status primitive:

<WV-CSP-Message xmlns="http://www.openmobilealliance.org/DTD/WV-CSP1.2">


<Session>



<SessionDescriptor>




<SessionType>Inband</SessionType>




<SessionID>im.user.com#48815@server.com</SessionID>



</SessionDescriptor>



<Transaction>




<TransactionDescriptor>





<TransactionMode>Response</TransactionMode>





<TransactionID>IMApp01#12346@NOK5110</TransactionID>


</TransactionDescriptor>




<TransactionContent xmlns="http://www.openmobilealliance.org/DTD/WV-TRC1.2">





<Status>






<Result>







<Code>200</Code>






</Result>





</Status>




</TransactionContent>



</Transaction>



<Poll>F</Poll>


</Session>

</WV-CSP-Message>
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