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1 Reason for Change

We had an action item for this:

· Action item for Zoltan to clarify the second bullet in OMA-IM-2004-0224-IMPS-V1.2-Inconsistency-Discussion.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

The authors of this document do not have knowledge of IPRs related to this contribution.

5 Recommendation

Working group to review and approve the change request.

6 Detailed Change Proposal

6.4.1 Transactions
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Figure 1. Logging in

In order to use the IM services the user MUST log in into a Service Access Point. 

After the server processed this request, it sends a login response message to the client; which will contain the details of the login operation. When the login operation into the Service Access Point is not successful, a status message indicates the login failure instead of the login response message. The login response sent by the server MAY also indicate that the client needs to perform a Client Capability Request.

After a successful login a service negotiation performed. After the service negotiation the agreed services available to the user are: Presence Service, IM Service, Group Service, Content Service.

When the session is re-initiated, client capability negotiation is not performed.

The client MAY choose either a two-way access control or a four-way access control. If the client chooses the two-way access control, the LoginRequest contains the element “Password-String” with password in plain text. The server responds with either success or failure or further authorization. If the client chooses the four-way access control, the LoginRequest contains neither element “Password-String” nor element “Digest-Bytes”. Instead, the LoginRequest contains the element “Supported Digest Schema”. The server responds with the challenge “nonce” based on the “digest schema”.

The server can choose not to use any authentication scheme; instead rely on authentication in the mobile network. In this case the Digest-Schema element indicates “PWD”, and the Nonce element is not present in the LoginResponse primitive. When the selected Digest-Schema is “PWD”, the second LoginRequest message of the four-way login sequence will not contain the Digest-Bytes elements; it will contain a plain text password.
The client then sends the LoginRequest again with the element “Digest-Bytes” which is the BASE64-encoded result string based on the “schema” hash function on the concatenation of the challenge “nonce” and the password:

Digest-Bytes = hash_function(nonce + password )

The server finally responds with either “success” or “failure”.

Even if the client chooses the two-way access control, the server still can send a response with error code 401. That means the server requires further authorization of this request. In this case, the response message contains the available authorization scheme “digest schema” with the challenge “nonce” for the scheme.

Following schemes can be used as “digest schema” to generate the challenge “nonce”:

The MD5 Scheme

The client concatenates the challenge with the password, and performs a MD5 hash on the resulting string. The client then SHOULD repeat a  request with the resulting data as a string encoded by BASE64.

The MD4 & MD6 Scheme

The same algorithm as for the MD5 Scheme except the hash algorithm is replaced with MD4 or MD6.

The SHA Scheme

The client concatenates the challenge with the password, and performs a SHA hash on the resulting string. The client then SHOULD repeat a request with the resulting data as a string encoded by BASE64.
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